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FOREWORD

When I first read Rogue Code, I thought, “Here is a thriller that is really tuned into the dangerous potential of electronic trading.” Mark Russinovich paints a picture of what most would consider the nightmare scenario of what could go terribly wrong in the U.S. stock market. It is a dystopian view of where electronic capitalism might lead us.
And yet, Rogue Code shows us a Wall Street which is all too familiar – think it a synthesis of age-old business practices that thrive on exploiting the grey areas of financial regulation and modern electronic trading systems whose opacity is the only thing keeping computerized criminals at bay. The end result is a fictional portrayal of a global-market system that is hauntingly familiar in both its vulnerability and its propensity for financial crisis.
Mark is impressive, detail-oriented, hands-on. He aims to introduce you to the technical mechanisms, hacks, and exploits that are longstanding practices in the field of cybersecurity that he rightfully associates with critical vulnerabilities in our national market system. More importantly, Mark has tied together two disciplines that must cross-pollinate: cybersecurity and computerized trading. After you have read Rogue Code, you will believe these two fields are on a collision course.
Still, I confess that as I read Rogue Code I couldn’t help but smirk inappropriately at times. If he only knew, I thought. As the financial crisis proves, often Wall Street itself can be its biggest threat.
Rogue Code is a work of fiction. The bad guys don’t run multibillion-dollar hedge funds that have institutionalized illegal insider trading into a business model. They don’t run massive Ponzi schemes affiliated with unusually successful trading companies. They don’t publicly brag about their multi-year zero-loss trading days fueled by “secret sauce” that only recently has caught the attention of regulators.
In my experience, the current threat to Wall Street isn’t going to come from abroad … it has already firmly embedded itself into the fabric of our marketplace.
We don’t need foreign agents to compromise our markets. We are quite adept at causing the flash crash and more than twenty-five thousand “mini flash crashes” all by ourselves.
We don’t need a foreign agent to rig an exchange to provide a benefit to an affiliated trader – we are quite adept at creating conflicts of interest, self-regulation of for-profit entities, and regulatory loopholes that naturally evolve into collusive arrangements.
We don’t need super-hackers planted where they can exploit the order matching code for their own benefit, as the most lucrative career path for a developer is to cycle from exchange to trading company, back to the exchange space, and then onward to the most elite trading firm having attained the “goods.”
And I should know. Over a decade ago, I was awarded my first major promotion at a major investment bank for exploiting a back door in a European electronic exchange to get prices faster. Back then, we discovered holes. At some point, the game changed, and the industry started creating holes.
The search for what we in the industry call an “edge” led exchanges to manufacture artificial advantages in order to satisfy their most-favored clients. What else differentiates an exchange, when the primary service that traders want is to extract a profit in what nearly always is a zero-sum game for short-term traders? The money has to come from somewhere, doesn’t it?
And so many years later, I decided to blow the whistle on high-frequency trading to regulators, citing numerous undocumented features designed by exchanges to accommodate high-frequency trading strategies at the expense of the public customer. It was the road not traveled for one of my background.
Mark is an outsider to high-frequency trading, but that is what makes his contribution all the more sobering. What if Wall Street lost its stranglehold on a system where complexity and volatility equate to trading edge? What if outsiders indeed targeted the very systems which regulators readily admit they cannot monitor or control in any meaningful manner?
And that is probably the most terrifying conclusion one can draw from Rogue Code. Wall Street, having grown so accustomed to exploiting and circumventing its own system, is dramatically unprepared for real enemies, those who have no stake in the bedrock of our capitalist system.
– HAIM BODEK
MANAGING PRINCIPAL
DECIMUS CAPITAL MARKETS, LLC
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MEMORANDUM

DATE: October 13

FROM: Walter D. Winterhalter, Inspector General, Office of the Inspector General, U.S. Securities and Exchange Commission

TO: Eleanor Kaschnitz, National Security Advisor

RE: Concern

I wish to personally express my deepest concern about the possible intentional or inadvertent disclosure of the actual events that occurred last month, regarding the New York Stock Exchange Euronext. The potential for incalculable harm to our financial institutions and the world financial system is extreme. While speculation is rampant in the media, both traditional and electronic, the diverse nature of the speculation tends to cancel out fears, though the attention has had a dampening effect on the trading public. Only the passage of time will inform as to what extent. For now, I must urge in the strongest possible terms that no official account of events be made public and that every step possible be taken to prevent a credible source from leaking what we know and are learning.

I cannot emphasize this more forcefully.

cc: POTUS
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NYSE EURONEXT SECURITY REACHES NEW LEVEL

By Arnie Willoughby

September 10

Bill Stenton, director of NYSE IT Trading Platform Security, has confirmed a rollout of new security measures designed to make trades within the Exchange the most secure transactions in the world. In public comments Saturday, Stenton said, “There are two realities in security trades in the 21st century. The first is they must take place with great rapidity, as this is a digital world and traders will settle for nothing less. The second is that trades must occur within a system that is completely secure. We believe the NYSE Euronext system provides both of these [requirements].”

He went on to describe in general terms the scale of the measures now routine within the trading platform’s software. Special software continuously seeks out anomalies as well as attempts at penetration. “The software is continuously updated to keep it current and to provide the best trading platform possible. To assure its near seamless operation, we are constantly searching for what we call hiccups in the system. These [hiccups] appear most often when we are merging new subsystems with existing ones.”

Regarding attempts at penetration, Stenton admitted that the problem is ongoing. “We have the most sophisticated security system in the world. I cannot recall a single instance in which anyone penetrated our first wall, let alone the subsequent security measures. You can trade with absolute confidence.”

Asked about the recent appearance of a common malware bot on one of its Web servers, Stenton dismissed the incident as insignificant. “The security of the system was never in doubt.” Despite Stenton’s assurances, knowledgeable sources expressed reservations. “The presence of a bot on a public site of this significance should be a wake-up call, but I fear it is not,” said one informed source who asked to remain anonymous.

Henry Stolther, a frequent NYSE critic and publisher of the Stolther Report, responded to Stenton’s comments, focusing on the speed of trades within the system. “The NYSE has moved too rapidly into accelerated trading,” he said. “The Exchange is competing in a highly competitive industry and wants to make its system as user-friendly as possible. As a consequence, certain abuses now possible with current computing power have gone largely unregulated.”

Asked if he was referring to high-frequency traders, Stolther said, “Absolutely.”

READ MORE: STOCK EXCHANGE, NYSE, TRADING PLATFORM, SECURITY

US Computer News, Inc.
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WATERFALL GLEN FOREST PRESERVE
DARIEN, ILLINOIS
8:13 A.M.
Vincenzia Piscopia, known as Vince to his American colleagues, sat on the cool gray boulder, feeling more than a little strange. He’d never done this before and was now having second thoughts. He glanced about the small clearing. He was alone. Maybe I should just go back home, he thought, pretend this never happened.

Vince was thirty-four years old and had spent his entire life in the digital age. Though he hiked as often as possible, he was a trifle overweight and soft. Computers and the Internet had always formed an integral part of his life. He even made his comfortable living as an IT operations manager for the New York Stock Exchange, working out of the Chicago IT office. Originally from Milan, Italy, where he’d been employed by Siemens, he found he enjoyed America more than he’d expected. His only real complaint was of his own doing – he just didn’t get out very often.

Vince had always been a nerd, and social media formed the greatest part of what passed for his social life. He tweeted, maintained two blogs – one on life in Chicago for an Italian expat, the other about computer security, a particular obsession of his – and he’d been one of the first 100,000 to have a Facebook account. He’d seen the value of Facebook from the beginning and had opened his account almost from the day the company launched. Between his iPad, iPhone, and home computer, it seemed to him that when he wasn’t sleeping or working, he was social networking.

Even on his long solitary hikes, he brought along his iPhone and had a connection nearly everywhere. He wasn’t alone in that regard. Just the week before, he’d hiked some six miles on this very trail, found a lovely spot to take a meal, and while sitting there had checked for messages. Just then, he’d heard a chirp. Not twenty feet away, he spotted a woman of middle years answering her cell phone. He’d just shook his head at the incongruity of it all – then texted a few replies of his own.

But today was different. Vince was here to meet someone. It was all very twenty-first century, he’d told a colleague at work. And while for others this sort of thing happened from time to time, for Vince it was a first. As a result, he found himself fretting about his appearance. He’d been honest with the photographs he posted on Facebook, and Sheila had assured him that she was as well.

He wasn’t concerned, though he knew that Facebook friends were often disingenuous in that regard. He’d know soon enough if Sheila was the stunner her photos showed, or a fake. If the latter, they’d hike a bit, and then, once he returned to his apartment he’d unfriend her. That would be that.

And he’d never do this again.

It was a bit cool for September, but Vince liked the typically brisk Illinois autumn. He found it invigorating and at moments like this, on a remote trail far from the popular routes, he could imagine himself back home. He was getting cold and zipped his Windbreaker up higher. From nearby came the gentle murmur of a stream.

It was Sheila who’d suggested they meet on a Monday when there’d be few hikers and that they take this moderate hike in the DuPage County forest preserve. He’d been pleased that it was one she knew about, since it was already his favorite. The nine-mile trail snaked around the Argonne National Laboratory, the loop passing through rolling woodlands and savannas, the contrasting scenery adding to the charm. Though all but within the Chicago suburbs, the preserve had a very rural feel.

The main trail was layered with crushed gravel, and it crested a few difficult hills. There were usually hikers such as himself, joggers, and those training for marathons. The only negative was that horses were permitted on the wide pathway, and they brought with them their unique problems; which was why Vince preferred the smaller side trails where the horses didn’t go.

He heard movement and turned with anticipation. But instead of Sheila, there was a man, another hiker. Vince smiled and nodded a distant greeting. The man nodded back and continued toward him.

Their exchanges had started just the week before. Sheila was the friend of a friend on Facebook. She lived in Chicago and also worked in IT. A few messages established how much they had in common, so they’d switched to e-mail. Sheila had spent a summer in Europe after university, backpacking locally in some of the same places Vince knew. She took her work in software security seriously, and from the first complimented his blog. She’d never been married and had no children. In fact, she’d never even lived with a man, she told him. Like Vince, she worked long hours, and at twenty-nine had decided it was time to get out more.

The other hiker stopped where the trail widened. He was tall, physically fit, with fair hair. He placed his foot on one of the smaller boulders and slowly retied his shoelace. When finished, he lifted the other foot and repeated the process.

Vince thought about the man’s presence for a moment, wondering if it was good or bad. Sheila had suggested this quiet location off the main trail for their first meeting, hinting for the first time at the possibility of romance by mentioning how she often came here alone, wishing someone special were with her.

He chuckled at his thoughts getting ahead of reality. He was about to see a woman he’d first met on Facebook, that’s all. The other hiker meant nothing. You don’t have a private romantic rendezvous on a public hiking trail, he told himself.

Vince scanned back along the trail and saw no one new. He frowned, pulled out his iPhone, and checked for messages. Nothing.

He glanced up. The hiker was finished. He smiled as he approached the Italian, looking as if he were about to say something. That’s when Vince spotted the heavy branch held loosely in his hand.

“Have you seen this?” the hiker asked just as he reached Vince.

Vince looked up into the man’s face, then quickly at the upraised branch and only in that final second of his life did he realize what the branch meant.
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NEAR WALL STREET
NEW YORK CITY
10:17 A.M.
In the dimly lit room, the frosty glow of flat-screen monitors bathed their faces in a silver light. One of the men licked his lips in anticipation. The other stared keenly at his screen as his fingers raced across the keyboard.

They’d been at this for three intense weeks. Neither had said as much to the other, but both believed that today they’d succeed in penetrating the New York Stock Exchange trading system – at last. First they’d speculated over whether it was even possible. For the last few days, they’d been certain it was.

Once they infiltrated the system, they’d be free to do anything they desired. They’d be able to change whatever they wanted at will, free to bring trading to a halt, free to let it run amok, free to alter billions of dollars in transactions – free to loot any account, anywhere, with impunity and in secret.

Theirs would be digital financial power of nearly unimaginable dimensions. And their electronic trail would be hidden within tens of millions of lines of code and terabytes of monitoring and audit logs.

For all the time they’d worked on this assault, it was not so long as each of them had spent in previous similar operations. Though access and speed were vital components of the Exchange, so too was security. It was essential that its digital walls be perceived as impenetrable, and so the Exchange presented itself to the trading public as a model of security. It could afford the best and brightest and claimed to employ only the most up-to-date and finest security technology.

Which, of course, was nonsense. The so-called walls resembled those of a fortress castle of the Middle Ages, designed and constructed to withstand any siege. Until the invention of the cannon, such fortresses had rarely succumbed to so direct an attack. Instead, when they fell, it was most often because of a vulnerability to an assault team, often no more than two or three men, who found their way beneath, over, or around the outer wall, then through the subsequent protective labyrinth until they’d identified a weak point and exploited it. With that access, they’d leverage the security open and admit the besieging army.

So it was for them as well – except that they were both the assault team and besieging army folded into one.

For these last weeks, the two had probed, managing to approach the core of the NYSE Euronext network from every angle their skill and knowledge allowed. When their efforts had proved a dead end, they retreated and tried again.

But the time had not been wasted, for they’d established which servers they could reasonably expect to compromise. They then spent hours scouring internal Web sites and file servers, scanning documents, spreadsheets, and group user directories. Using bits of information – some from a file here, others from a report posted on a team collaboration site there – they’d determined who in the company had access to these same servers, how they accessed them, and what systems they used.

The work had been tedious, but they were well suited to it, and the time passed quickly. And despite all the setbacks, days of them at a stretch, there’d been steady progress. A fragmented view of the internal organization of the Exchange and its IT infrastructure emerged, like a jigsaw puzzle only partially complete. Systematically they gathered, analyzed, and cataloged every piece of information and document they encountered, as they couldn’t know what detail might prove helpful to them in time.

Once they’d mapped promising paths through the system to their goal, they attempted to inject themselves into points on those paths. In that, they’d had help. Vulnerabilities in software the Exchange used were publicly reported, so instead of crafting a hole on their own, they explored to discover a zero day opening or if the Exchange had failed to patch any bugs. They’d found no zero day opportunities but did find vulnerabilities in at least one application used internally by the Exchange. Their continued efforts led them to code written by FirstReact, a cybersecurity research company that discovered and reported bugs to the Exchange for a substantial fee.

Even then, their attempt at penetration failed with the first three servers they’d targeted. But they persisted and at last hit upon what they’d sought, what they’d been certain would exist if only they persevered. One of those well-educated, highly paid, bright minds on the NYSE Euronext IT team had yet to seal a vulnerability. That was all they’d needed to ooze through the inner workings of the Exchange’s network, and from there it hadn’t taken long to locate a path to the doorway of the trading engine systems. Today, as anticipated, they’d managed to plant their code on that doorway known as a jump server.

Neither had said a word when they realized what they’d done. It was in many ways a sublime moment, best savored privately. After a short pause, one of them began to determine the extent of their penetration, as there was much yet to be done, more barriers to surmount, a complex of security measures to bypass. It would all be demanding, but they had the lever bar in place. When they pressed, it would create a yawning hole they’d exploit relentlessly. Finally, with a sigh of satisfaction, one of the men pushed himself back in his chair and said, “We’ve got them.”

“That was too easy,” the other answered, reaching for a fresh Red Bull.

“You know, we shouldn’t be able to do this.”

“That’s their problem.” He leaned forward. “We still have a long way to go yet.”

Their next step was to establish access known only to them, a simple means to gain entry even after the portal they’d just opened was closed. Known as a backdoor, it would allow them ready access up to the jump server. After the backdoor was installed, they spent several hours setting up a command and control system for their personal use. It would be the external platform from which they could conduct their operations.

In the past, attackers had been compelled to compromise legitimate servers or establish business accounts with hosting companies that rented out servers. Both options were problematic because traffic to outside servers could be suspicious and because renting a server usually required a legitimate credit card. Now, with the advent of public cloud computing, they could instantly establish a trial account using nothing more than a burner cell phone number and set up a free command and control server anonymously.

Next, the pair planted within the system their own carefully crafted code, software that would allow them to remotely send program commands. Those commands, taken as genuine by the system, would enable them to do anything – absolutely anything – once they had full access.

“So,” the taller one said to the other, “just how rich do you want to be?”
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HASTINGS STREET NE
GRAND RAPIDS, MICHIGAN
3:46 P.M.
“I’m going to see Ryan now!” Connor Stern all but shouted at the shocked woman as he barged by her desk, storming up to the closed door of his broker’s office and pushing it open.

Ryan Kramer looked up, startled. “Connor, I’m—”

Stern slammed the door shut behind him. “You know why I’m here! Don’t pretend you don’t!” He raised his fist above his head. In it he clutched several sheets of paper.

“Connor, sit down. There’s no need for a scene. I can explain it all.”

“That’s what you said over the phone. Well, that isn’t going to work! I’m entitled to answers. More importantly, I’m entitled to my money and I don’t intend to leave without it!”

The telephone rang. Kramer hesitated a moment, then picked it up, gesturing at the chair in front of his desk. Stern appeared to compose himself before taking the seat, and he leaned forward in agitation.

“No,” Kramer said. “Just bring us some water.” He replaced the telephone, then sat back in his chair. “That was Vivian. You scared the hell out of her. She’s afraid to come into the office.” He looked at the man evenly. “Connor, you need to get control of yourself or I’m going to have to call security.”

“Security? I was with your dad for eight years and never had a complaint. When you took over he asked me to stay on, so I did out of respect for him. When my wife and I came to you thirteen years ago and told you our retirement plans, you wrote up this very impressive proposal, with an investment arc that got us where we needed to be. Well, I’m sixty-eight years old now. I had a mild heart attack last month. It’s time to cash out while I still can. We talked about this last week when I gave you the sell order. You of all people know how tough it’s been since the crash, that I’ve had to work three years longer than I wanted. I should be on the beach in Florida right now, planning my next fishing trip.”

Just then, there was a light rap at the door. Kramer’s secretary entered, glancing nervously at Stern. She carried two glasses of water, which she set on coasters on the desk before quietly retreating. Stern licked his lips, then reached forward to take a glass. He was a big man, perhaps thirty pounds overweight, with thinning gray hair and a ruddy complexion. He took a sip, then a long drink before placing his glass back on its coaster.

“You know it’s been hard for me,” he continued. “I’ve run up over a million dollars in debt to keep the company going. I laid off everybody I could. I’ve got a daughter who won’t talk to me, because I had to let her husband go, and he can’t find work. I’ve even had to use my own assets as collateral. I’m upside down in a house I owned free and clear eight years ago. I’ve worked seven days a week to dig myself out of this hole I’m in, one I never caused.” He looked at Kramer, no longer visibly angry.

“We talked, Ryan,” he continued. “We talked a long time before I decided to pull the plug. I needed two million. According to the workup you did, we were supposed to have more than five by now. Okay, I understand that you can’t guarantee a rate of return, that you don’t control the stock market. I get that. Nothing’s certain in this world. We were way down, but when we crawled back up to two million, the missus and I talked. Sell now and we still had some time to retire before old age did us in. I could pay off the debt, give Uncle Sam what I had to give, and we’d have half a million left. That’s not much, not nearly enough for the life we wanted, but it would do. With that money we can buy a cheap condo near Miami, draw on the rest when we had to, living mostly off Social Security. That was the plan. Not much, but we could live with it. Ryan, I told you all this.” Stern raised his fist. “Then you send me this!”

Kramer spread his hands before him defensively. In a measured voice he said, “I didn’t do this to you, Connor.”

“You told me two million! That’s what we were going to get when you executed the order. That’s what you promised!”

“I make it a practice never to promise, Connor. I gave you the prices of the stock in your 401(k) and told you the figure if we executed the order at those prices.”

“That’s right! And I said do it! It wasn’t easy settling for so little. Every dollar over a million four was money in our pocket, money to retire on.”

“I understand.” Kramer glanced at his wristwatch.

“Do you? I don’t think you do. You sit in this fancy downtown office, punching numbers, running spreadsheets, taking your cut. A business your father gave you. You never worked a day in your life to build it up! Tell me, Ryan. You’re not making any less now than if I’d got the full two million, are you?”

“I … I’m getting less. I’d much rather see you get the figure we talked about.”

“‘Figure we talked about’? What’s that? It was two million dollars! Not some figure. It’s my life here. My life!”

“Connor, I executed the order,” Kramer said testily. “I sent you the statement.”

“One million five hundred twenty thousand. That’s what I’ve got here.” Connor shook the papers in his fist. “That leaves just over a hundred thousand after I pay my debts. Then there’s your fee, odds and ends. I ran the numbers, Ryan. Fifty-two thousand dollars. That’s it. No half million. What the hell happened?”

“The sells were supposed to go at specific price points, but the record shows they were executed later than that and at a much lower price. This happens from time to time,” Kramer added archly. “The stock market is volatile. It’s in the paperwork we gave you. It’s just the way the stock market works.”

“I’ll bet the big boys never have it happen to them. No, they get theirs. My order was at the back of the line and got the scraps. You promised me!”

“I never promise.”

“You know what fifty K means to me? Nothing! Absolutely nothing! Maybe we can buy some crummy one-bedroom condo with it. Then we get to scrape by on Social Security, eating dog meat. Medicare’s not free, you know. I’ve still got to pay, and pay through the nose.”

“You can always file for relief.”

“You mean bankruptcy? You’re a moron, that’s what you are. I wish I’d seen it sooner. If I file for bankruptcy, I’ll be tied up in court for two years at least. Two more years of snow and ice. I don’t even know if I’ll be alive in two years! And the lawyers will take every penny I’ve got.” Stern slumped back in his seat. “It wasn’t supposed to be like this. It wasn’t.”

Kramer stared at his watch pointedly.

“Hell,” Stern said in sudden surrender. “Why am I all worked up? With my ticker in the shape it’s in, I haven’t got much time anyway.”
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CENTRAL PARK
NEW YORK CITY
4:31 P.M.
Jeff Aiken’s shoes slapped the track as he picked up his pace for the final mile. It was good to be running again, good to breathe fresher air, good to be away from the busy Manhattan streets, even if only within the illusion of Central Park.

He followed the old Bridle Path of the Lower Loop because he enjoyed its beauty and because his feet and knees liked the forgiving dirt. He ran steadily, passing a few slower runners, yielding to others. Though hugging the reservoir, from time to time he caught a striking view of the park.

He closed his mind to all thought, focused on his body, the rhythm of the run, the sensations of pain and pleasure that coursed through him. Seeing the end within sight, he kicked into his final sprint, his side aching and his lungs a bit ragged from his recent inactivity. He pressed himself hard.

* * *
More than ten years before, Jeff lost his fiancée at the World Trade Center. Working then for the CIA, he and his team had uncovered clear indicators of the pending 9/11 disaster. But when he met with his superior, he was unable to persuade him or anyone else to act. He even failed to save Cindy’s life, though he’d known she’d be in Manhattan on the probable day of the attack.

They’d spoken just moments before her death.

The experience was devastating. Afterwards he’d left the CIA to start his own cybersecurity company as he struggled to deal with the tragedy.

Jeff was born the youngest of two sons. When he was six years old, his parents and brother were killed in a two-car accident. He’d been with his grandparents at the time and remained with them thereafter. They were loving surrogate parents. Jeff’s elderly grandfather died when he was a sophomore in high school, and his grandmother passed when he was in college. Until Cindy came along, he’d remained largely a loner.

He’d gone on to obtain his doctorate and then taught at Carnegie Mellon before joining the Cyber Security Division of the CIA’s Information Operations Center. Though he spent most of his time before a computer, he’d played rugby at the University of Michigan and worked to stay fit.

When he’d next been in Manhattan, he went to Ground Zero at the start of the new construction, drawn there by deep emotional currents. But seeing the gaping hole, the busy construction, had offered nothing except painful recollections. Over the long decade following her death, his memories had slowly dimmed, though there were moments when some reminder would bring back the sharp pain of loss.

Now his work had drawn him to Manhattan once again.

He’d loved Cindy deeply and was sure he’d never experience such a relationship again. But later, during the frantic chase to stop a planned al-Qaeda cyberattack on the West, he formed an unexpected bond with Daryl Haugen. He’d known her as a colleague for several years, and both of them were surprised by this development, as neither had been looking for a companion.

He and Daryl had entered into a passionate affair that blossomed into what each believed was a lasting relationship. She’d left the United States Computer Emergency Readiness Team, known as US-CERT, where she’d headed a team and served as assistant executive director of the Computer Infrastructure Security Unit at the Department of Homeland Security, or CISU/DHS, before joining him. He’d formally organized his cybersecurity company, calling it Red Zoya, the name coming from the zero day applications used in the al-Qaeda attack. They’d set up their lives and business in a Georgetown town house.

Following the climactic events in Turkey the following year, Daryl was briefly hospitalized. It had seemed to him then that the chronic separations that previously marred their life together had come to an end. During the time of their recovery from their injuries and wounds, Jeff came to believe that a full and lasting love had blossomed within both of them. Working together, they were a unique and highly regarded team. It seemed to him an ideal life, joined as lovers and professionals.

But they were each often consumed by their work. One or both of them was frequently absent on assignment, and even when they were together at the town house, they were heavily involved with the business. Daryl had assured Jeff that she would make their relationship a greater priority, and for a few short golden days it seemed she would. But their intended monthlong vacation in Italy after her release from the hospital in Turkey was cut short within a week when an old colleague had called Daryl, desperate for her help. Unable to do the job on the road, she flew back to the States and that had been that.

Afterwards, nothing changed. They rarely saw each other, and when they were together it was as if they weren’t. Jeff raised the subject of their relationship again and Daryl reassured him – again – but finally he decided they had no future, not like this. His had been a rational decision, though not an easy one. Continuing as they were wasn’t healthy for either of them. He’d seen other working couples go on as they were for years, never remaining connected at the most important level, interacting with each other superficially, as colleagues at work, their sex life little different from a coupling with a stranger. They both deserved better.

This wasn’t what he wanted. He’d hoped that presenting her with what was in effect an ultimatum would jar Daryl into reality, cause her to carefully examine her priorities. But when he finally managed to get her attention and a bit of her time, the conversation had not gone well. Initially, Daryl had given another assurance, and then, realizing how serious he was, she turned angry. Finally, when the inevitability of his position became obvious, she became stoic.

Jeff was disappointed and unhappy that she’d chosen to disconnect rather than put their relationship first. It seemed to him that Daryl thought the relationship was going okay and had been offended that Jeff would accuse her of not being committed. From his perspective, she should have been able to see what was taking place. It could not have been more obvious to him. He was deeply frustrated that he couldn’t get her to acknowledge it. All he really wanted was for her to understand that she needed to make a decision, needed to make the right decision for them. But that wasn’t how she’d taken it.

In the end, before he felt they’d really discussed things, she abruptly moved out while he was on assignment, taking her possessions. She’d given him the benefit of the doubt with those acquisitions that could reasonably be considered jointly theirs, her fairness just one of the many things about her he loved. Her move was impulsive, he thought, something else about her he loved, though not when he was on this end of her actions.

The tragedy, if that wasn’t too strong a word for it, was that it had been obvious to Jeff that she cared about him as much as he still cared for her, but regardless, their life choices drove them relentlessly apart. And though it was his hope they’d remain friends, he couldn’t see them ever getting together again as a couple. Someone would come along in either of their lives, and in time the other would receive a wedding invitation. He’d seen it with former couples he knew and now accepted that fate as his own. In seeming confirmation, Jeff and Daryl had not talked in the year since the breakup.

Ironically, Jeff’s reaction to that life change had been to throw himself into work with even greater zeal. During those hours he wasn’t working or asleep, he was most often at the gym. He’d taken up tae kwon do, finding he enjoyed the physical contact and flexibility it gave him. One of the unintended consequences of Daryl’s departure was that he was in the best shape of his life.

But despite the efforts of attractive women to start something new with him, Jeff had so far declined. He simply couldn’t take that next step. He’d given it considerable thought but didn’t understand why he was stuck. He found himself wondering about Daryl. Was she dating? Living with someone already? He didn’t know and felt he shouldn’t try to find out.
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PINE STREET
SAN FRANCISCO, CALIFORNIA
5:39 P.M.
Daryl Haugen stared at her computer screen. She heard the clang of the cable car on California Street and looked out her bay window. The route was a block over, but she never grew weary of the sound. It was like a siren call.

Fog blanketed her street. She peered into it for a moment, trying to make out the row of apartments across the street, taken once again with how thick the stuff could become in so short a time. Moisture collected on the outside of her window, forming heavy tear-shaped drops that began to creep downward as she watched.

In her first months in the city, she’d found herself often taking the cable car for no reason other than the experience. Though the line was popular with tourists, she soon learned that half the riders were locals. She got to know them by sight, though no one much talked to each other – except the tourists. They just never seemed to shut up.

She’d not changed everything about how she lived. She still carried pepper spray, and three mornings a week, she found time to continue personal workouts with an emphasis on defense training. It didn’t matter where you lived, you still had to be responsible for yourself.

She turned back to her screen. She’d brought work home as usual. This was a contract job for a Midwest insurance company. She was designing an update to its cybersecurity systems that would include antivirus, host-intrusion detection, network monitoring, anomaly alerts, and operational lockdown. She had employed some of the new techniques she learned in her time with Jeff. In fact, she often realized, her time with Red Zoya had been helpful, which was only one more reason for her anger at the change imposed on her.

She’d been on this project for some weeks and expected to be at it another two months. She’d just returned from an on-site week at the corporate headquarters, where she worked closely with the company’s IT and cybersecurity teams, designing the architecture for the solutions she’d devised. It was best to keep things as similar in design and appearance as the system the company was now using. That consistency was often the most difficult part of a project like this. While on-site, she’d assisted the IT squads in picking vendors for the new cyberproducts her revised system required. As she neared completion, she’d perform the final, and key, function of guiding the new system’s deployment and making it operational. She wasn’t exactly saving the world, but the work was challenging and occasionally satisfying.

Daryl had been required to deal with the usual problems she encountered as an attractive single woman in her field. Software engineers were typically men, and their female counterparts often tended toward the plain. Daryl was an exception and had come to view her looks as an inconvenience. Her mother was a beauty as well, and they’d talked about the challenge more than once over the years.

Slender and just over average height, with a fair complexion and blond shoulder-length hair, Daryl stood out. She was a natural athlete and skied at every opportunity. Encouraged by attentive parents, she’d early discovered a natural affinity for language, and by the time Daryl was a teenager, she spoke Spanish, Portuguese, and Italian fluently. Her parents were convinced she’d become a linguist, but Daryl also enjoyed mathematics and computers.

She’d been admitted to MIT at seventeen, then completed her Ph.D. at Stanford while living at home. With a world of career choices before her Daryl had given serious thought to what she should do. She’d briefly considered applying to the FBI as the idea of chasing bad guys held a strong appeal, but instead she’d gone to work for the National Security Agency, which had a greater use for her particular skills. The NSA intercepted communication of all types in order to develop intelligence information. To accomplish all that, they relied extensively on computers. Her background, including her command of languages, made her a natural. After several years she moved to the Department of Homeland Security (DHS), where she could be more proactive developing and coordinating defenses for the country’s rapidly expanding cyber-infrastructure.

Daryl checked the time on her screen. She’d have to stop soon. She’d agreed to meet someone for coffee. God, she hated these meet-ups friends were constantly arranging for her. During the first months after moving to San Francisco, she’d refused them all, then reluctantly acquiesced. Yet still she wasn’t ready. No, she’d come to realize that the last thing she wanted right now was a man in her life. She was still trying to get over the last one.

That’s what comes from thinking it was true love, she’d told her mother one day. She’d thought just being herself and living the life she wanted would have been enough for Jeff. He’d certainly seemed to say that to her. They got along well; the sex was wonderful. Later she’d decided that compatibility had blinded her to specific realities. Core issues existed in every relationship, and in ignoring them, she’d also disregarded the most basic rules.

As far as she was concerned, Jeff could go to hell. He might be handsome, charming on occasion, faithful – which was a rare enough quality in any man these days – a hard worker, but in the end, she’d found him cold-blooded. That was the hardest part for her, the way he’d thought it all through without a word of warning to her and then just sat her down one Sunday night when she’d been exhausted from three grueling weeks in Vancouver. It was clear that they weren’t going anywhere, he’d said in that steady voice of his, that continuing as they were wasn’t good for either of them. It was time to recognize the reality of the situation.

Then he said he hoped they’d stay friends.

That had almost been too much. But she held back her anger, told him that if that was what he wanted, it was just fine with her. She had other options. He was leaving the next day to work in Dallas, and in anger, she told him she’d be gone when he came back.

They’d spent that night in separate bedrooms, and tired as she was, she found it difficult to sleep. Finally, well after midnight, she drifted off into a fitful slumber. She’d found it hard to discriminate between her restless dreams and those long moments when she drifted, not awake but not asleep either. Once it seemed to her that a form had stood in her doorway – Jeff, she thought. He’d said nothing, stood there unmoving, a comforting presence; then she drifted off. When she next came out of sleep, he was gone, and when she awoke in the morning, she found he’d quietly left on his trip without another word.

She’d called Clive Lifton that same day. He was a longtime friend to both of them as well as a colleague. Though it had just fifty employees, his San Francisco company, CyberSys, Inc., was highly regarded in cybersecurity, providing both training and consulting. Clive was a diffident man of middle years, a bit scholarly in his manner. He also was the creator and perennial sponsor of CyberCon, a modestly sized but popular event for those specializing in cybersecurity. Clive ran the conference as an indirect way to advertise his company and its services to the security community.

Both Jeff and Daryl frequently traded information with him concerning attack techniques as well as swapped cyber community gossip. He’d tried to hire them more than once. Now she called to take him up on his standing offer. San Francisco was just about far enough away from Washington, D.C., as she could get, and Daryl thought the profound change in culture would do her good.

To her surprise, Clive tried to talk her out of making the move. “You and Jeff are special,” he said. “Don’t do anything you’ll regret. You aren’t going to do any better, Daryl, neither of you is. Stay put, give this some time, rethink your priorities. Work is always there, but what you two have, at least from my perspective, is wonderful and worth a bit of sacrifice.”

But his recommendation had been shared to no avail. She’d told Clive this was Jeff’s decision and that he was talking to the wrong person. Finally, they agreed to terms and Clive had offered to help find her an apartment. Daryl carefully packed her few things, surprised she’d accumulated so little during her time in Georgetown, and then driven cross-country in three exhausting days, her anger toward Jeff hardening with each passing mile.

What most pissed her off, what really made her mad, was how much she still cared about him.

* * *
Clive was true to his word and located two apartments for her, either of which would have been just fine. She’d taken this second-floor one on Pine Street in Lower Pacific Heights because of its 1913 architecture and lovely bay window. On clear days, light bathed her small living room, turning it aglow. She’d placed her workstation there, and when she worked at home, she let the sun wash over her as she listened to the clanging of the cable car bell and the moan of the foghorn in the bay.

That was one of the many things she had to adjust to, the way one part of San Francisco could be holiday sunny, while another was shrouded in gray fog. When she went for her frequent walks, she always took a light jacket with her since she managed to pass through at least three microclimates every few minutes. She loved it.

The offices for CyberSys, Inc., were located in a remodeled Victorian home off Sutter Street, between Nob Hill and Chinatown. A brass plaque beside the entrance placed there by a local historical society authenticated that the address had once served as a brothel. Its various rooms were divided into no more than three cubicles each. Still, spending time there was like working in her aunt’s turn-of-the-century house. The hardwood floors glistened and the woodwork never failed to catch her eye. She loved the high ceilings, and Clive, she learned for the first time, was something of a horticulturist. At least he filled the place with plants and managed to keep them thriving when he wasn’t staring at a computer screen.

The city itself was different from Georgetown, with its own history and culture, and that, along with the new working environment, had been just what Daryl needed. She was already acquainted with two of the employees and soon found that she knew several others by sight. Clive ran a pleasant operation free of drama and even managed to have a fair share of extroverts among his employees. They had all taken an immediate liking to Daryl and were the ones now setting her up for romance.

She supposed she could bring those efforts to an end if she really wanted to, but some part of her thought that meeting new men was the way to drive Jeff from her memory. Not that there’d been so many. She put in long hours and traveled at least once a month. It was the nature of the work. She’d asked Clive to keep her on the coast and in the West, and he agreed without comment. Distance was another key, she’d told her mother, who she came to realize disapproved of her breakup as well.

Daryl checked the clock again and reluctantly closed her laptop. She sighed. Maybe tonight over coffee, she’d stop wishing the man across the table were Jeff.


DAY TWO

TUESDAY, SEPTEMBER 11

NYSE SUPER HUBS CRITICIZED

Critics Allege Secret System Vulnerable to Attack

By Dietrich Helm

September 11

On the anniversary of the 9/11 attack on the World Trade Center, a new report from think tank Bearing Institute warns that our financial system is more vulnerable to terrorism than ever. The NYSE is building super trading hubs around the world through which an ever-increasing percentage of all worldwide securities trading will pass. The computer engines within the hubs are the most powerful ever conceived, and they are all vulnerable to terrorist attack, the report claims.

The report argues that a well-placed bomb could bring any of those hubs, the precise location of which NYSE keeps secret, down with disastrous results to the world financial system and that backup systems aren’t sufficiently powerful to carry trading load and that many transactions would be lost if the primary systems were disabled. If a timed simultaneous attack brought down more than one hub at the same moment, the damage to global finance would be catastrophic. The NYSE, critics charge, has needlessly exposed itself in pursuit of profits.

Manning Benting, former SEC director, argues that the NYSE has no choice but to construct super hubs. Computers and the connecting infrastructure have made it easier to create any number of international trading exchanges. All those new markets are in direct competition with the traditional exchanges. One response to competitive trading markets is systematic consolidation. Another is to build the super hubs. “The Exchange really has no choice if they plan to remain the major world player,” Benting said in response to the Bearing Institute report. “If they don’t do it, someone else will.”

It is projected that the bulk of those secret super hubs will be operational within five years. They are designed to be indispensable to any significant trade, anywhere in the world. Even if a trade were to take place outside the NYSE system, some of its elements must pass through one or more of the Exchange’s super hubs, incurring access fees as they do so. NYSE is a concentration of potential financial influence never previously known.

The problem Benting points out is that by consolidating the flow of data through a handful of key physical locations, the NYSE exposes itself to physical attack. Such an attack could come from a warring nation or from terrorist organizations. “We must keep in mind that the attacks on 9/11 were directed at the World Trade Center in New York City,” Benting said. “The financial underpinnings of the Western economy remain a prime target for them [al-Qaeda].”

The irony is that the Internet was created by the United States Department of Defense to have maximum redundancy in the event of nuclear attack. The network is based on spreading the flow of data to as many different routes as possible. If any portion is taken offline, the others will take over.

The NYSE is taking the exact opposite approach.

“They are doing this for economic reasons,” accused one critic, “not to safeguard the world financial system. We trust them with our assets when by their actions they demonstrate they are undeserving of that trust.”

TAGS: MANNING BENTING, BEARING INSTITUTE, NYSE EURONEXT, SUPER HUBS

Cyber Security News
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COPACABANA BEACH
RIO DE JANEIRO
12:41 P.M.
Victorio Manuel da Silva-Bandeira – or Victor Bandeira, as he more commonly called himself – took in the sweep of the azure South Atlantic through his Chopard sunglasses and estimated he’d take another hour in the sun and sand.

It was a warm spring day in Rio, the temperature approaching eighty, with a light wind off the water. The sky and sea were so closely matched in color as to blend into one. The majestic Sugarloaf Mountain commanded the landward view.

Bandeira sat in a low white lounge chair protected by an expansive umbrella. Beside him on the sand were a rumpled beach towel and a small table for drinks and food. Bandeira sighed contentedly as he set an empty beer bottle down. It had been too long since he last did this. As a boy, and later as a teenager, he’d spent every day he could on the beach. What had happened?

Life, he thought, life is what happened.

Spread across the fine sand was the usual crowd for this time of year: couples, pairs of friends, residents of the hotel, and the occasional family. Around the point was Ipanema beach. There the beach was carefully, though informally, sectioned off – couples here, teenagers there, families in this place, sports enthusiasts playing on their stretch, the entirety of the famous expanse demarcated for organized use.

Copacabana was different, had always been different. Extending along its stretch across the street were the resort hotels, the beach before them designated as exclusive territory by modest flags. No intruders, no roaming packs of disruptive youths, no vendors in irritating numbers. Each area was meticulously maintained and carefully serviced by attentive hotel staff.

The only exception to the rules of beach occupancy was made for lovely young women, who were always welcome. This was, after all, Brazil. From his chair, Bandeira tipped his head to more carefully examine the two women lying on oversized beach towels not that far away. He’d wondered about them at first, but when his bodyguard, Paulinho, standing between Bandeira and the roadway, shook his head lightly he decided they were exactly what they appeared to be – very attractive women taking in the sun. It was the national pastime of Brazil, for rich and poor alike, especially in Rio.

Beyond them, Sonia, Bandeira’s current mistress, rose from the water and stood there a moment, moving her long blond hair onto her back, then met his gaze with her bright dark eyes. Of primarily German stock, Sonia was Brazilian about the eyes and in the languid manner of her every motion.

Bandeira’s yacht, the Esmeralda, was in dry dock. Otherwise, they’d have spent the day aboard her, but this beach was very nice indeed. Bandeira made a mental note to visit it more often. He turned to summon a waiter for another beer. As he did so, he caught a glimpse of the Copacabana Palace Hotel, the oldest premier resort in South America. Built in 1923 when the tunnel through the mountains from central Rio opened up Copacabana beach and what became the South Zone of the city, the structure, with its distinctive art deco design, was now a national landmark. Almost anybody who was anyone had spent time here: the rich, the famous, royalty, movie stars, millionaires, billionaires, and the grifters they drew. The hotel had been remodeled and extended but remained from the beach as unchanged as the day it went into operation.

Unlike in modern hotels, you actually felt as if you were living in luxury when staying at the Palace. The only irritation from Bandeira’s perspective was that thus far, his attempt to acquire a penthouse on the top floor with a view of the beach and sea had been rebuffed. Well, he thought, if money doesn’t talk, there are other ways.

Sonia had come over to stand beside him, her firm legs dominating his view, droplets of water sparkling on her lightly tanned skin, pretending to shiver as she toweled herself dry, making a brrr sound with her lips. Then she smiled – always an invitation there – before lying back on the beach towel, squirming this way and that, her breasts commanding his attention as she made herself comfortable. “The water is very refreshing,” she said. “You should go in.” As she slipped on her sunglasses, her pretty face assumed the aspect of an innocent child.

“Soon.” It was pleasant here with the sun and warm sand. The water would be cold.

The waiter arrived with his Bohemia beer and glass balanced atop a small silver serving tray and held it down for Bandeira, then vanished when the beer alone was removed, taking the empty bottle with him. Bandeira took a pull, instinctively glancing down at his stomach and wondering where they had gone – his youth and fitness. He’d been a slender young man, one who always took his vitality and vigor for granted. Over the years, with greater personal and financial success, he’d slowly filled out, first into a man of stature, now into one of advancing years with too much fat.

Despite the excess weight he was a handsome man, just above average height for his generation, a bit darker in complexion than the upper class of Brazil, with gleaming teeth behind fleshy lips. He wore his lustrous, mostly black hair combed straight back. Occasionally when he smiled, there was just a touch of cruelty about his mouth, the hint of something more sinister than his usual pleasant demeanor suggested.

Bandeira had no illusions about Sonia. At fifty-one years of age, he knew his appeal lay with his bank account. He’d seen more than one man in his place make a fool of himself over a woman like her – a girl, really. He wasn’t about to play that game – or be played.

Still, her affection seemed genuine enough, and with the exception of telling him that her ambition was to become Miss Brazil, she’d never asked him for a thing, absolutely nothing. Of course, they’d been involved only a few weeks. That self-suffiency could change.

Sonia came from a good family, one of the oldest if no longer the richest in the country. She knew other wealthy men. In fact, her father would have been very happy if she’d shown an interest in nearly any of the rich men with whom he worked. It was still traditional and common in Brazil for the young daughters of the wealthy to marry men who were contemporaries of their fathers. Such arrangements were mutually profitable to everyone concerned. Through such a marriage her father, Carlos Lopes de Almeida, long president of the Banco do Novo Brasil, would unite his family with another powerful and affluent family. The patriarchs would share the same grandchildren, who would in time inherit. His daughter would be assured of a life that continued in the style in which she’d been raised. All would remain as it was.

Bandeira wondered what Lopes de Almeida would think if he knew about the two of them. He smiled at the thought. He wondered even more just how much of Sonia’s interest in him was a youthful act of rebellion against her father and his traditional ways; certainly more than a small measure. Not that it mattered. He gazed at her and speculated what she’d think and do if she knew his real history, where he’d come from.

“What are you smiling at?” she asked.

He hadn’t realized she was looking at him. “Nothing.”

“Mmmm. I’ll bet it was something.”

I’ll tell her, Bandeira decided. I’ll tell her the whole story and just watch. That, he thought, easing back in his chair, will be something. Better yet, he reconsidered, I’ll show her.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
9:17 A.M.
As Jeff Aiken and Frank worked in their assigned office on Wall Street that morning, Jeff reflected on how this assignment had come about. He was contacted two months earlier by the director of Trading Platforms IT Security for the New York Stock Exchange and had negotiated the terms of the project as well as the start date. The two had never met, but as was often the case, Jeff’s reputation preceded him, and his name came up by word of mouth. A common bot had been discovered on one of the Exchange’s Web servers, and security had no idea how it got there. The breach should have been impossible.

The director was Bill Stenton, a handsome African American man whom Jeff estimated to be in his early forties. Before meeting, Jeff had done his usual background research and learned that Stenton had been with the Exchange just three years, having come from the IT department of Wells Fargo. Though Stenton was reportedly competent, some of the feedback Jeff got characterized the director as high-strung and even difficult at times.

Jeff couldn’t help noticing that though trading platform security was a major component in maintaining the integrity of the world’s most important financial trading institution, there were three layers of bureaucracy between Stenton and the CEO. That was just one of several indicators to Jeff that the Exchange, despite all its computer and software dependency, didn’t give its core system’s security the attention it required.

When they met, Stenton told Jeff that his IT team was of the opinion that the trading platform had not been targeted specifically by the malware bot, but rather the NYSE site had been accessed by an automated scan searching for a vulnerability. Finding one, it had infected the system. The bot didn’t appear to have impacted any customers or disrupted operations, but there was concern because it had managed to get past the security team’s defenses, and it had been on the server for at least three days before IT stumbled across it while performing routine software upgrades on the system. If something as straightforward as a bot could make it into NYSE’s computers, then certainly malware far more dangerous could break through as well.

“We regularly run internal red team versus blue team exercises, but I’m concerned that we’re overlooking obvious weaknesses,” Stenton said evenly. “What we want is an external penetration test, the very best and most sophisticated you can manage. Our suspicion is that one of our own employees inadvertently opened the door for this bot. Pull no punches. I want you to be sneaky as hell. Learn our exposure and tell us where it is so it can be fixed. Our own people won’t even know what you’re up to. It is absolutely essential that the integrity of our trading software not be subject to question. The stability of world financial markets depends on it.”

“Pentests” were the cybersecurity equivalent of military war games, designed to evaluate the security of a computer system by simulating a malicious attack from outsiders as well as insiders. Once the pentest was completed, its results were presented to the system operator. The report included an assessment of the system’s security and vulnerability along with specific recommendations to counter them.

The pentest itself involved an analysis for gaps that were usually a consequence of inadequate system configuration, hardware or software flaws, or other operational process weaknesses or lax security countermeasures. Those conducting a pentest approached the computer system as a potential attacker might and sought to aggressively exploit any security holes they discovered. Those chinks in the armor could include misconfigured and unpatched software or systems not properly secured. Employees might be lured into visiting infected Web sites or opening malicious e-mails. Malware then tried to take advantage of missteps in the system.

Jeff and Frank Renkin, Daryl’s replacement at Red Zoya, had been housed in a Holiday Day Inn Express off nearby Water Street and were given an office on Wall Street in IT operations not far from the Exchange itself. Jeff was surprised the software development and computer operations were housed here, as it was some of the most expensive real estate on earth. The location was especially questionable, as the main data center was in New Jersey. The Exchange’s primary IT operation could have been housed anywhere; much of its supporting IT operation was, in fact, in Chicago. Apparently, NYSE Euronext had money to burn.

Access granted to a receptionist or data-entry employee was the weakest link of the Exchange’s cyberdefense because through those users, malware could gain entry into the system. Receptionist-level accounts on the network position served as Red Zoya’s starting point. Frank and Jeff were given contractor key cards to enter the building and assigned a shared office. They found it to be standard IT issue. Jeff had worked in dozens, likely more than a hundred, similar offices, each interchangeable with every other. The staff itself worked from cubicles, with managers occupying real offices around the perimeter. Jeff and Frank were given one of the small outer offices containing two desktop computers with flat-panel monitors, a modest gesture acknowledging the significance of their work but really chosen for privacy concerns.

The staff was told that the consultants were software contractors finishing the last stages of a project on-site. They were given computer accounts with the limited access permissions of basic staff unaffiliated with any particular group or project. The e-mail program that came with the accounts contained a directory of users, while the browser was programmed by default to open the Exchange’s intranet portal. That page served as a central source of company news and was a hub to which department and team sites were linked. It also served as a search facility that enabled users to find documents and sites across the network. With no more information than that, Jeff and Frank were to launch their attack.

* * *
Neither Jeff nor Frank had been surprised at being hired by the Exchange, or the nature of their project. NYSE Euronext was entirely computer and software driven. It was essential that the trading public and world financial system have faith in the Exchange’s operation, so its security needed to be as close to perfect as possible.

There had always been problems with operationalizing high security. The keys to the Exchange were information and transaction speed. During the crash of 1929, the ticker tapes that recorded trades and were the lifeblood of traders had run hours behind events. The growing lag had spread panic and, it was believed, intensified the financial disaster. Traders had speculated in the dark, acting on rumors, many of which later proved unfounded. Reforms, including faster ticker machines and new regulations concerning trades, had improved transactions and renewed traders’ faith in the Exchange but never eliminated a lingering level of unease.

NYSE Euronext traded equities, derivatives, futures, and options of nearly every sort. It listed nearly ten thousand individual items from more than sixty countries. The Exchange’s markets represented a quarter of all worldwide equities trading and provided the most liquidity of any global exchange group, meaning it was almost always possible to actually make a trade. It was rapidly working to become the only exchange any trader would ever need for every kind of financial trading transaction.

As a consequence, NYSE Euronext had embarked on the greatest expansion in its history. When the expansion was completed, nearly all the world’s trades would, at some point, pass through the Exchange’s computers. The envisioned future was breathtaking in its audacity.

Nothing so innocuous as a bit of untargeted malware was going to bring the integrity of NYSE operation into question. The implications of broad distrust in its security were simply unimaginable, not just to the Exchange, but also to the interconnected world financial system. It was a system that operated largely on faith. Break that faith, and a financial catastrophe of epic proportions loomed.

As the pair had expected, NYSE system security was first rate. But once past the initial layer of defense, Jeff discovered the same erratic patching he had seen time and again with companies that asked the public to trust them with their private information. Some of this exposure had to do with time, as a certain delay was inherent in how patching was actually performed. First the vulnerability had to be detected, which usually took place only after an exploit that took advantage of it was released. It then took the software vendor, security research firms, or in-house shops anywhere from two to four weeks to develop mitigating configurations and a corrective patch, which would then be rolled out. The actual patching itself was time consuming and many times failed to receive the immediate IT attention it deserved, resulting in another delay until a patch was finally applied to the company’s software, though too often even that failed to take place.

Part of the reason for delays and failures was simply human error and sloppiness. But there was more than just negligence involved. Every business had to make an assessment of the consequences that might arise from installing a patch. Updates were not always smooth and could create any number of unintended problems. Businesses, therefore, tended to err on the side of assuming the patch might compromise their software or interfere with something that interacted with it. In many cases, security risks were balanced against the risks to business processes, and then there was a period of reflection, during which the consequences were weighed. Sometimes after deliberation, the patch was intentionally never installed.

But whether holes were left unpatched as a result of a conscious decision or from plain ineptitude, they remained open doors for aggressors who might come later. Banks with household names too frequently had tin-box defenses within their outer walls, even though they usually adhered to industry-approved responses and followed cybersecurity best practices.

In the case at hand, an unpatched vulnerability in Payment Dynamo, a popular business application, was the missing brick in the wall that had separated Jeff and Frank from the fantastically complex internal IT network connecting the Exchange’s hundreds of servers and thousands of employee PCs.

This was the first time Jeff and Frank had worked on-site together, and it was going well so far. Persuading Frank to join him at Red Zoya after Daryl’s departure had not proved as difficult as Jeff initially feared. Though Daryl and Frank were old college friends, Jeff had known the man nearly as long. There’d been years when he had little contact with Frank, though they’d met in person to compare notes and complain from time to time when they worked with the CIA. Their work was related, often overlapping, and if colleagues didn’t go around the bureaucracy occasionally, then nothing would get done.

For a time, the two men had been on the same Company league ball team, where Frank played a competent second base. He was of average height and a bit thin. Both on and off the field, he was even-tempered and solid. He approached everything methodically.

Frank had a background in technology, with a degree in computer science, and he’d joined the CIA after college. But instead of moving into computers, which were then in their relative infancy and not a priority, he worked as a field agent for seven years, employing his computer knowledge as a cover. Frank never spoke of his assignment much, but Jeff surmised that he’d been the real McCoy, trained in tradecraft. He’d been stationed in the United Kingdom and Spain, neither of them hot spots, and as a consequence spoke excellent Spanish.

But Frank gave all that up when he decided to marry Carol, and a safer and more predictable life became a priority. Theirs was a happy marriage, and the couple had three young children. One measure of Frank and Carol’s close relationship with Daryl was that they had named their third and likely final child Daryl.

Frank had done well when assigned to Langley. He worked just two years as a cybersecurity researcher with the Company while obtaining a graduate degree before becoming a team manager and from there moved further into technical management.

At work, Frank’s personality and appearance caused him to blend in, to be forgettable, which must have been an advantage, Jeff decided, when he’d been a case officer. For all that, he had no problem pulling his own weight or standing up to other managers in the relentless internecine struggles that marked CIA bureaucracy.

It had been the ongoing struggles for ownership of cybersecurity charters among various government organizations that finally wore Frank down. Once he became eligible for a pension, he was open to Jeff’s offer. When he put in his papers, he’d been serving as the assistant director of Counter-Cyber Research.

More than once over the last eight months, Frank had mentioned to Jeff how little he missed the Company. The only part of his new job he disliked was the occasional travel assignments required of him. It might be a digital age, but some things still had to take place on-site. Direct access was especially common with highly secured companies. Though Jeff worked every day since arriving, Frank had squeezed in a weekend trip to his Maryland home.

Jeff’s decision to remain on the job had been rewarded late yesterday morning, when the pair succeeded in positioning themselves for final penetration into the NYSE Euronext core operating system.

Frank had turned to Jeff with a profound smile and said, “That was as thrilling an achievement as I’ve ever experienced with computers. No wonder you love this job so much.”
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MITRI GROWTH CAPITAL
LINDELL BOULEVARD
ST. LOUIS, MISSOURI
10:54 A.M.
Jonathan Russo started over, trying to make sense of the incomprehensible. If his first pass was correct, the company was $16 million in the hole since the opening bell. Not only was that a great deal of money for Mitri Growth, but it also wasn’t supposed to be possible. The firm had experienced temporary, unanticipated losses previously, but never anything like this.

In 2010, the NYSE Euronext opened its new trading hub in northern New Jersey, just across the line from New York State. Located at the site were the actual computing engines that formed the heart of the Exchange. The hub had been built to increase transfer speed, as most trades were now executed by computers rather than by individuals; to give transactions a greater measure of security, both physical and digital; and to increase profits.

Though rather ordinary looking as a building, the 400,000-square-foot data center was a contemporary fortress. There was but one way into the windowless structure, and that entrance was located not at the street address but in the rear. Surrounded by a river on one side and a moat about the rest, the trading hub was invulnerable even to a car bomb.

The visible building was an illusion, an outer wrapper that served much like medieval armor. Within it lay the actual structure. And while the hub’s physical barriers were formidable, augmented by skilled armed guards and bomb-sniffing dogs, every electronic security measure possible was in place as well.

From this highly favorable location, the facility had ready access to any number of cybernetworks, along with two independent power grids. It also possessed its own backup electrical generator system. In fact, the facility had two of everything. An ever-increasing percentage of equities and options trading in North America was processed within its powerful servers. It was critical that it never fail to process them.

The facility was also designed to provide a colocation opportunity for trading firms seeking high-speed access to its engines. In an arrangement known as proximity hosting, the trader pods were each twenty thousand square feet and cost millions, not including the significant ongoing access fees. With the first pods selling out before the hub opened, construction was already under way to provide another five. These housed entire computer ecosystems used primarily by hedge funds and trading firms. The proximal location allowed clients to conduct trades in microseconds, and in this industry, being first meant everything.

The logic was simple: For every one thousand feet a hedge fund’s servers were distant from the Exchange engines, one-millionth of a second was added to a trade, the length of time it took light to travel that distance. The NYSE servers processed more than one million orders every second. Each trade required the acquisition and processing of data, then a return of the decision. The process was accomplished in microseconds, round-trip. Colocation offered traders a highly profitable advantage, which explained why the pods leased for such exorbitant sums, a significant income stream for the Exchange.

The NYSE wasn’t stopping with hub expansion. It was also feverishly constructing a series of microwave towers from Manhattan to its operation in Chicago, more than seven hundred miles distant. Microwave technology allowed the transmission of data in 4.13 milliseconds, 95 percent of the theoretical speed of light. The chain of towers would replace the existing fiber-optic cables, which transferred data at just 65 percent light speed. NASDAQ already had similar towers in place. NYSE’s structures reduced latency by three milliseconds at a cost of $300 million, and were expected to be highly profitable.

Mitri Growth had acquired a proximity pod in New Jersey, though its trading code was written at the office here in St. Louis. One of the beauties of high-frequency trading was that it could be managed from anywhere on earth.

Russo glanced up at his team. They were feverishly at work to remedy the disaster still unfolding. Did he dare pull the plug? He was reluctant to do so before he knew what was taking place. But Mitri Growth couldn’t sustain a loss like this for long. The hedge fund catered to high-end investors. In fact, much of its $250 million came from the personal portfolio of the company’s Lebanese founder.

But if Russo’s people could get this fixed before close of trading, there’d still be time to undo some or much of the loss. If the losses were real, that is. What he suspected, and what had thus far prevented him from acting, was the possibility of an aberration created by the new algo the team launched. The computers stated that Mitri Growth was losing money, but they might mistakenly be reporting a freakish reaction to the new software, not actual trades involving real money.

His chief assistant, Alexander Baker, had first proposed the possibility to Russo earlier in the day, when they discovered that the trouble came from the test code of the new program. His team was acting on the assumption that the test code had somehow activated in the production system, where it discerned the actual trades, but was reporting back to them using one of the fictitious scenarios embedded within it. The team was testing each of those in an attempt to confirm their hypothesis.

In the meanwhile, Russo’s computer continued to claim that Mitri Growth was hemorrhaging capital. He looked at the wall clock with a sinking heart. If they were wrong, if this loss was real, they were running out of time to recover.

After eight years with Jump Trading in Chicago, Russo had joined Mitri Growth the previous year and assumed supervision of its ten-person programming team. He arrived right after the founder had taken the step of acquiring a proximity hosting pod at the NYSE Euronext hub.

Jump Trading was one of the earliest companies to migrate to electronic trading on the old New York Stock Exchange. Known for its cutting-edge algorithmic trading, the company had established itself as one of the founders of the new digital trading world.

With a Ph.D. in computational mathematics, Russo had worked in creating the algos, as they were commonly known, that generated the company’s profits. He’d enjoyed the work, but in his view, too much of what he devised had been vetoed as too risky. Jump, he’d discovered, was too conservative for his taste. He couldn’t understand the persistent aversion to a higher level of risk, which made possible far greater profits. He should have been a very wealthy man by now, rather than one with just a few million. The challenge, and profit sharing, Mitri Growth offered had been the career change he was searching for.

The founder of Mitri Growth wanted cutting-edge code to exploit the company’s recent, expensively acquired proximity advantage, but more than that, he’d challenged Russo to discover new ways to leverage capital out of the Exchange. The assignment was entirely possible, and Russo was eager to discover the next clever means to achieve his mission. The best part had been the founder’s willingness to run with Russo’s instincts in crafting algos.

Traditionally, stock trading took place in a pit. Sellers stood there, offering stock at a certain price using hand gestures; buyers either bought or didn’t. The price was constantly fluctuating in the pit, in sight of everyone. With the introduction of computers, all that had changed. Stocks were no longer bought and sold at a public location by traders. Now the work was done by machines. As late as 2005, 80 percent of all stock and equity trades were still executed at the New York Stock Exchange, but computers allowed those trades to complete not just more quickly but also remotely. The pit could be anywhere. The consequence was that by 2009, just 25 percent of all trades originated at the Exchange; the rest occurred within alternative trading systems known as ATSes.

That was the primary reason for creating the New Jersey hub, and for giving key traders such as Mitri Growth favored access. The Exchange needed this not just to stay profitable, but remain relevant as well. Already, similar Exchange hubs were opening or under construction around the world. Forty global “liquidity hubs,” as the Exchange preferred to call them, were planned. A major hub in Basildon, east of London, was already operational and linked.

Despite public statements to the contrary, the key to all the NYSE expansion was the high-frequency trader, or HFT. Initially, computers had introduced greater efficiency into an aging system, but it wasn’t long before the bright code writers known in the industry as “quants” began figuring out ways to take advantage of a computer’s ability to process enormous amounts of information at inhuman speeds. Once they inserted the code authorizing a machine to buy and sell when specific conditions existed, without human interaction, it functioned like a moneymaking robot. High-frequency traders now accounted for most of the action reported on the Exchange.

As in sports competitions, when it came to high-frequency trading, speed made up for shortcomings. If one performed enough transactions fast enough, one didn’t necessarily require the best code. Volume and speed compensated for minor missteps. Still, those with superior code, preferred access, and the most powerful engines made the most money.

At heart, HFTs were profitable because the computers knew the trading price of a stock anyplace in the world at the same instant and simultaneously compared it to the options price. Then, with lightning speed, they bought and sold on any detected difference before the Exchange’s trading computers could adjust for price fluctuations. One of Russo’s young designers had crafted an elegant bit of code that gave Mitri Growth the ability to predict the options price just ahead of its competitors, based on dozens of inputs and trends from across securities and exchanges. That was the algo they’d launched just after midnight with such high expectations.

The unspoken truth about HFTs was that they worked very much like a Las Vegas or Atlantic City casino, which takes a piece of all the action. It didn’t matter to Mitri Growth if the market went up or down. It could ride a stock up, or short it on the way down. What counted was the action, because Mitri Growth’s algos were structured to make money either way. It was not unusual for an HFT company with as few as thirty employees to earn a net profit of $1 billion. That was Mitri Growth’s target with Russo’s new algo program. But, as in a poker game that required a high stake to compete, money could be lost as quickly as it was won.

And that’s what Russo was seeing – if the downturn was really happening.

Just then, Baker walked up. Tall and prematurely balding, his chief assistant had elected to trim his hair and grow a goatee to compensate. “Well?” Russo asked.

“We’ve ruled out the test code.”

“So the new algo isn’t performing in production the way it did in simulation.”

“It doesn’t seem to be.” Before launching a new algorithm, Mitri Growth fed it current market data to see how it would have reacted in the past. Though not a perfect predictor of future success, it was the best validation the team could perform before letting a new version out to compete with everyone in the real world. Still, a slight unanticipated pattern and coded protections could cause the algo to become unstable in practice.

“So what’s different now?” Russo asked.

The senior programmer shook his head. “We have no idea.”

“So you’re telling me these trades are real?”

“I’m afraid so.” Baker cleared his throat. “We have to shut down, Jon. Then regroup. It’s going to take days to figure this out and fix it.”

“All right!” Russo snapped. “Take us off.” He buried his face into his hands and slowly exhaled. He had to tell the founder. “How much?” he asked without looking at the screen, struggling to control himself.

“Twenty-three million. Hey, it could have been a lot worse.”
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
11:13 A.M.
From the day they started with this project, Jeff and Frank had enjoyed playing hacker. It was one of the more satisfying aspects of their job, especially when they succeeded. “This is the New York Stock Exchange,” Frank had said when Jeff told him about the engagement in their D.C. office. “Do you think we can do it?”

“My bet is that we can. No matter how much a company depends on computers, no matter how big it is or how solid its reputation, its software and network are so complicated, the demands to make the process responsive to the market so great, that there are cracks everywhere. If we probe long enough, we’ll get in.”

“That’s a little unsettling. This is a major cog in the world financial system we’re talking about.”

“Yes, it is.”

They launched the pentest by casing the network from their low-privileged workstation. Jeff ran his own tools to develop a map of the systems in the network, looking to obtain as much information as possible from his position as an outsider. Once that step was completed, he ran other tools, attempting to connect to the systems at the ports used by standard system software and applications. He observed and carefully examined the responses he received. Even error codes returned when his attempts were refused revealed information, if nothing other than what software version was running, along with a few configuration details.

While Jeff was doing that, Frank trawled the Exchange’s intranet directory, following links to the connected Web sites and scanning documents for tidbits of useful intelligence relating to the jump servers. He located a year-old document for the Universal Trading Platform, or UTP, which contained lists of names and user accounts for the team that deployed trading software to the New Jersey engines.

The UTP was designed to support all trading scenarios with submillisecond response time known as latency. The platform was integral to the Exchange’s functionality and capable of being expanded as necessary. It also allowed outside parties “easy integration” within the NYSE Euronext global marketplace, which meant traders could pursue an endless variety of strategic initiatives of every type.

Frank was amazed at the lax approach to a system so essential to the world’s financial security. He had anticipated that the system would be accessible only to NYSE Euronext’s most trusted software engineers. Instead, many of the major traders had all but unfettered access. It was like a bank allowing its biggest customers to play around with its software to make things easy on themselves.

The consequence was that high-frequency traders typically tested new algos, live, on the Exchange, in secret. More than once, they were believed to have nearly caused a catastrophe. For one week, a mysterious computer program had placed orders, then canceled them before they were executed. Those algos made orders in twenty-five-millisecond bursts involving some five hundred stocks. In so doing, the program occupied 10 percent of the bandwidth allocated for the Exchange, certainly shutting out legitimate traders, just to test software in real time. That seemed to Jeff and Frank an unacceptable risk, but it was routinely permitted.

They’d conducted their reconnaissance exactly as a hacker would, constructing a schematic of the Exchange network. This included Web sites, server software, antivirus systems, user accounts, and their roles. Both of them noted potential points of vulnerability from time to time but this phase of their operation was primarily about collecting intelligence.

As they’d anticipated, the Exchange network was segmented into two zones. The first zone was standard issue to most companies and considered both insecure and untrustworthy. It constituted the public face of the Exchange, offering the usual applications anyone visiting a company on the Internet expected to find. It was also where the workstations and servers supporting the business operations of the Exchange operated. The second zone, where the actual trading engine functioned, was buried within the interior of the site and locked down. For security reasons, it was not linked to the Internet.

The two zones were connected through dedicated computers called jump servers. Those servers substituted for the more traditional internal firewall. A jump server was designed to act as the secure conduit between the two zones. In other words, though anyone could access the public zone from their personal computing device, to enter the secure zone, one had to pass through a jump server, the sole gateway to the core systems.

One inherent advantage of the jump server was that all the tools required for network management were maintained within a single system. This made maintenance and updating a straightforward process, performed in a single location. Access permissions were tightly controlled, and all operations performed on it were continuously audited and monitored as well. And it could be thoroughly locked down.

But it was much like keeping all one’s eggs in a single basket. This system had the advantage of isolating a vital gateway, which made it easier to control, but the disadvantage of presenting a single target for hackers to penetrate. If the jump server remained secure, it was a wall against intruders; if it failed, it served as a highway for them. It posed as their greatest challenge, but as a consequence, it was also their target.

Jeff’s tool had identified servers in the Exchange running Payment Dynamo, and on the US-CERT Web site, he learned that a slew of security bugs had been recently patched with an update from the vendor, Payment Data Corp. The bugs were only the latest of a string of holes found over the last year in this particular package, a product that was not unique to the New York Stock Exchange; it was used for many applications within a wide range of financial institutions. For all that, neither Jeff nor Frank had been surprised at its poor design. They saw the same thing time and again. Like fancy chrome-plated door locks easily bypassed, this package offered no sophisticated security. The designers had focused on its utility, as what it did made the sale, not how well it was secured.

When the recent patches were released, FirstReact, the cybersecurity research firm that had reported the vulnerabilities, began selling exploit code for them at a hefty price. This practice, while controversial, was common. FirstReact specialized in discovering holes in software, as well as in writing exploits for those vulnerabilities and ones others had reported. Their customers were willing to pay a premium to gain protection against a hacker discovering the flaw and exploiting it.

Companies purchased these via subscriptions, ostensibly both to check for their exposure by trying the exploits out on their own networks, and develop and deploy mitigations specific to their environment. Because many of the vulnerabilities were unpatched when FirstReact sold them, they were “zero days,” and could be used to spread malware and perform targeted attacks if they fell into the wrong hands. For that reason, FirstReact had a policy to sell them only to publicly traded companies and government agencies from a list of U.S.-friendly countries. But the assumption that knowledge of both the bugs and means to exploit them wouldn’t leak was flawed. The fact was that some of the buyers, typically government agencies, used them to infiltrate foreign governments for espionage and to cyberattack criminal and terrorist organizations.

Jeff viewed zero day bugs to be the digital equivalent of nuclear weapons and believed the only way to make sure they didn’t fall into the wrong hands was to strictly limit knowledge of them.

In this case, Payment Dynamo’s vendor had released patches just a week earlier, so while the bugs weren’t zero days, there was a chance that the Exchange hadn’t yet rolled out the fix. So that it could stay competitive, Red Zoya was one of the companies that paid the FirstReact subscription fees, so Jeff was in possession of the exploit codes to match the vulnerabilities and had used them to break into the fourth Payment Dynamo server he tried them against.

That’s where he and Frank had pried a space open yesterday.
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Bill Stenton placed the telephone in its cradle and leaned back in his chair. This is happening too often, he thought. It was the third call in the last two weeks, each from a senior director on the Exchange, each with the same complaint. He’d been receiving similar calls for months.

His right hand had developed a tremor, and he placed his left on it. He closed his eyes for a moment and forced himself to breathe deeply, to slow down. Always tightly wound, he worked hard to present himself in the assured manner expected of someone in his position. He checked the clock on his computer screen. In three hours, he’d have his first double Scotch. He pulled his mind away from the thought.

Earlier, he’d received a call from a financial institution. The caller was a college fraternity brother who reported having experienced unanticipated and significant losses in a major trade. On such calls, Stenton had observed no pattern in the type of company or in the nature of the securities involved. In some cases they’d been hedge funds, in others private investment groups, in another a retirement fund – but in every case, the complaint was the same: Something out of the ordinary had taken place during a major transaction, which resulted in an unexplained reduction in the anticipated return, losses well outside the anticipated parameters.

The most common complaint was that HFT algorithms that had been reliable in the past, previously providing a profit within the margins established, were suddenly showing dramatic failures. As HFT systems were all located at the hub, they should have had the least latency. Instead, trades that should have netted a modest profit or at least been neutral ended up implausibly losing tens or hundreds of thousands. In more than one case, the loss had exceeded a million dollars.

Until now, Stenton had viewed the complaints, each taken in isolation, as so much griping by traders who were not keeping up with the game. Dealing with complaints like these came with the territory, but over the past few months, their rate and the magnitude of the individual issues had caused him to suspect there might be more to this than the usual Wall Street whining.

Still, Stenton had explained to the callers that it was not unusual for brokers to blame the system when they made a bad judgment call or when the market suddenly moved against a position they’d taken. In these days of high-speed transactions and high-frequency trades, that was to be expected. Yes, he understood that men and women had been fired, careers likely ruined over unforeseen moves, and that the losses had been significant enough to place the survival of some of the smaller financial institutions at risk. But the system wasn’t at fault, Stenton was sure of that and had said as much. He told them he knew they wouldn’t like it, but that was the reality.

But in the last few weeks, he’d also received two calls from other men he knew personally, reasonable brokers with serious questions about what was taking place. They’d been puzzled at unanticipated losses, not suspicious, and Stenton assured them that all was well with the Exchange.

But taken together, the string of calls caused him to rethink his position. He’d been searching for common links in the complaints. He thought perhaps there was a shared broker somewhere in the mix, or common stock. It might have been a time-of-day issue or the location of their programs in the hub. He had some of his top data analysts working to mine the available data, searching for any correlating factors.

Now Stenton held last week’s report from the Chicago office. An IT operations manager there, Vince Piscopia, had forwarded a report to his superior, which then landed on Stenton’s desk. As director of the Trading Platform IT Security for NYSE Euronext, he was in charge of this issue, but so far he wasn’t certain how to respond. The day after receiving it, he’d copied the report to all his senior staff and his key analysts, requesting input.

What he didn’t tell anyone, what he scarcely allowed himself to think, was that perhaps all these issues were connected.

What the IT manager in Chicago had reported was a file concealed within the core of their system, software outside the directory listing command. He’d been unable to access the file or determine what it did. What he’d been confident of was that it was not part of the legitimate function of the Exchange.

The IT manager, Piscopia, had speculated that it might be a bit of legacy code left over from one of the periodic updates of the system. Unnecessary code was left behind from time to time, but never before had it been hidden, and there was no way to know if it was harmless or somehow interfering with operations. In the same report, he stated that he’d also uncovered trades that were not properly registering and speculated that they were related to the code. This raised the same possibility in the mind of the Chicago IT manager as it had in Stenton’s.

Impossible as he found it to accept, just maybe they’d been hacked.

Stenton shivered at the thought. He was at the helm. If the Exchange had been hacked and clients were experiencing losses as a consequence, his career was finished. In the worst-case scenario, one that in his fear he deemed possible, he might go to prison.

This possibility had come to his attention since Jeff Aiken had been hired and started his penetration test. Stenton had considered alerting the consultant but decided instead to see what Aiken and his man came up with on their own. Also, alerting them would leave a record of his suspicions, which so far existed only in his thoughts. It was his hope that Red Zoya not only stumbled onto what Chicago had described but also figured out what it was in the process. That was his safest course of action.

Just then, a tech poked his head into Stenton’s doorway. “I’m Marc,” he said. “You asked to see me?”

Stenton recalled that Marc Campos worked on the core trading platform team on one of the trading modules at the heart of the matching engines. There was no more sensitive operation in NYSE Euronext. He was one of the techs who attempted to trace a suspect trade a financial institution had reported to Stenton.

“Yes, come in. What do you have?”

Campos was over six feet tall, thirty-three years old, with dark skin and average looks, though his eyes bulged slightly. Originally from Portugal, he’d worked for the NYSE for the past five years, and his performance had been outstanding. He spoke near colloquial English with just the trace of his native accent. He was one of the handful of techs with unfettered access to the core of the Exchange’s trading system. This was the first time Stenton had met with him alone though he’d seen Campos from time to time in staff meetings.

For several minutes, Campos described the steps he’d taken in tracing a reported $8.7 million loss in a transaction by one of the smaller financial institutions that had lodged a complaint. The referral had come directly to Stenton from a broker he’d known for years, a very reasonable man who was more perplexed than angry at what had taken place. When Campos finished, he smiled and made a dismissive gesture. “I worked on it until the trade just vanished. There was nothing I could do.”

“Have you seen this before?” Stenton asked.

“Sure, but not often. Some of these offshore funds like to remain off the radar, you know? They don’t like anyone knowing what they’re doing. They go to great lengths to conceal their tracks beyond the minimum they need to trade with the Exchange. I’ve attempted to trace back trades with them, usually as a result of an SEC subpoena, and not always been successful, though you understand it’s not really my area.”

“Well, thank you anyway. I’d hoped for better news.”

Campos hesitated, then said, “I’ve also been working on this Chicago report you sent out a few days ago.”

“Any luck?”

Campos shook his head. “I don’t see any sign of it. I think the guy in Chicago was confused somehow. He was likely misreading what he was seeing. Frankly, I don’t see how anything could get into our system undetected. We’re as locked down as you can get. Do we have his data? Maybe I’m missing something.”

“No. I requested it, but he didn’t come to work today,” Stenton answered. Campos nodded in return and Stenton asked, “So for now, you don’t think this stealth file exists?”

“I can’t see it—” He paused and smiled. “—but then, it’s supposed to be hidden.”

Stenton thought a second, then took the plunge. “I know that you’ve been with this department for some time now, Marc. Do you think there might be a connection between the trade you traced and this hidden file Chicago reported?”

Campos looked surprised at the question. “That’s an interesting idea, but there’s nothing that connects them in theory. And there’s no way a secret file could get into the engines. If by some magic it did, we’d be all over it in an instant. Like I said, I don’t think this file even exists – and if it does, from what I read, there is no indication of what it does, if it does anything. Not only that, but we run an incredibly complex system. If getting an unauthorized file into the system is hard, manipulating a trade is simply impossible.”

Stenton sighed. “You’re right. I guess I’m just getting paranoid.”

“Is this what those two are working on? Red Zoya?”

“Why do you ask?”

“The timing. I thought maybe you’d put a team on this even before the guy in Chicago made his report.”

“No, that’s something else.” Stenton eyed Campos, then said, “Thanks for dropping by. I’ll let your manager know I requested this meeting, so no concerns there. Have a good day.”

“When you get the data from Chicago, you’ll pass it along?” Campos asked as he stood up.

“Yes. Of course. We need to figure this out. And as for Red Zoya, just let them be. They aren’t connected to this at all.”
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In practice, a trusted Exchange employee accessed the secure zone by first logging in to the jump server through an account specific to that zone. Since gaining their toehold in the system, Jeff and Frank were next tasked to compromise someone with privileged access.

Working from their office at IT Security that afternoon, Jeff and Frank had been consumed with analyzing the log-in records on the breached Payment Dynamo server. They soon identified a systems administrator who routinely connected to it from the other systems. When a user connected, the encrypted version of his password was cached by the server, allowing the user to connect to other servers without having to reenter the password. Being able to connect to different systems using a single entry of credentials is known as “single sign on” (SSO) and penetration testers, just like hackers, took advantage of SSO’s caching behavior to execute what was known as a “pass the hash” (PTH) attack on other systems. This attack used the cached cryptographic hash of the password, a form of shorthand, to impersonate the user and connect to remote servers. Servers verified only the hash of passwords, not the passwords themselves. Because of the considerable security risk, systems administrators were never to use their administrator accounts when logging on to other servers remotely. Jeff knew it was a common practice, however, either because of ignorance or sheer laziness.

Within minutes, they’d successfully infected the administrator’s computer. For now, they had administrative rights on the insecure network only, not the jump servers and therefore not the secure network they sought. But so far, they could view all the users in the network, identify their computers, even change their passwords and create new accounts, giving themselves administrative permission.

They were confident, however, operations of this kind were audited to prevent the kind of tampering they were doing. Automated software trolls checked logs and flagged unusual reports to detect illegitimate or unauthorized activity.

Next, Red Zoya targeted the team members from the UTP list Frank had identified. Working remotely from the administrator’s own workstation, they determined the computers that corresponded to those users. Some users were inactive, but most were not. It was necessary to employ different users for different functions to prevent any security tool monitoring user activity from spotting the same user executing different operations at the same time. Frank and Jeff gave one account administrative permission to the computer of another user whom they believed had jump server access. Next they logged in to that user’s computer, connected to the system of the programmer they were targeting, dropped their software backdoor, logged out, and then removed the administrative access to conceal their tracks. Even if part of their trail was spotted, it would be difficult for anyone to connect the dots.

During the next phase of their penetration attack, Jeff and Frank performed an enhanced reconnaissance on the UTP programmer’s system. They were careful to keep their presence at a low profile, operating only when their user was logged in, so the activity blended in. They read his e-mail, the documents on his system, and observed the software environment, all undetected.

They finally ascertained the jump server system to which the user connected. The issue they now faced was that the jump server required a two-factor authentication, which meant that a password alone wasn’t enough to get through it. When gaining access, the user read a pass code shown on a USB key fob, issued with a small LCD display on it. They then entered this number, along with a personally chosen four-digit PIN as the password. This scheme ensured that access required both possession of the USB key fob and knowledge of the PIN. And because the pass code changed every sixty seconds, it could not be saved and reused later. This meant that Frank and Jeff had to wait for the moment when the user logged in to the jump server, at which point they’d piggyback onto the connection.

They set up an alarm to notify them when the selected user was establishing his jump server connection, then resumed mapping more of the intranet systems and users. They created organizational charts, along with a thorough map of the network. This included the names and roles of users, names of servers and software installed on them, and the systems to which the users had access. They would submit this evidence with their report as proof they’d successfully penetrated the core of the trading engines and reinforce the picture of the damage they could have caused if they’d been genuine hackers.

During this phase they determined that the UTP system was running Linux and was locked down with “whitelisting,” a security policy that allowed only software digitally signed with a special key that only specific users had access to. They would have to place their own software on the system in the secure zone, and for this it had to be signed so it would appear to be authentic. To this end, they monitored the e-mail of several users until they spotted a programmer who was about to submit an update package to the UTP system. They immediately planted their software, along with configuration information that caused it to connect out to their software on the jump server once it was deployed to the UTP system through him. In this way, it was taken as part of the legitimate package and was digitally signed by the NYSE Euronext signature along with the update and then installed on the UTP system.

Now they just needed their user to connect so that they could plant their software that would act as a bridge from the UTP system to the compromised Dynamo Payments software via the jump server. Only then would they be able to reach into the UTP system and remotely control the software they had just planted there, giving them unfettered access to the most important financial trading engine in the world. This would complete the entry they’d already begun.

The hours passed as they waited anxiously for the last piece in the puzzle to fall into place. They continued their mapping effort and documentation until their alarm alerted them that their primary user was connecting to the jump server.

“We’re up,” Jeff announced while not taking his eyes from the screen. Frank rushed to stand behind him, and they monitored the programmer’s progress, then rode in with him without difficulty. They took no time at that moment for celebration, only exchanging a quick glance of elation. The minor crack they’d created was now an open door.

Once inside, they established their own connection, placing their software on the jump server, which connected it to the UTP system, completing the link and establishing remote control from their own system. Before exiting, they set up their second backdoor on the other side of the jump server, one that meant they could bypass this process in the future.

“That went smoothly,” Frank said.

“I told you we were good.”
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THE UNION JACK
CEDAR STREET
NEW YORK CITY
6:32 P.M.
Richard Iyers scanned the crowded bar and eyed a young woman at the far end. Blond and trim though a bit plain, with an oval-shaped face – and with that perpetual pout, just his type. She was laughing as she held her iPhone in front of her. From time to time, she took a quick look at a chubby man with a bright face, who was sitting at a table with two others not far away. They were playing a game, very likely one of the new ones on Toptical, currently the hottest social networking site. The man looked like a coworker, not a boyfriend.

Iyers checked his watch. There wasn’t enough time. Well, he’d seen her here before and would see her again. Athletic, naturally slim, Iyers was an attractive man. His light hair was brushed across his forehead in a boyish cut. His eyes, however, were set just a bit too closely together. They and his mildly lanternlike jaw prevented him from being genuinely handsome.

He looked at the menu and considered ordering a cold beef sandwich. This might not be London, but the pub did a decent job with it. No, better later. Iyers took a sip of Double Diamond ale, then over the glass spotted Marc Campos weaving his way toward their table through the noisy happy hour crowd. The man’s beer was waiting for him.

Campos scowled as he sat, his chin at an accusatory angle. He didn’t touch the drink. “I think you’re nuts,” he said without a greeting.

Iyers grinned. “Maybe. I’m inclined to think the possibility is one of my assets.”

Campos looked around, then leaned forward. “You’re the one who made the coding mistake. I warned you about it at the time, and when you didn’t act, I told you to fix the problem, not—” He hesitated, lowered his voice, then said, “—kill someone. I was talking about the file you left hanging out there.”

“Dead men tell no tales.”

“What’s that supposed to be? Funny?”

“Not at all. It’s a statement of fact, one you should appreciate, given your emphasis on security.”

“You may very well have ruined the entire operation.”

“I don’t think so. No one’s going to find anything.”

“They don’t know he’s … gone for good yet, but he didn’t report to work today. When he doesn’t tomorrow, they’ll check. Before long, people will be looking.”

“So he took off.” Iyers lowered his own voice, though with the surrounding noise there was no chance of being overheard. “They aren’t going to find him. I weighted him with rocks and dropped him into a sinkhole just off the stream. It was all overgrown with vines and crap. He’s fish food and gone for good.”

“Maybe you were seen.”

Iyers shook his head. “No chance. We were in a remote area. Relax. I was careful.”

“Listen to me. This guy took yesterday off; you called in sick. Someone looking at this might wonder about the coincidence.”

“You’ve got to be joking. I live in New York, this happened outside Chicago. There’s no connection between the two of us. Anyway, I took the train. There’s no record I ever left the city or that I was ever in Chicago.”

Campos stared at Iyers, then said, “I hope you know what you’re talking about. Because if they find him, who knows where the trail will lead.”

Iyers shrugged. “Not to us. You worry too much, Marc. Anyway, he’s a nerd. Nobody kills a nerd for writing code.”

“When I sent you a copy of his report and told you to fix the problem, this isn’t what I meant. You had to know that.”

Iyers made a face. “Yeah, I understood, but the guy was closing in. He reviewed operational logs while looking at a software failure from last month. You saw the report. He spotted that there’d been more than an acceptable number of connections between Vacation Homes and the trading engine. Automated security didn’t spot it, but he had.”

Iyers leaned forward. “Marc, he wasn’t going to let it go. He’d spotted our file. He didn’t know what it did yet, but he was working on it. I checked on this guy. He was tenacious and ambitious. Come on. There was nothing I could do that would have diverted him. In fact, if I’d changed anything in the software like you wanted, he’d have become suspicious that the culprit was someone who’d seen his report and was trying to cover his tracks. There aren’t that many. We don’t want anyone checking into what we’ve been doing this last year. There’s a lot at stake. You’ve said so yourself. It’s worth an extra risk or two.” Iyers sipped his drink, then changed the subject. “How’s Carnaval coming?”

Campos looked reluctant to move on. After a long pause, he said, “I think it will be ready for Toptical next week. There are still some bugs to work out.”

“This will be our first IPO,” Iyers said greedily. “If it goes smoothly, our take should spike dramatically. It’s ideal for an expanded version of Vacation Homes.”

“I agree, but no more mistakes. We’ll be uploading the code soon. It must be seamless, understand?”

“I get it.” Iyers looked aimlessly about the room, then said, “Did you find out about those two guys in the office?”

Campos, though, was still on subject number one. “Don’t go off the reservation again. You hear me?”

“I hear you. What about them?”

“I’m serious. The next time you do, you’ll have to answer for it.” Campos leaned back in his chair, then drew a deep breath. “Stenton told me they have nothing to do with Vacation Homes.”

“Do you believe him?”

Campos thought about that a moment. “I guess. I’m pretty sure we’re not their target.”

“I can’t get them to talk about what they’re up to. I’ve tried without being obvious. They’re very closemouthed. I did a little online research on them. They both used to work for the CIA, did you know that?”

Campos briefly looked stunned. Then he lifted his drink and took a long swig.

“Jeff Aiken’s the boss,” Iyers continued. “It’s his company. He’s big in cybersecurity. He’s rumored to have saved the world a couple of years ago.” He smiled.

“What are you talking about?” Campos’s thoughts were still on the idea these men worked for the CIA. He’d read once that no one ever really left the Company. The thought was sobering.

“Some kind of Internet terrorist attack. You remember all those incidents, the ship that ran aground in Japan, the near meltdown, some hospital deaths? They’re supposed to have been caused by al-Qaeda. I read on some forum this Aiken guy blunted the attack. There’ve been other things too. A plane crash in Turkey.”

“What? He’s some kind of secret agent?”

“Nothing like that. Just really good at snooping around systems.”

“Shit. Just what we need.”

Iyers leaned even closer and spoke very quietly. “I can fix this too, you know.”

Campos was startled. “Don’t even think about it.” He looked about again. The place was really getting crowded. “If more people … go missing, it’s going to draw attention we don’t need, especially with Carnaval coming online.”

Iyers pursed his lips. “I can make it look like an accident.”

“I said no, and I mean it.”

“Ask your boss. I’ll bet he sees it my way.”

“My boss?” Campos pulled himself up. “What are you talking about?”

“You don’t think I bought that line about this being your operation, do you? It’s too slick, too big, and sometimes you don’t make decisions right away. I’m just saying, check with your boss. Don’t take this on yourself.”

“Richard, when I came to you about this, I never said a word about violence. We write code. Vacation Homes is about making money. Nothing else.”

Iyers stared at Campos, and then he took a drink to mask his thoughts. The guy’s a fool.

Iyers was from Upstate New York. He possessed a congenial manner and had the knack of getting along with everyone while being close to no one. Since he formed his partnership with Campos, his self-image had taken on an unexpected aspect. He’d never seen himself as an outsider before, though if he were honest with himself, he always stood aside and looked in on normalcy. Those who played by the rules and lived conventional lives had always seemed to him to be suckers. Only when it came to women had he always felt himself to be a bit outside the norm, and even then, he wasn’t entirely convinced his behavior was all that unusual. Men just didn’t talk about it.

Then the economic meltdown had come, and with it a fresh appreciation of the worldwide financial system. He’d always stayed within his specialty, but now he studied the so-called system and saw it for what it was: an elaborate means for the corrupt to profit with the appearance of legality. That didn’t surprise him so much as his failure to realize it sooner.

An infrastructure specialist at the Exchange, Iyers managed the deployment of software and the configuration of the NYSE Euronext data center systems. It was a position of extreme sensitivity. The systems included third-party software, such as antivirus and systems management software as well as internal software. He was also part of the team responsible for deploying much of the trading software that was the heart and soul of the Exchange.

He’d met Campos three years earlier, and within a few months, over beers in this very pub, Iyers shared his thoughts. A few weeks later, Campos met with him in private and laid out the scheme, presenting the operation as his own. The two men were ideally suited to make it happen, given their responsibilities.

“I estimate our personal take at ten million dollars each,” said Campos on the night they closed the deal.

Iyers had nodded, his eyes flashing in greed. For an instant his mind had been filled with the thoughts of what he could do with that kind of money, the life he’d lead. Images danced before him, living rich in the Caribbean someplace, hosting parties full of hot girls. But the truth was, Campos already had him when he’d described the operation. This was his chance to hurt the Exchange, hurt it badly, to get back at the rich fat cats who thought they had it all figured out, a chance to make a statement.

And it was an opportunity to see just how far he could assert his power. He’d have done it just for that. The money made it an even better deal.

“You know,” Iyers said, “there’s talk about missing money.”

“What talk?”

“Some of the big brokers are complaining about not making what they expected in trades. I’ve not heard anything official, just comments during breaks, but Stenton’s getting nervous about it.”

“Stenton’s always nervous. That’s why he drinks so much.”

“He’s a drinker?”

“You didn’t know? Take a hard look at him on Mondays. You’ll see. Anyway, if you can believe it, I was told to trace one of our own transactions.”

Iyers found that amusing and chuckled. “How’d it go?”

“I was impressed. I did everything I’d normally do, and after two days, the trail finally just vanished into nonsense. I knew what we’d done, but from the side I was working on, I couldn’t make anything out.”

“See? We have nothing to worry about.”

“I guess. But if our code gets identified and reverse engineered, they might trace it to one of us, no matter how clever we think we’ve been.”

“I don’t see how. We routed it through other users and servers that you and I don’t have rights to. I used half a dozen laptops to set my part up and ditched each of them. There’s absolutely no trail back to me.”

“Let’s hope so.”

Iyers suppressed his immediate response. Instead he said, “So what did you tell Stenton?”

“Just what I told you.”

“Did he believe you?”

Campos nodded. “Sure. Why not? I don’t think I’m the only one he talked to about this, and no one had any luck, from what I heard. That’s when I asked him about those two guys.”

The men sat without comment; then Iyers said, “So what do we do? From what you say, we need to neutralize Aiken and Renkin. If you don’t want me doing it the easy way, I’m open to suggestions, but I still think you need to take this to your boss.”

“I don’t have a boss. Just drop it.”

“If you say so.”

Neither spoke for some minutes. Iyers finished his drink and gestured at the waitress for two more. Campos looked deep in thought. The blonde at the bar laughed in triumph. The chubby guy at the table grimaced and set his phone down. The place was getting very noisy.

After the drinks arrived, Iyers said, “I haven’t seen any real money yet.” This was his recurring complaint. Campos had given him less than $100,000 so far.

“It’s cooling off. I told you. We agreed.”

Iyers shrugged. “I’m just saying.” He looked around the room. “You know,” he continued, “I have the feeling that time is running out on us, and a whole lot faster than you talked about. I haven’t taken these chances for what little I’ve seen so far. Just so you know.”

“You may be right about time. I’ll get back to you on how we’ll proceed.” Iyers smirked but didn’t say what he was thinking. After a long pause, Campos said, “Can you insert Carnaval without any bells going off?”

Iyers pursed his lips. “I don’t know why not.”

“No shortcuts.”

“Enough of that. I told you at the time why I had to do it that way. There’s nothing I can do about it now. If we make any changes at this point, they’ll spot it and know for a fact something’s up.”

“Yeah. I get it.” Campos picked up his second drink.

“I don’t like these two guys working in the system,” Iyers said.

“I don’t either.” Campos set his drink down and looked off to the side, still not answering the implied question. And in that gesture and silence, Iyers got the unstated message.

He grinned and extended his hand. He touched Campos’s forearm in reassurance. “No problems, amigo. No problems. I’ll take care of it.”


DAY THREE

WEDNESDAY, SEPTEMBER 12

THE IPO HIGH-FREQUENCY TRADERS DESTROYED

Commentary

September 12, 11:30 A.M.

Palo Alto—Every IPO contains risk. It’s an axiom of the stock market, yet time after time, financial experts behave as if each IPO is a guaranteed win for all concerned. For evidence of the inherent risk, you need look no further than the IPO for the well-regarded, high-frequency trader BATS Global Markets, Inc., in 2012.

No company appeared better prepared to launch an IPO. BATS was at the time the third-biggest U.S. stock exchange company and was a highly respected, innovative player in high-frequency trading. It was seeking an infusion of capital through its IPO to better compete with NASDAQ and the New York Stock Exchange. Since it ran its own exchange, it elected to handle the IPO itself. Everything was set for what was expected to be a highly profitable day. Instead, the stock opened just below the projected IPO price of sixteen dollars, and then continued falling as high-frequency traders came on board.

Within minutes of offering its stock, BATS announced it was having “system issues” with its own IPO. Ironically BATS stands for “better alternative trading system.” To everyone’s surprise, the company’s software was unable to accurately display ticker symbols for a wide range of stocks. Then a single trade for just 100 Apple shares executed by BATS drove the stock down more than 9 percent. The Apple stock quickly recovered, but confidence in the ability of BATS to handle trades did not.

A high-profile public offering by such a well-known company draws keen media and public interest. Yet too often in recent years there have been significant problems with them. These problems have often been complex and buried within the vast software used to control the offering. As a consequence, what went wrong is often never adequately identified or fully grasped.

These new trading problems are the product of computers, and while computing power has increased efficiency and profits, it has also brought with it new issues that are still not entirely comprehended. The reality is that no one really understands the complex software. All major companies now have board-level risk committees charged with assessing what is taking place and alerting the company to what it needs to do. Yet time and again, the measures taken to prevent the problem BATS experienced have, upon examination, been found to have caused them, or at the least have proved inadequate in stopping them. The consequence has been the notorious Flash Crash and serious glitches in the Facebook IPO.

BATS had been an expert at IPOs, and yet it fell victim to its own bad software and predatory HFTs that sold the stock short once their algos sniffed blood. Its stock fell to pennies by the time the company abandoned the IPO, which was immediately deemed the worst of all time. BATS has announced no date for its next attempt.

HFTs tend to lurk offshore. No one knows how many there are or how vast their holdings. Their ability to manipulate the market is coming under increased scrutiny. In some instances, their motives have even been questioned, as it is not clear who controls them.

But for now, BATS remains the first IPO killed by HFTs.

FOR MORE INFORMATION, VISIT LESLIEWASHINGTON-TONE.COM

International PC Review



13

EDIFÍCIO REPÚBLICA
RUA SÃO BENTO
SÃO PAULO, BRAZIL
9:23 A.M.
Victor Bandeira climbed into his taxi helicopter, gave Sergio, the pilot, a nod, and then sat back in his comfortable seat. Almost at once, the blades whirred and the agile craft lifted from the helipad atop the towering building. Sergio was one of the old guard, a foot soldier and bodyguard he’d relied on for years. He’d had him trained to serve as his pilot, not wanting to rely on outsiders.

Bandeira adjusted his charcoal gray Armani suit and checked his watch. Though he adhered to the Latin custom of tardiness, especially when it was he who had called the meeting, he did not take it to extremes.

The city skyline was spiked with gleaming glass towers, symbols of the new Brazil and its regional economic dominance. After five centuries, the nation was at last assuming a significant place in the world. Brazil had always been the land of destiny, filled with promise and expectation but falling short time and again, sinking into a morass of corruption and failure.

There’d been frenzied eras of economic boom before, first made possible by sugar, later by coca, then by rubber. Each had brought enormous wealth into the country and made a handful of families very rich. But this boom-and-bust cycle, always dictated by circumstances outside the country, had never solidified into sustained growth or elevated Brazil to world power status.

Now all that was changing. Over recent decades, the government had instituted initiatives to give the economy greater balance, and with the development of a vast oil reserve just off the coast, a measure of sustained prosperity at last seemed possible. Bandeira was not a patriot, but all these changes meant opportunity, and if nothing else, he considered himself a man who knew opportunity when he saw it.

He took in the smog-shrouded skyline as the helicopter weaved its way among the towers. He counted a dozen other air taxis exactly like his own. At any time, there were as many as five hundred of them plying the busy skies over this city of twenty million. He looked through the brown blanket of smog beneath to the traffic-clogged streets even farther below. More than six million cars were crammed into those congested streets. He’d be two hours getting to his meeting down there. In the air, the trip took less than ten minutes. So it was that the rich and influential moved about São Paulo, flying above the masses like demigods.

But convenience and efficiency weren’t the only reasons for the sky taxis. The sky was safer than taking the streets. Kidnapping was a cottage industry in the largest and richest South American city. More than one acquaintance and countless others Bandeira knew by reputation, men who had taken great measures to ensure their safety, had been seized off the street and held for ransom. If the kidnappers misjudged and asked for too much, if the family or business moved too slowly, or sometimes just to make an early point, an ear of the victim was hacked off and mailed.

So common was the loss of an ear among the rich that more than one local surgeon specialized in its reconstruction, extracting naturally formed cartilage from within the victim’s body and from it creating a replacement. True, the new one was hard and unyielding but it looked like the real thing even on close examination. The daughter of one of his colleagues wore such an ear while two young men of his employ took another approach, proudly displaying the space where the ear had been shorn, testament that they’d been taken and survived the ordeal.

One of Bandeira’s rare failures had been in his effort to control the local kidnapping trade. In his view, it was out of hand, targeting those it should not, giving the city a reputation for violence and danger that was not good for business. Bandeira had long planned to bring kidnappings under the control of his gang, Nosso Lugar, “Our Place,” or NL as it was known. But the other gangs, quadrilhas, engaged in kidnapping were too disorganized, too impulsive to be brought in hand. They viewed Bandeira with the same distrust with which they saw the official authorities.

After several futile efforts, Bandeira had called a halt to his attempt – for now. He’d concluded that consolidating the gangs and bringing them under his control was possible only through a sustained violent effort. These thugs understood death. The consequence was that a significant number of them would have to be killed. The other approach was to kidnap members of their families, cut off a few ears, make demands. Only then would they begin to see the light.

Bandeira had discussed this approach over lunch with the regional police and military commanders, two men with whom he’d worked for decades. The three of them had talked it through at length, and they’d agreed it could be done. And they were prepared to let Bandeira do it, providing cover as needed. If one gang was preying on another, it was possible that the media would accept it as a positive outcome and for once divert attention from law enforcement’s own failure. But both men had cautioned that only a sustained campaign of terror and violence could succeed. In the end, the gangs would have to be brought to heel. These were vicious men who lived violent lives, so nothing less than absolute dominance would work. A half effort would only bring on a war of greater ferocity, which they did not want.

“What we need,” the city chief of police had said through his cigar smoke, “is a period of civil unrest. A time of street demonstrations, assassinations, vendettas, and murders to serve as cover for your operation. Who would know? And when all was over, you’d be in control.”

The general smiled. “This is Brazil. We all know such a time is inevitable. If I were you, I’d plan accordingly. You can count on us,” he’d said reassuringly.

So the plan was in place. The police and army fed information to NL every week, and one of Bandeira’s trusted captains kept the plan updated with names and addresses. When the time came, Bandeira’s organization would act. The consequence would be an end to random kidnappings and the return of greater safety to the streets. Targeted kidnappings would become the norm, quiet ones that would still be lucrative. The wealthy of the city could breathe a little easier, and foreign investment would not be so timid.

Bandeira contemplated the numerous ways he’d profit with a sense of satisfaction. The helicopter banked, righted, then began a gentle approach toward the round landing pad atop the gleaming Banco do Novo Brasil building. Bankers, Bandeira thought as he mentally reviewed that morning’s agenda, they should all be shot.
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MULBERRY STREET
NEW YORK CITY
11:33 A.M.
Now that Jeff and Frank had penetrated the NYSE engines and had free access to the core of the trading processes, they were in the final phase of their engagement. They continued employing the specialized tools that Jeff had devised over the years and which he guarded closely. They were the key to what he did and made his work not only less tedious but also more effective. The hardest part of the decision in hiring an outsider, even a friend like Frank, was granting access to these jewels.

He had other tools, which he made commonly available at his presentations in order to spread his brand and facilitate better computer security. They were accordingly closely identified with his name and that of his company.

At this point, the pair was mapping the extent of their success while also searching for other ways and paths to more deeply penetrate the system’s cyberdefenses. Having succeeded at their primary task, they took a more leisurely pace now, less intense. The pentest was essentially complete; what they did now was icing on the cake.

Jeff could simply have informed Stenton of their success, but he had a reputation for going a step further and typically did something harmless to the system that persuaded even the most dubious company executive that he’d accomplished what he said he had. He reviewed things he’d done in the past, wanting to pull something clever and distinctive from his bag of tricks. He decided to ask Frank for ideas.

Taking an early lunch, they’d stretched their legs and walked up to Chinatown. After selecting a restaurant at random, they sat in as quiet a corner as was possible in Manhattan at midmorning.

“You know,” Frank said, eyeing his pair of chopsticks dubiously, “we haven’t been spotted yet. At first I kept thinking an alarm’s going to go off, but instead we’ve got the run of the place. I understand why the antivirus programs don’t know we’re there, since we aren’t in their database, but their other automated security programs ought to be spotting our presence. They continuously monitor operation commands and functions. If any company in the world understands how to mine data looking for the smallest hint of something unusual, it would be the Exchange – at least that’s what I thought.”

“So far, we’ve only planted a bit of code, and that looks legitimate. All we’ve really done is take a look.” Jeff smiled. “And we’ve been clever.”

Frank split the chopsticks apart, then tested them in his right hand. “They don’t know we’re there, so we can set up all the offshore accounts we want and move money into them. Of course, it would leave a trail, since computers are keeping tabs on the money, but there’d be nothing to stop us. The trick is leaving nothing behind that points to us personally, then whipsawing the money around the world until it’s impossible to trace.”

“Do you really think that’s possible in this day and age? It seems to me that every digital transaction can be traced.”

“In theory, sure, but if you’re clever about it, create a host of dead ends to mask the money trails, then bury all of them in complexity, you can slow such a search to a crawl. In practice, you can make it never ending. It would take a dedicated team and time, but it can be done. We saw terror groups doing that with the money they raised and stole all the time when I was with the Company. We did sometimes catch it, but we knew what we found was just the tip of the iceberg. The Internet, Jeff, is as close to infinite as anything on Earth. You don’t have to block anyone trying to trace you, even if it were possible; using robo code, you just have to keep stretching the trail ad infinitum. It works out to the same thing.”

“Maybe. Better, though, if the Exchange never knew the money was taken in the first place.”

Frank pursed his lips. “Yes, but how do you do that?”

“Maybe take it directly from clients’ accounts, a bit here, a bit there, keeping in mind that a ‘bit’ in this case is a few hundred thousand, maybe a million at a time. Take a penny of every dollar out of transactions, for example. They might not even notice, and even if a client sees the loss, the Exchange doesn’t.”

“But if enough of them complain, the Exchange will get on it.”

“You conceal the loss within their trading patterns so it doesn’t look as if it’s an Exchange issue. You know bureaucrats, always looking to avoid problems if they can. If you aren’t greedy, all you’re doing is skimming a bit of the cream each time. It might raise a few eyebrows, but there’s no reason – in theory, at least – to cause any serious research. I think that’s the better way to do it. Then you can bury it with electronic false trails like you say. And it’s really only a variation of what the high-frequency traders are already doing, especially those hiding offshore.”

“Good thing we’re honest.” Frank jabbed at his rice with chopsticks. He finally put them down and picked up a fork. “You know,” he said, “I’m thinking about moving my nest egg out of stocks.”

“Why’s that?”

“I don’t like a lot of what I’ve seen, but it’s these high-frequency traders that really get me.”

“What about them?”

“I don’t care if a company finds a way to buy and sell faster. Paying for close physical access isn’t fair, but those with money always have an edge like that. The problem with high-frequency traders is their manipulation of the financial system. And because they’re allowed to hide what they do, no one really knows the extent of the manipulation.”

“I didn’t know you were such an expert.”

“I’m not, but I’m getting there. Actually, I’m reading a book about it. It’s really eye opening.”

“You’re obviously not working hard enough if you have time to read a book.”

“It’s part of research. A vital part, from what I’m seeing.”

The problem, Jeff and Frank had realized from the beginning, was that understanding in detail how the Exchange worked was extraordinarily complicated. The professionals making their fortunes from Wall Street employed their own jargon, in part to convey ideas effectively but also to safeguard their propriety access to the lucrative trading system. Once stripped of the needless complexity, the system wasn’t that incomprehensible.

“Buy low, sell high” was still the lifeblood of trading. Computers and their role in the international market had caused that basic rule to become more complicated than ever, but it remained the essence of the Exchange. When someone wanted to sell, they offered the stock at a specific price. When someone wanted to buy, they listed the price they were willing to pay. Between them was a difference. When one party moved, the transaction took place, not physically off to the side of the trading pit as had occurred at one time, but with nearly unimaginable speed.

Algorithms zipped through the Exchange’s computers, searching for deals within the parameters the programmers had established. When a trade that fulfilled the parameters was found, it was made faster than the blink of an eye, with no human interaction.

The essence of this had always been to stand at the front of the line because there were always more buyers for deals at the right price than there were sellers. The logic was simple enough: More buyers at the listed price drove the price up. The stock available at a desirable price was gone before all the buyers were satisfied. Since getting to the front of the line was essential, the Exchange had a rule – the first to offer to buy was placed ahead of those to follow.

As there was more than one exchange in the world, stocks could be offered for sale or to buy at different prices at the same time. But like water seeking its own level, given time, every stock had but one price. The opportunity came when a delay existed in settling on that common price. In a process known as arbitrage, computers networked around the world reported differences in prices, and algos exploited discrepancies the instant they were discovered. HFTs made money if the difference was an increase in price, and most of them made money by short selling – that is, making money if the price fell. The difference was exploitable either way.

Those opportunities had always existed, but now with computers, they were hunted down as never before, and the chain of transactions took place at unbelievable speeds. This was the red meat for high-frequency traders and as a consequence accounted for a substantial majority of all trading activity, a percentage that grew with each passing month.

HFTs designed and unleashed more sophisticated programs than other trading systems. They paid for proximity to the Exchange’s hub engines to get themselves to the head of the line, beating out more remote competitors. They also possessed a comprehensive understanding of the market’s microstructure. No other traders understood exactly how the trading engines worked, precisely how trades were executed, how orders were prioritized – but HTFs did.

“I don’t know,” Frank said as they finished their meal. “It just seems to me that the stock market doesn’t work any longer, not in any logical way. It’s so complex and fragmented, no one’s got a clear understanding of how it functions. It doesn’t even seem to be about providing a marketplace where people can buy and sell securities. There’s all this other stuff going on all the time. It’s all smoke and mirrors, altered reality, like a video game. What’s scary is that I don’t think anyone understands all the new rules or the full extent and implications of this permissiveness. There used to be just a few kinds of trades and only a couple of places to make them. Now there are more than one hundred types of trades, and if you add the variations, it’s well over that. And there are plenty of places where you can execute them. It’s all intentionally complicated, if you ask me.”

“It’s computers,” Jeff said. “They’re a curse and blessing. They make high-frequency trading possible. And the billions of dollars they’re taking all comes out of the pockets of pension funds, 401(k)s, and regular investors.”

“It’s worse than you think. As far as I’m concerned, these HFTs simply manipulate the market, like I said. Consider this: In an old-fashioned traditional physical trade, a man with a bag of money might stand behind the buyer, demonstrating his interest in buying even more stock if it became available. He never needed to actually bid on the stock to influence the price; simply existing was enough. His presence alone tended to drive up the price. It worked the other way as well.

“These HFTs have perfected a system in which they can appear to be that guy with the big bag of money ready to buy, but without ever actually executing an order. The consequence is that the sale or buy price moves, and once it moves in its favor, the HFT programs execute in a millisecond and make a profit. All the while, no one knows if the guy with the big bag of money even exists. In most cases, the HFT never owns the stock it is offering to sell. If things don’t move the way they want – if the difference they spotted disappears before their order is filled – they just cancel it. As a consequence, over half the volume of orders processed by the Exchange are canceled. It’s nothing less than tampering. They aren’t making a legitimate offer to buy, or sell. They are trying to move the price to a point where they can make money. And nothing stands still. The HFTs are constantly inventing new, profitable ways to exploit financial transactions, novel ways only the sophistication – and speed – of their servers make possible.

“Listen to this,” Frank continued. “In May 2010, the financial markets plunged into free fall with no warning. In just minutes, the Dow plummeted almost one thousand points, something like nine percent of its value. It was the biggest single-day drop in history. Nearly one trillion dollars disappeared into digital vapor.”

“If you say so. I must have read about it.”

“We all did, and if you’re like me, it didn’t mean a thing at the time. Some shares fell in value to a single penny, if you can imagine, only to rebound to, say, thirty-five dollars within seconds. And in high-frequency trading, ‘seconds’ is a very long time. It worked both ways. Apple, for one, briefly traded at a hundred thousand dollars a share – can you believe it? – up from around two hundred fifty. It wasn’t alone. Then, within minutes, the stock market righted itself and recovered its losses.

“Trades were taking place so fast, a delay of thirty-six seconds crept into the system. Now, that’s a lifetime in this world. What it meant was that what the computers, even the real traders, were seeing was half a minute away from reality, so they were acting based on dated data. It was like 1929 all over again. They bought and sold, thinking the price was going one way, when actually, it was moving the opposite direction.

“The collapse was so extreme, so profound, it was like watching a pedestrian being struck by a speeding car. Then, as you tried to deal with the horror of what you’ve just witnessed, the victim stood up, brushed himself off, and walked away as if nothing had happened.

“Traders were shocked at what they’d experienced. Everyone wondered if it would start again. But it didn’t. They decided it was an anomaly, so they went back to business as usual right after. The SEC, Wall Street Journal, hedge funds, all looked for an explanation without success. All they did was give it a name – Flash Crash.

“Now, nothing like this could happen before computers, and that’s the point. Traders seeing such fluctuations in prices remotely approaching these would have used common sense and not participated. They’d stand down. But the computers applied the logic of their algos and reacted instantaneously, without consideration of the consequences or logic of the situation. Stop and think about this for a minute. If a thirty-five-dollar stock fell to, say, two cents, would you sell? Would you even be taking part in what is clearly a bizarre phenomenon? Of course not. You have common sense, you know something is very wrong. But the computers don’t think; they act. They sell at two cents, they buy at two cents, if there’s money to be made. Reality has nothing to do with their world.

“There was a lot of unease, even though the market recovered. They’d seen the pedestrian walk away, but it gave them no comfort. Everybody was really nervous, and the lack of an explanation only made it worse. There was the suspicion, the near certain belief, that high-frequency trading was behind it all. About a half year later, the Security Exchange Commission’s report was finally released. Just one enormous trade had gone terribly wrong, it said. That’s it. And get this, the financial markets weren’t prepared for it! That vulnerability, the SEC said, was because of the aggressive selling by HFTs whose computers had responded automatically to the market’s illogical behavior, exactly as traders had suspected. You get a few HFT algos responding to each other’s movements, and things spiral out of control before anyone realizes what’s going on. It’s not humans trading with each other; it’s computers. Cross-market arbitrageurs, looking to score a quick profit, piled on and drove prices down something like three percent.

“What the HFTs did was issue nonexecutable orders in batches. These were intended to detect early trends or to test latency. Critics claim their purpose was also to clog the exchanges, to create noise, to outmaneuver competitors. Pretty cynical.

“Now, stay with me here. You have responsible high-frequency traders. Their algos are set to pull out when they see erratic behavior. But you also have irresponsible high-frequency traders who are not so smart. So what happened was the smart HFTs left the trading field to the dumb ones. That’s why you had such crazy trading decisions.

“Here’s the big part, in my opinion. All this was caused by a trade of just over four billion dollars on a day in which the volume was two hundred billion. Think about it. What would a larger trade do if it went awry? Four billion’s a lot, but even more is not out of reach. What if the algos causing the disaster failed to correct themselves? What if the exaggerated prices remained fixed for more than a few seconds? And remember, these guys have all been forewarned now. They aren’t likely to be so patient next time. The Exchange keeps telling everyone they’ve put a stop to these computer issues, but there’s no confidence any longer in the integrity of the system. The same thing happened on the Shanghai Composite not much later. It collapsed six percent in just two minutes.

“The SEC report said that the regs that were supposed to prevent the Flash Crash didn’t. And that the Exchange was still vulnerable to large and immediate transactions. Those involved in the financial markets decided that the Exchange understood a little of what had taken place but not why. They figured it could happen again, and it did.”

“When?”

“Facebook and the disastrous BATS IPOs. Now the Facebook IPO was handled by NASDAQ while BATS did its own, but the lessons cut across the industry. Both of them had significant trading anomalies. What’s going on is that there’s a lot of unease and distrust in the worldwide financial community. The big guys have made plans against the day the next Flash Crash happens. The dark side is that if the immediate rebound fails to materialize, it would then be every man for himself. That’s an eventuality these new algos have already been programmed for. The market won’t have more than a few minutes to right itself before it’s everyone acting in his own interest and to hell with the market. No one can predict the extent of the potential financial abyss.”

“You’re saying Thunderdome?” Jeff asked.

“Why not?” Frank said. “The worldwide financial system is so connected, and becoming even more so, why not? It’s all run by computers, and even after such events, there were no significant security changes.” Frank looked around the room. “Everyone’s too busy making money,” he mused.

“Not everyone. Plenty are losing it. So what’s your plan? Bury gold in the backyard?” Jeff asked.

“That’s just it. What do you do? The point is not to stay in the stock market, but if you stay in currency, with the way it’s being devalued, you lose worth. So you buy property, right? Well, good luck with that. We’ve all seen how that goes. Getting the money out of the country and into a basket of currencies might work if there weren’t so many regulations working against it, and at my level, it’s not worth the effort. The point of all this is the average guy is getting screwed.”

“So what else is new?” Jeff asked.
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MACATUBA
SÃO PAULO, BRAZIL
12:11 P.M.
Following his meeting that morning, Victor Bandeira took the helicopter for the short ride to his residence in exclusive Macatuba. The small helicopter swept over the manicured estates below, banked left, slowed, then eased onto the helipad marked by two concentric circles and an X. The craft touched gently down and the pilot immediately killed the engine, then set the rotor brake. A minute later, Bandeira stepped out and walked briskly toward the main house, carrying a thin briefcase.

His son, Pedro, was waiting at the entrance, as the two of them were to have their midday meal here at Bandeira’s estate. Afterwards, the young man would join his mother at her home across the city before returning to Rio. It was his twenty-fifth birthday.

Set on nearly twenty-five acres with a main house of some nine thousand square feet, the estate was a necessary extravagance, as far as Bandeira was concerned. To be perceived as rich was as important as to be rich. In many circles, this display was unnecessary, as Bandeira’s position was well known, but he did important business, especially with foreigners, who needed to see his wealth on display.

The furniture in every room was specially built for the house. There were eight bedrooms, office space, a huge family room, and a dining room nearly as large. There was a four-season porch and terrace, a spring-fed pool, a game room he never used but his son enjoyed, as well as extensive grounds with fully mature trees and an orchard. There was also a guest and a maid’s house, even an acre of native forest that served as a bird sanctuary. Through it and the grounds wound a creek. Altogether, it was enough to impress even the heads of state.

Pedro Miguel Ademar Bandeira-Carvalho was a handsome young man with sleek black hair and a slim body. He possessed a slightly bookish demeanor enhanced by the rimless glasses he wore. He was dressed casually, and on the streets of São Paulo, he would be taken for exactly what he was – an IT professional, given to long nights writing code.

By design, there were no visible signs of security. The estate had the latest in technology, but Bandeira relied primarily on a devoted team of bodyguards, whom he treated and paid well. They were discreetly located about the grounds, nearly all out of sight.

The operatives were under the direction of Jorge César. Tall, slender, mustached, and nearly always dressed in an austere black suit, he was utterly devoted to the elder Bandeira. The two had attended school together. Afterwards, César joined the police. When Bandeira assumed control of the cartel, César left law enforcement and became his full-time chief of security. A quiet man by nature, he blended easily into the background, always alert, in regular contact with his security team.

Father and son embraced, Pedro kissing his father lightly on both cheeks. Bandeira set his briefcase down, then took his place at the head of the long dining table. Pedro sat to his immediate right. Except for the servant who brought each dish, they dined alone.

“Here,” Bandeira said, removing a nearly square wrapped box from his suit pocket. “For your birthday, my son.”

Pedro accepted the gift with a smile, then unwrapped it as Bandeira watched his face keenly. When the young man opened the box to see the dazzling wristwatch inside, he grinned broadly. It was the latest Louis Moinet. “It’s too expensive. Something more modest would have been enough. Really.”

Bandeira pushed the box and wrapping aside. “I saw you looking at mine one day. I thought you might like one just like it. There’s an engraving.”

Pedro lifted the watch and tilted it so he could read the inscription: Para o meu filho, Pedro, de seu pai amoroso. “To my son, Pedro, from his loving father.” He slipped the watch on, his grin never easing. Bandeira sat back, satisfied. He’d read the boy’s interest correctly.

“Now, let us enjoy our meal.”

They ate while discussing Pedro’s work in Rio, Bandeira nodding in approval, asking an occasional question but not as he might at a meeting. This was a festive event, a time he’d looked forward to for several weeks. Anyway, he was well briefed on what his son did, in every aspect of his life.

When they’d exhausted the mundane topics, Bandeira asked, “Is Carnaval ready?”

Pedro nodded lightly, his mouth full of food. When he finished chewing, he said, “Nearly. I think we’ll hit the benchmark.”

“I’m thinking about upping the take with it.”

“We’ve been on this for months now, pai, and we’re only a few days out from the IPO. Changes at this date could create unintended problems if we don’t have enough time to run a full range of tests.”

“I understand. But you have a good team. And … I have pressing needs. You understand.”

The pair waited as espresso was served with a dessert.

“We can try,” Pedro said, “but I’m worried there isn’t enough time.” Bandeira nodded without comment. The men took a bite, and then, to change the subject, Pedro said, “You know, you always said that someday you’d tell me more about your life. There is a great deal I know nothing about.”

Bandeira looked at him. “You would find it boring, I’m sure.”

“I never met my grandparents.”

Bandeira thought. “My parents? I suppose you are right. You’re a man now. Actually, except for the family story, you surely know it all as it is.” He leaned back and lifted a cigar from the table where the server had placed it with dessert. As he clipped the tip and lighted it, he said, “Where to begin? It was … so very long ago.”

Victorio Manuel da Silva-Bandeira had been born in the favelas of Rio de Janeiro. As he told the story now, he slowly lapsed into his childhood accent, the patois of the poor and disenfranchised of Rio. He did it without thinking and realized it had occurred only when he saw the sober expression on his son’s face. To speak the truth, Bandeira thought, I must speak in the language of truth.

His father, Miguel, had come from the north, he said, seeking opportunity in Brazil’s premier city. He’d found a job as an automobile mechanic, worked hard, married late, and had just two children, Victor and a younger daughter, Maria.

“My mother, your grandmother,” Bandeira said, “ran a cart that served meals on the street. You know the kind. You see them in every poor area of Brazil. Maria and I helped her from the time we were toddlers, but my father had greater aspirations for me and insisted I attend school when I was of age. He said I was smart.”

Bandeira was just as smart as his parents had thought, and he excelled in school. They encouraged him and at some sacrifice found a way to pay for his clothes and tuition. When Bandeira was a teenager, his intellect and personable manner were recognized, and under a new government initiative, he received a scholarship to an elite boarding school. The program was designed to identify bright youth and give them advantages that would ultimately contribute to Brazil’s emergence as a world economic power.

“Life was not easy on my parents,” Bandeira said. “A new gang took control of the street where my mother set up her cart each day, and they demanded so high a payment, it was nearly impossible for her to earn any money. When my father met with the chefe and respectfully explained the situation, he was savagely beaten.” Bandeira stopped at the memory, at the rage he’d known when he first saw his father’s wounds. “Unable to go to work, he lost his job, and for a time my family’s situation was very bad. I wanted to drop out of school to work, but he forbade it.”

“What happened?” Pedro asked.

“My mother agreed to sell more than food from her cart. She had no choice in the matter, frankly. It was either sell the small, folded-paper packets or go hungry. When my father was healthy again, he returned to the chefe, knowing another beating might well result. He explained that his wife could not openly deal in drugs. It would drive away her regular customers and inevitably lead either to her arrest by police or death at the hands of a rival gang. He suggested instead that she serve as a lookout and from time to time as a transfer point for wholesale packages. She’d serve a better role for them this way.

“The leader apparently admired his courage, or saw the logic, because he agreed. My father found work with another garage and life went on. For a time. You will find this hard to believe, but I was one of the first at school to show a real interest in computers. I was fascinated by them, even wrote a bit of code. Don’t ask. I don’t have it any longer, and I’d never show it to you if I did. Because of my interest in computers and because of my background, I had many problems at school at first. Most of the students were from well-to-do families, and it was impossible to hide my own poverty. I worked hard on my diction, but it was several years before I rid myself of my accent. I was taunted and teased until I beat one of the older and much bigger tormentors. I threatened to do the same to any student who told on me. Thereafter, I was left alone.” Bandeira paused to reflect. “In the end, it was my ability as an athlete that led to my acceptance.”

“So you were good at futebol?”

“Did you doubt it? I had more reason than most to work hard. It was important to me, more important than to players with greater ability.” Bandeira talked about the school, the teachers, the course of study, the girls who attended their own school down the street. “They were like angels for us to worship from afar.

“When I was sixteen years old, everything changed. The situation on the street corner occupied by your grandmother had continued for three years with no real trouble. The family had a bit of savings. My parents did not tell me what my mother was up to, but Maria did. There was nothing I could do about it, and what other choice was there? Other girls I’d known growing up now worked as prostitutes; most of the boys I’d played with as a child were either drug dealers or thieves, or both – if they weren’t dead or in prison. A few had taken honest jobs, but they lived no better than anyone else.

“A new gang wanted the territory. To make their point, they killed a number of the lookouts, including my mother and Maria. She was just fourteen. They’d simply been gunned down at the start of the violence.”

Bandeira stopped. His face became soft as he said, “You’d have liked your aunt. She was delicate. When you smile, it reminds me very much of her. It breaks my heart sometimes.” He sighed. “They gave me a week off from school to attend the funerals and mourn. I told my father that I was not going back, and he slapped me for the first time. ‘You will go back, Victorio,’ he said. ‘You will succeed. Why do you think your mother worked on those streets? For what? Some beans and rice in her belly? It was for you, for you. You were her hope. We need no drug dealers in this family, no thieves. You were, you are, our salvation. Study, work hard, succeed.’ That is what he said to me.

“So I went back to school and worked even harder. Three months later, my father was killed crossing a busy street. I never knew if it was an accident or if he’d said the wrong thing to the wrong man. That is when my life took a change I could not imagine. A few weeks later, I was invited to spend the Easter vacation with the family of my best school friend, Luís. He was a little wild and didn’t study, but he wasn’t a snob like the others. They lived here in São Paulo, and for the first time, I experienced up close the world of the rich.” Bandeira gestured lightly with his cigar. “This world.”

Ademar Carvalho, Luís’s father, he said, was the leader of a local crime cartel. Though uncultured, he’d become very rich and had sought the appearance of legitimacy later in life. He lived in an exclusive gated community near the Pinheiros district of São Paulo. Carvalho was a hearty, robust man who doted on his youngest son. For two years, he’d been hearing about Bandeira – the tough from the favelas, star futebol striker – and then he learned of the deaths of his parents.

“‘My home is yours,’ he told me. ‘You must enjoy yourself while you are with us.’ That was more easily said than done. The boarding school had always seemed luxurious to me, with its peaceful central garden and clean solid rooms, the buildings on tree-shaded and safe streets. We students were well taken care of, and I’d always found the food abundant, even sumptuous. But this was a different matter. Afterwards, Luís had to persuade me time and again to join him until finally I became more comfortable with the servants and the Carvalhos’ extended family.

“Ademar Carvalho had steadily worked his way up through the ranks of Nosso Lugar, emerging as leader some ten years before. His was not the largest such organization in the city, but it was well established within its area, selling the usual, running numbers, and providing women to the back-alley brothels.”

Carvalho had been impressed with the young Bandeira. He knew the boy’s background and systematically set about recruiting him. The most recurring difficulty Carvalho had was not rival gangs or the authorities; it was finding hardworking, loyal young men. Eighteen months after that first visit, when Bandeira graduated, Carvalho suggested he work with him a bit before deciding on his future.

By this time, Bandeira was ready. He’d paid attention, even asked a few discreet questions at school, read newspapers, gone to the library for more research, and understood just who Luís’s father was. His own father, he’d decided, had been wrong. And because of that error, the street and gangs had taken his pai, his mother, and his sister away. There was no place for honest people in the world, definitely not in Brazil. Carvalho was showing him the way, and Bandeira intended to follow.

“And I’ve never changed my mind in that regard, Pedro. I have pursued the correct course for my life.”

He’d worked a year in São Paulo, never on the inside of the operation but never left on his own on the deadly streets. He ran errands, delivered messages, supervised lower-level operations when the usual manager wasn’t available. He was forbidden to possess drugs or a weapon himself. He was scrupulously kept away from all violence. The chefe had bigger plans for him.

As a reward for his good behavior, Bandeira was given access to the better brothels, enjoying them almost daily, and was provided with enough money to dress properly and to move in the more respectable circles when he wasn’t working. After the year was up, Carvalho had taken him to lunch at his exclusive club.

“‘I want you to attend the university,’ he said to me. ‘Luís refuses. I hope you will try to persuade him to join you.’ In fact, by this time I rarely saw Luís. After school, he’d joined Nosso Lugar with a vengeance. He ignored every effort made to keep him away from the areas I was also forbidden. Rumor had it, he’d already killed two men, and he was never without a gun. Fast women, fast cars, cocaine were his stock-in-trade. I told his father I would try but—” Bandeira shrugged. “—he understood. ‘There is much we do that is very addictive for the wrong kind. You can never be sure how men will react when given some power and exposed to what is out there. Luís breaks my heart. Do your best,’ he told me.”

It was agreed that Bandeira would take a degree in finance and business. Carvalho would pay for everything. When it was time, he would join the NL in junior management and begin his career. It went well for Bandeira, though Luís was dead within a year. Thereafter, Carvalho drew him even closer to him and his family, finally suggesting the marriage to his daughter, Esmeralda.

* * *
Lunch with Pedro had gone well, Bandeira thought as he set off for the city. Rather than be shocked by the story his father had told, by the harsh accent of his youth, his son had been intrigued, perhaps even impressed. No, it went better than he had feared. Relief swept over Bandeira, and only then did he realize how much he’d worried about telling him the story.

The young man seemed to have completely recovered from his anger at his parents’ divorce six years before. Bandeira scowled at the thought. His former wife, Esmeralda, had not been suitable for his new station in life, not that it was her fault. They’d married young, and it was a good match at the time. Unfortunately, her approach to the bedroom had been traditional. Despite the reputation of Brazilian women as lovers, wives of the old school viewed sex as a service. Their attitude drove men to other women, but that was the way it had always been.

For the first years, Bandeira’s only real disappointment was that they’d had just a single child, a son, at least. But in time, with his greater success as he’d moved in better and better circles, the uncultured and ever heftier Esmeralda became an embarrassment. Then she’d fixated on his many lovers and, to his surprise, began making demands. After that, he brought the charade to an end. These were modern times. There was no reason for him to be shackled to someone unsuitable, certainly not after the death of his father-in-law.

Still, the divorce had angered Pedro, and for a long year he’d refused to have anything to do with his father. That had hurt, hurt far more than Bandeira would ever admit. A Brazilian’s son was as much a part of the father as he was his own person. The wound had gone deep, and Bandeira feared the estrangement would be lasting.

He’d placed his son in charge of the Rio team, responsible for an operation ideally suited for Pedro’s attention to detail and technical background. Casas de Férias, “Vacation Homes,” it was called. All Pedro had to do was keep on top of things and lead. And so far, the boy had done just that. He’d taken to his work with zeal, and Bandeira decided that his son might yet become a true man, a man capable of taking over the cartel when Bandeira’s time was done. Not that that would happen anytime soon. He had years to go yet.

Curiously, it was Esmeralda who’d made this possible. Once she became his ex-wife, their relationship had suddenly improved, to his great surprise. She’d taken to dressing in the traditional black of a Brazilian widow, and he understood that within her circle of intimates, she spoke of him in the past tense, as if he were dead. At first he’d been shocked, and he’d confided in Carlos Lopes de Almeida one night over drinks.

“She is traditional, Victor, that is all,” Almeida said. “She cannot accept divorce. It is not in her makeup. She has been married, she has a son, and now she has no husband, so she must be a widow. It is no more complicated than that.”

Victor realized at once that he was right. As a consequence, he saw Esmeralda only alone, never around her friends, so she could maintain her façade – not that he had occasion to see her that often. Still, her name had been on many corporate documents, and it was necessary from time to time to obtain her signature. It was on such an occasion that she’d raised the subject of their son.

“I have spoken with Pedro,” she said as they sat in her garden some months after the divorce. As a youth, Esmeralda had closely resembled the Mexican actress Katy Jurado. That had been no small measure of her appeal, he’d come to realize. Now, forty pounds and twenty-six years later, the resemblance was impossible to find. She did carry herself with dignity, but that was an affectation of her putative widowhood.

“I have told him that the past is the past,” she said, “that you are his father, and he must not treat you as he has.” She paused.

“Obrigado,” he said. Thank you.

Esmeralda inclined her head. “He has promised and I believe him. Call him. He will see you.”

That was the moment Bandeira wondered at the prudence of his divorce. Other times such as this flashed in his memory, times when she’d shown wisdom and a greater understanding of life than he often possessed. She’d never condemned his career and he rarely spoke of it in her presence, but there had been occasions when she’d known of his troubles and each time given considered advice, advice he followed. Maybe he’d been wrong to shut her out of his affairs so completely all those years; maybe he’d been wrong to divorce her when he should have embraced her fully as a trusted confidante.

But it was too late for that. “Obrigado,” he repeated.

“If I may suggest,” she continued tentatively, “you should find a place for him in your organization. A place of significance, though I understand you must craft him carefully; he is still young and untested. But he has ability, he is willing, and … he is your son.”

“I will do that.” And so he had. Vacation Homes had gone well, better than he expected, but his computer expert, Abílio Ramos, had much to do with that. Ramos had brought his wide-ranging Internet gambling enterprises under control, and Bandeira had enormous faith in his ability. Still, there was no question that Pedro had found his place. One of the reasons for their lunch had been to give Bandeira still another opportunity to consider the young man’s future. How long should he remain where he was? Where should he be moved next? Was it time?

When a longtime friend asked if Bandeira planned to change the name of the Esmeralda, he had shaken his head, saying it was bad luck to alter the name of a boat. The friend had accepted that, but Bandeira concealed the real reason.

Gratitude. Esmeralda had given him back his son.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
1:33 P.M.
That morning, Jeff had employed one of his Linux tools to perform a thorough inventory of the UTP system. After lunch, Jeff and Frank returned to their temporary office and logged on to the command and control, or C2, server to check the status of the automated scans of the UTP servers they’d left running. Jeff sat up straight. “Look at this. Rotorooter says there’s a file hidden with a rootkit.”

Rotorooter, as he had named it, was one of the programs Jeff routinely ran whenever he gained access to a system. It was designed to look for signs of rootkits, which were programs that hid files or other programs from the standard administrative and diagnostic applications a systems administrator would run.

“There shouldn’t be anything hidden in this system, not where we are,” Frank said. “Are you sure Rotorooter isn’t giving you an FP?” Wonderful as Jeff’s tools were, they did provide false positives from time to time.

“No, not entirely, but I don’t think there’s any reason it would.” Jeff showed Frank the Rotorooter’s output, and for the next hour, the men worked in conjunction, finally establishing that there was no problem with the tool, that a concealed file existed within the UTP, a place where none should. One odd turn occurred when Frank determined that embedded in it was the NYSE Euronext digital authenticating signature. With that knowledge they made several attempts to access the file employing standard system commands, all without success.

“Maybe it’s something left from the original coding,” Frank suggested, “something inadvertently squirreled away.”

“That’s possible, I suppose, but why a rootkit? Could Stenton have planted it as a test to see if we’d find it?”

“You mean as part of the pentest?”

“Maybe.” Jeff paused, racking his brain for explanations. “Or what if it’s some final security cloak to protect the trading software from an attacker who gets this far? Of course, the scans haven’t found anything else hidden, and if this is a security measure, there should be others, wouldn’t you think?”

“It could be the most security-sensitive file in the entire system, that’s why it’s been singled out for special treatment.”

There was another long pause; then Jeff said with a low voice, “Or maybe it’s malware.” This was the most logical explanation, as rootkits were a tool of hackers.

“But it’s got the Exchange’s code signing signature.”

“So why’s it hiding itself?” Jeff countered. “Besides, the stuff we planted has the same signature. Whoever put it here could have used the same trick we did.”

“Or it’s someone in-house. That’s more likely. It would make affixing the signature really easy.”

Just then, the door to their office opened. “Ready for a break?”

Jeff looked up. Richard Iyers was standing there with a warm smile. His office was not far away. From the first, he’d taken Jeff and Frank under his wing, showing them about the building, answering questions but never intruding on their work. He had said he understood what they were doing was confidential. He’d even made his gym available, but neither had had the time to take him up on his offer.

“Not now. We’re just back from lunch, and we’ve got a lot more to do yet today.”

“All work, no play. Maybe tomorrow,” Iyers said as he stepped away, careful to close the door behind him.
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TOPTICAL
JACKSON STREET
SAN FRANCISCO, CALIFORNIA
2:07 P.M.
The long meeting broke, and the mid-level managers who’d attended filed out while top management lingered, as was often the case these days. Scattered before them were the electric-blue covers of the revised IPO prospectus just released by their principal underwriter, Morgan Stanley.

Brian Cameron, CEO and cofounder of Toptical, looked down at his iPhone as if he had no interest in continuing the meeting. Samantha Mason, known as Sam, sat opposite him across the expanse of the conference table. In the hallway, staff went about their business paying no attention to them behind the clear glass wall. The topic was the same as always these last months.

Money.

Molly Riskin had launched into her favorite topic with her usual animation, hands slashing the air, her brow moving up and down as she argued against the pending IPO. Chubby, with bitten nails, she was one of the company’s first employees and had worked with Brian at his previous start-up, Enerva. She was senior VP of Toptical Sales and Marketing.

Gordon Chan, CFO, was to her left, while Adam Stallings sat opposite her. Dark, hard to work with on occasion, and a software engineer, Brian had moved Adam into management, a decision Sam thought was a mistake. He lacked the temperament, though she understood Brian’s recurring dilemma. He needed people he knew in positions of responsibility, and he required people who understood the system. What it meant was that Toptical was being managed essentially by self-taught executives while the crucial software was being largely written by newcomers. That didn’t bother Sam all that much, considering what the so-called professionals were doing to companies that had been household names during her childhood. As for the code, that was another story altogether.

The money talk was ironic in Sam’s view as Toptical had all started out as nothing more than fun and games. She couldn’t believe how fast a late-night brainstorming session had become tangible, how quickly Toptical itself had become a household name. She’d heard stories of the success of other “overnight” companies, many of them companies the general public didn’t know, but this! Now they were a week away from becoming rich. Very rich.

“The IPO is set, Molly,” Gordon said. He was a handsome man, fit with a finely featured face and near constant smile. “We heard you on this last year, and you’ve made your position clear many times since then. The decision is made. We can’t cancel at this late date. You need to move on.”

“Of course we can cancel,” she said emphatically. “It’s happened before. I’m not saying it will be easy and not cost us some money, but we’ve got it. If we stay as we are, then we remain in control, we can keep Toptical what we want it to be. Once we go public, we lose control. Doesn’t anyone else see that?”

Brian glanced up. “The decision is final, Molly.” He looked back down.

Molly stared at him as if he’d just walked into the room, blinking rapidly. “Okay, then consider this. The stock is overpriced.” This was a theme she’d repeated for the last month. “We’re set to go the way of Facebook.”

“Nothing wrong with that,” Gordon answered with a smirk. “Zuckerberg made out like a bandit.”

“Sure, and so did a lot of those at the top,” Molly continued, “along with the early backers and underwriters, but look what people think of them. They came across as greedy. I don’t know about you, but that’s not how I want to be seen. That’s not why I work here. That’s not who we are.”

Sam eyed Brian evenly. He was fixed on his iPhone, which lay on the blue-bound prospectus in front of him, occasionally punching at it. She’d been living with Brian four years earlier, when they’d been bitten with the bug. She and Brian had seen the inherent weakness of Facebook and of the other social networking sites, anticipated how quickly users would become disenchanted as marketers leveraged them, and they stopped being fun. They’d constructed Toptical with all that in mind, more for the challenge of it than for anything else. They’d thrown into the hopper everything they wanted in a social networking site, and a real company had quickly emerged from that.

What they devised was a one-stop shop, enabling businesses and users to establish accounts that integrated user groups, topics, family and friend groups, affiliations, video, and much more. It was far more comprehensive than Facebook because it had topics that served as discussion areas, a place to post videos, pictures, and articles, buy media content, play interactive games, obtain notices of discounts and coupons, and much more. It was of particular use to business customers because it integrated their various public faces, but let them connect to their personal identities, keeping the activities and membership of each side linked, but still separate. From an investor point of view it had a built-in monetization process, underdeveloped as yet, but demonstrated the potential for a dramatic upside. The buzz surrounding the IPO was everywhere.

Inevitably, the concept wasn’t so original now as it had been then. Now it seemed every major Internet player wanted in on the action. But they’d been first, they were by far the biggest, and they had the brand.

“Who cares what people think about us?” Gordon said, looking around the table for confirmation. No one reacted.

“We should,” Molly insisted. “Right now, we’re cool, like Facebook used to be. If we stop being seen as cool, it will hurt us. It will affect how successful the company is down the road. We need to think about that.”

“That’s crap,” Brian said, glancing up from the table. “You brought up Facebook yourself, and it’s doing just fine. What counts is the quality of our product. Anyway, the time is right for this. We need to take adv—”

“We’ve got maybe a two-year lead on the others,” Adam said. “That’s more than a lifetime in this industry. I think Molly’s got a point. I’d like us to keep control without having to consider investors, the SEC, all of that, but I agree that this may be our only shot at real money. I get that, so I’m on-board for the IPO. What I don’t like is Morgan Stanley releasing more shares. I think we’re oversubscribed, and it’s going to dilute our share value.”

“They told me demand requires it,” Gordon said a bit defensively.

“And what if their principal clients don’t come in as strong as they claim?” Molly asked. “What if demand isn’t as high as they tell us it is? We’ve got trouble that’s what. The stock could go into free fall.”

“The company’s valued at a hundred billion dollars today,” Brian said, now fully engaged. “That leaves a lot of room for market adjustments.”

“That’s hype,” Molly said. “It’s thirty billion tops, Brian, like the prospectus says. The other figure is for PR.”

Brian smiled mischievously. “It’s still a lot of bil—”

“And where’s the money coming from?” Adam said, interrupting again. “Isn’t that the big issue here? It’s not my side of the business, but the underwriters are concerned.” He tapped the blue folder in front of him. “They dress it up, but it’s there. It’s why they released this at the last minute. They’re covering their asses.”

“Google, Microsoft, Twitter, even Facebook, they’re breathing down our necks wanting to buy us out, and they’ve got deep pockets,” Molly said. “The money they’d spend acquiring us would be a loss leader for them. They don’t need to make money with us. We do.”

“It’s not just them,” Adam added. “Right this minute, in some garage, there’s another Brian and Sam working on an idea to take us out.”

“What do you think, Sam?” Molly asked, looking at her eagerly.

Sam shrugged. “You all know what I think. I’ve said it often enough, and I was outvoted. You were one of those votes, Molly, if you recall. We should position ourselves for a takeover rather than risk an IPO. I agree with canceling next week. This prospectus gives us plenty of reason. Our subscribers will think we’re rock stars. Our future is brighter if we’re taken under the wing of a major player. We can cut our own deal, which leaves us running the show. We still get rich, but we get to keep control.”

“She’s got a point,” Adam said. “Those two at Google want us so bad they upped their offer just last week. They’ll cover any costs of canceling the offering. I ran the numbers for myself over the weekend. I’ll do about as good with them as with an optimistic reading of the IPO. I could go with Sam on this, especially after reading this update.”

“There’s no risk,” Gordon said, his eyes still fixed on Sam.

“Right. No risk,” she said. “As for the IPO I agree the stock’s overpriced. I don’t claim to understand what our underwriters are telling us, but they’ve got us valued at one hundred times last year’s profits. I think that’s at least double where we ought to be. It concerns me.” She tapped the folder. “This revised prospectus is a warning, Brian.” She looked across the table at her former lover. This company had destroyed their personal relationship, and over this last year, he’d largely stopped listening to her. “What if Morgan Stanley’s major clients back off like Molly says? I think this report is telling them to do just that. What’s going to happen is that the public who love us and come in on launch day are probably going to take a bath, and Molly’s right there too; it will hurt us. And we’re vulnerable right now.”

“We’ll be rich,” Gordon said slowly, as if speaking to children. He hadn’t been there at the beginning. He’d come later. Brian had never told her why he’d hired him, but Gordon had joined a running company, and so he had a different perspective. He’d located this building for them for one. A former synagogue, it had been in a sad state of disrepair and never brought up to speed. Because of the poor heating and an inconvenient layout, everybody hated working in it, but he’d told Brian it was some kind of deal they had to take. It had an attractive appearance and impressed the second round of investors who were impressed by cool. It served as a persuasive forum from which he smooth-talked private investors, even handled some of the media duties. He was a natural.

And Sam trusted him about as far as she could throw him.

“Our early investors want their payday,” Gordon said. “We need to get that. They’re tired of us, tired of HDTVs in the work spaces, tired of our frat boy mentality, the lack of a dress code or even basic professional behavior.” He’d argued against all of that since coming on board, Sam had to give him that. “They want a professional management team.”

Brian made a face but didn’t speak.

“The IPO’s being manipulated, Brian,” Molly argued, leaning forward aggressively across the table. “Wall Street doesn’t care about Toptical, about our vision, how it changes lives, what it means to the world. All that matters to them is how much money the launch makes. And there are jackals out there who will sell us short at the first hiccup next week. We need to back out, now.”

“I’ve got confidence in our underwriters,” Brian said. “I’m not pretending I understand all the ins and outs. That’s Gordon’s area, but he tells me the price is about right. This isn’t science, Molly. No one knows the real value of the company.” With that last comment he shot a look at Sam.

Sam could still see what had drawn her to him: his smooth style, his steadiness under pressure, but for the last year, ever since the IPO date had been picked, she had this feeling that he was out of his depth, and knew it.

“Molly,” Gordon said, “you’re going to be very rich even if the underwriters are wrong. The initial shares being offered largely come from this table, and projections are that they’ll be snatched up. It really doesn’t matter to us personally what happens downstream. By ten o’clock Wednesday morning, we’ll be more concerned about the tax bite than the price of the stock.”

“That’s something else we need to consider,” Adam said. “Founders and early backers typically represent about ten percent of the stock first sold to the public. We’re over forty percent, not as bad as Facebook was, but bad enough. It makes it look like we don’t have any faith in Toptical and want to get our money while we still can.”

No one spoke; then Brian said, “We’re always one bad move away from insolvency. I think you all need to remember that.”

“Thank you, Jeff Bezos,” Molly said. “I’m not in this just to make money. Toptical means something. It changes lives.”

“It’s social networking,” Gordon said, spreading his hands before him. “That’s all. And what do you propose we do, Adam?”

Adam shook his head. “I don’t know. Be careful I guess. Maybe do what Sam suggests. It’s a lot safer.”

Brian leaned back. “Look at it this way: We’re top dog right now, and I plan to make sure we stay there.” His eyes turned to Sam’s face, as if acknowledging her role. “But the big boys are right behind us, not to mention the kids in the garage. We have no way of knowing if we can stay in front. We need to make it now. All this—” He gestured toward their building as if they owned it, as if everyone at this table loved it. “—could be gone in months if the public turns somewhere else. Frankly, I wouldn’t want to be in Facebook’s shoes right now.”

“And what’s this about changing lives?” Gordon said sarcastically. “Toptical takes people out of their boring existence. If they had real lives, they wouldn’t be using a computer as their primary way to connect with other people.”

Sam grimaced. “What if it goes wrong?” she asked. Brian looked at her sharply. “What if these wonderful underwriters are stacking the deck so they do okay no matter what? What if the IPO is a disaster?”

“That can’t happen,” Brian said evenly.

“It happened to BATS, and it was their area of expertise. Nobody made any money there. All they got was a black eye they’ll never recover from. It can happen to us. Don’t kid yourself.”

Sam noticed from the corner of her eye that they’d drawn a crowd. She hadn’t realized how loud they’d become. Several employees were gawking openly at them. Seeing her look they hurried off. Life in a fishbowl, she thought savagely.

“Let’s settle down and focus on what we should really be concerned about,” Adam said. “All that pricing stuff is out of our control. It’s all in place now. It’s the technology that really concerns me. I talked to someone with IT at the Exchange. They’re using a new program for us. I don’t like being a test subject.”

“I know about that,” Brian said. “It’s a special program just for IPOs. They don’t want any of the problems BATS had – or Facebook, for that matter.” NASDAQ had courted Facebook to handle their lucrative IPO; then their software delayed selling for half an hour on launch day. It had sent a shiver through the market. There was no telling how much money it ended up costing the company because of lost confidence.

“Adam’s got a point,” Sam said. “We all know the track record of untested code when it goes public the first time.”

“It’ll be fine, they learned from their mistakes,” Gordon said.

“What the hell do you know about it?” Molly snapped. “Stop pretending you know everything. You’re the finance officer!”

They continued for another ten minutes and in the end, settled nothing. As everyone filed out Sam held Molly back. When they were alone, Sam said, “I know you’re concerned. I appreciate the passion, but this thing is set now, Molly. I’ve had to come to terms with it, and so should you. We’re just along for the ride at this point.”

“I know. I know.” Molly was close to tears. “It’ll just break my heart if it goes bad. Toptical means everything to me.”
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EDIFÍCIO REPÚBLICA
RUA SÃO BENTO
SÃO PAULO, BRAZIL
4:56 P.M.
Bandeira’s office was located on the forty-third floor of the Edifício República, and he never failed to take in the expansive view at least once each workday. The towering skyscrapers, the choked streets below, even the ever-present pollution all represented wealth and power. They reminded him of just how far he’d risen. And as often happened at such moments, his thoughts turned to the past.

Though Victor Bandeira’s rise within the NL had been greatly facilitated by his marriage to Esmeralda, Carvalho’s unexpected death from a presumed heart attack just three years later placed him in a precarious position. Bandeira had not by that time been designated as the heir apparent – though that, it turned out, was what saved his life. He’d not been seen as a threat among those who vied for leadership.

Still, there’d been changes. For one, Bandeira had been removed from his safe sinecure and assigned responsibility for a street gang. The new chefe told everyone except Bandeira that the young man was soft, that he’d been coddled by Carvalho. To his surprise, Bandeira found he took pleasure in working the streets, taking part in the action, overseeing the executions or doing them himself. He understood finally the addiction of the streets, the allure of power, the sense of invulnerability that came with guns and violence.

But Bandeira was not a foolish man, and he knew that there was nothing in the streets in the end for him but death or prison. So when the opportunity came, after he’d proved his manhood to the chefe’s satisfaction, he was moved into finance, a safe cubbyhole where he was content to bide his time.

His movement up the ranks thereafter had been slow but steady. He’d been careful to remain on favorable terms with every potential leader and made no enemies. It had not been easy, but he’d managed to walk the tightrope. Only when he was finally in upper management, a mere rung or two away from the prize, had he acted. It had taken two deaths, one staged as an automobile accident, the other as a botched surgical procedure, but two years earlier, he’d emerged as the undisputed leader of Nosso Lugar. He’d moved quickly thereafter to clean out upper management of any potential rival. He’d not mentioned any of this to his son.

Over the years, Bandeira had studied the organization’s cash flow and slowly became convinced that it should move away from activities that made them the target of other cartels. They weren’t big enough to take them on. As chefe, he kept with the tried and true. NL still sold drugs within its territory and trafficked in prostitutes; these were the standards of their business, but he was careful not to expand. He ordered that they stop dealing in guns as he wanted to see fewer weapons on the streets and whenever he spoke with the other chefes, he made the point with them. Their men would always have the weapons they needed but it made no sense to be selling firearms to uncontrollable gangsters. He saw no sign that he was convincing anyone, but he kept at it.

Bandeira also cut back on the protection money NL took from small businesses. It no longer constituted a major source of income, and he knew from his own experience how counterproductive it was. He wanted thriving shops and stands in his area and his agents were able to use the loyalty of the merchants in other ways, as lookouts, to stash illicit items for a few hours or days, or to provide places of refuge when needed. In Bandeira’s view it had all worked out for the better.

While working in finance, even before becoming chefe, he’d become convinced that the future of real money was in computers and the Internet. He’d followed closely the growth of cyber-crime and even before he’d become head man he’d set up operations. As a consequence, NL was a major world player in Internet gambling, running the three largest such operations.

He’d moved aggressively against his competition in the early days. He’d sent men to infiltrate other operations and sabotaged their sites at every opportunity. He’d used denial-of-service attacks against rival gambling Web sites and to that end had a team of bright young men led by Abílio Ramos setting up botnets constantly, botnets that sat idle for long periods until his other teams put them to good use.

A botnet was a collection of computers connected to the Internet, thousands of them, in which the cyberdefenses had been breached, and they’d been placed under the control of an outside party, unknown to whoever owned or operated each computer. The computers were co-opted when someone using them executed a bit of malicious software. They may have been lured into making a download, or been penetrated by a vulnerability in their Web browser, or even tricked into running a Trojan horse program, which likely came through an e-mail attachment, often from a known source. Such infected computers were used to recruit other computers. Once within the computer, the malware placed the computer under the control of the botnet’s operator, known as the “herder.”

Typically the herder directed the botnet group to his own ends. Among these were denial-of-service attacks, and just the threat of one allowed the herder to blackmail the potential target. Introducing spyware was not uncommon and allowed the herder to collect the user’s passwords, credit card numbers, and banking information all of which would be used to loot his financial accounts. The planted malware might be something so simple as placing ads on the computer without the owner’s consent or employing the computer to distribute spam.

The reality was that the herder had at his disposal a vast network of computers he could put to most any use he desired, all without the knowledge of the individual computer owner or operator or both. The NL’s vast network had proved highly effective against others but in analyzing the uses to which they were put, Bandeira had determined that such vast networks remained largely untapped as future sources of illicit income.

Marvelous as computers were, though, he was still forced to deal with error-prone people. There was no getting away from it. He’d seen it time and again. Carefully designed systems stumbled because some idiot wrote sloppy code.

Just then, an aide entered quietly, waiting to be acknowledged. “Yes?” Bandeira asked, turning from the window.

“Your son wishes to speak with you. He says it is urgent.”

Casas de Férias, Vacation Homes, the operation managed by Pedro, had been slow developing and had been fully operational for only the last year. But careful planning and Ramos’s hard work had paid off. It was Bandeira’s special pride, and he had high expectations for its long-term success. He’d invested a bundle to make it happen.

The rewards flowed over the wires, bounced around the world, sometimes even into his own bank. This particular cyberoperation was about to turn into a cash cow, one he saw no reason he couldn’t keep milking for decades. The only negative he could see was that the millions they were making were small time. Billions of dollars were out there for the taking, it was just up to Ramos to figure out how. Someone, somewhere, was going to manage to steal from the NYSE without detection, why not NL?

“Padre,” Pedro said. “I’m sorry to report we have a serious problem. It’s just come up.”

“Tell me.”

Pedro laid out what was taking place in New York. He was worked up and Bandeira cautioned him to slow down twice, but he got it all out in the end. “So we’ve been detected?” Bandeira asked.

“That is what I’m told, though they don’t yet seem to know precisely what we are doing.”

“Tell me again about the killing.”

“This American was instructed to fix the problem he’d caused with sloppy code. His response was to kill the IT manager who stumbled on it.”

“That’s amazing. He did this on his own?”

“Yes. I’m shocked. I never thought things would go this far. This is a cyberoperation.”

Bandeira paused to consider the implications. “Has the body been found?”

“This happened in Chicago. Many killings happen there every week. The manager hasn’t been reported missing as yet.”

Bandeira suppressed his anger. There was no doubt what he’d do with the American if the man lived in Brazil. To kill without authorization unless in self-defense was absolutely forbidden in his organization. Even now, Bandeira considered dispatching César or one of his special operatives to take care of this. “How crucial is this man in New York?” he asked.

“Vital. He has access to functions we would not have otherwise. As part of his responsibility he is one of those who places code directly into the trading engines.”

A weak link Bandeira realized. Could anything have been done about it before now? Shouldn’t he have known this man was capable of such independence? And that he was a killer? Ramos should have known.

“Is this the same man who used a stealth program to hide key code?”

“Yes, the same.”

“He’s reckless and not just with computers. I made it very clear this was to be a cautious, low-key operation. I have planned to run it, or variations of it, for years. That’s why I’ve committed so many resources to it.”

“I understand. But … I didn’t recruit the man. That was Abílio.”

“Can he be controlled?”

“I … I really don’t know. I don’t know if any of us could have anticipated something like this. It is all so unexpected.”

“All right. I understand. What should we do?” This was not the first time Bandeira had asked his son directly for advice. Whenever possible, he followed it or some version of it. He knew he must build up the young man’s confidence and confirm his judgment.

“I’m concerned. I think we’re running out of time. We’ve taken ninety-four million so far, but we were expecting much more. “

“You see no chance this can be kept quiet?”

“I talked with my team here before calling you. As you know the code this man planted is concealed but the fact that it is concealed has been discovered. Abílio doesn’t know for certain, but suspects they are tracing our program.”

“Merda.” Bandeira closed his eyes. Right now, he wanted to have his hands around someone’s throat. He’d talk to César. This fool in New York was a dead man. He didn’t care how long it took. He drew a deep breath, then released it slowly. “What else do I need to know?”

“That is all I can tell you. Maybe we need to shut down and revisit our options.”

Out of the question, Bandeira thought. “I mentioned upping the take on Carnaval next week. You had reservations and so I did not proceed but everything has now changed.” He paused to think, and then, as always happened in the face of adversity, a solution came to him. “Pedro, here’s what I want you to do. You must trust me in this.”
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
5:09 P.M.
This was a rush job, but Marc Campos reminded himself not to be careless because of that. He had enough time to do it right. If he botched this, he’d make the situation worse than it was, and that was the last thing he wanted. Iyers had already made one major coding error, and Campos didn’t want to repeat it.

Recruiting him, Campos realized, had been a mistake. He’d thought Iyers a gifted code writer disenchanted with Wall Street, and he was right. The cynicism in his manner and voice when Iyers agreed to join him had been honest indicators of how he truly felt. But obviously there was much more to him than that. The man was louco.

In English, he was crazy, psycho. All of them fit. Traveling to Chicago and murdering an IT manager was so out of bounds, so extreme, Campos was still stunned that he’d done it. He’d not even wanted to tell Pedro but knew he had to. So far no one had asked him how such a thing could happen, but he knew he had to have an answer.

Iyers might be nuts – now, there was another word – but when he put his mind to it, he knew how to write code. The remarkable success of Vacation Homes was testament to Iyers’s aptitude. He was skilled in the use of the paths through to the deployment server so that their malware blended in, gluing the Brazilian code into the trading engine.

Once Iyers had agreed to work for him, Campos sent to Rio the trading engine source code and software architecture design documents he’d provided. From Rio, Campos received code drops and after reviewing them transferred them to Iyers for insertion.

Campos wondered if something was going on with the man that he should know about, but then dismissed the thought from his mind. Of necessity this project would all be over soon and the damage was done.

Now he’d been instructed to immediately launch Carnaval, in consideration for months. He would set Iyers loose on it; he had to. There was a great deal to do and not much time. Now, more than before, he needed Carnaval to be a great success. His instructions were to make it a hit and for that he required Iyers.

What really angered Campos was the need to bring Vacation Homes, his pet project, to an abrupt close. Yes, the potential payoff from Carnaval was substantial, but he had devoted nearly five years to Vacation Homes, and while it was true that even in the relative short year it was operational, he’d become a rich man, the project had barely scraped its potential. He was convinced they could skim a billion dollars without being detected, and in fact had honestly believed they could take ten times that given enough time, and without Carnaval.

Now this American fool had brought it all to an end. Campos had no doubt what would happen to Iyers once his access and skill were no longer needed. The man had figured out that Campos had a boss. What he didn’t imagine was how ruthless the chefe was prepared to be. His boss had put great stock in Vacation Homes, and in Carnaval, and would not be happy that a preventable coding error had ended it all before its time. Iyers had been cautioned about how code was to be revised. He’d understood but instead took a shortcut.

And that hadn’t been Iyers’s only misstep. When they’d first set up accounts to funnel the money out he’d carelessly stolen an identity that too closely resembled his own. He argued that it had been necessary as it was increasingly difficult to set up financial accounts with false identities. Campos had put a stop to his involvement in managing target accounts and now had it all done out of Rio.

As if all that weren’t enough, Campos didn’t like his hand being forced this way. When Pedro had first suggested Carnaval, it was Campos who’d opposed it. It was too risky he’d argued. It was crafted to exploit an IPO, and they could be very unpredictable. Such a launch might prove too chaotic. Now, on receiving instructions to initiate it immediately, he was convinced more than ever that Carnaval was a step too far. Putting it into place in a rush, aiming for so much, would doom it to failure, he believed. If it unraveled in the worst possible way, he might be caught before he left the country.

Looking up, Campos could see through one of the open office doors around the perimeter to the windows. The nearby taller buildings gleamed in the sunlight, catching rays like a mirror. He’d enjoyed these years in New York City. He regretted he’d not had time to see more of America. Well, he could always come back if he really wanted. But it would be good to be home again.

His mind turned to what he needed to do in the next week. He didn’t want to risk staying here much longer. Once Vacation Homes was shut down and especially after Carnaval was finished there’d be hell. Investigators would be swarming everywhere. They could look all they wanted. Marco Campos would vanish. The money would be gone as well.

From his work computer, Campos accessed the Internet using a server and student identity from New York State University, one of a group from the thousands of log-ins that the NL botnets had harvested to which he’d been given access for just these occasions. Students were always hacking each other’s identities as pranks or to get back at people for perceived social networking slights. He’d found in the past that a major university was an effective mask for what he was about to do.

He spent a few minutes in research, found two sites that looked right, and was satisfied when he visited the second, which he knew was the most popular. Data Retriever Solutions, or DRS, could have been anywhere from what Campos observed on their Web page. Likely it was physically located somewhere in the United States but its site was set up offshore, and when Campos checked, he saw it was registered to a corporation in Panama – about what he expected.

He’d already established a PayPal account and placed money into it from a throwaway prepaid credit card. Now he entered onto DRS as much information as he had on Jeff Aiken, including his business and residence address. Within seconds, he had his social security number, names of his parents and grandparents, schools he’d attended, his date of birth, which gave him his zodiac sign, even the name of two pets he’d had as a child.

Interesting, Campos thought, wondering where DRS had come by that information. Once he’d written it down, he returned to the first site and did it all again, this time using more of the information he’d just obtained. Nothing new there. Now he went back to DRS and repeated the process for Red Zoya.

A few minutes later, satisfied, he logged out. He walked down the hallway to the elevators, punched the button for the ground floor, then fingered the disposable cell phone he’d picked up for cash earlier that day. Sometimes, he thought, stepping into the elevator as he smiled at a coworker, technology just made all this too easy.

In the warming sunlight of the fall day Campos sat on a cement bench as he placed the call. Once he had a human voice at the other end, he fumbled the sheets of paper out.

“Yes, I’d like to set up a brokerage account.”
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Jeff had now turned his full attention to reverse engineering the hidden file. He and Frank had discussed this the night before, and though they accomplished what they’d been hired to do and could write their report, neither was satisfied with not knowing what this file did. Successfully reverse engineering it would tell them that. The downside was that not every reverse engineering effort went smoothly or quickly. So while Frank worked on the report and summary of findings, which included their recommendations for enhancing the cybersecurity for NYSE Euronext, Jeff worked on the mysterious software.

Reverse engineering meant taking a bit of software apart starting with the finished product and working backwards. This entailed going from implementation to the development cycle of the code, that is, to the time when it was first written. It was much like disassembling a toaster to see what made it work, except that in the software world, it was a process of examination only and did not involve modifying any of the code. The process wasn’t always successful, though with Jeff, it usually was.

Because the file was concealed by a rootkit, he suspected whoever created it didn’t want it to be reverse engineered, so he expected obstacles. It might take more time than he could reasonably justify to Stenton, which was one reason he’d hesitated, but he just couldn’t resist at least making the effort.

Jeff used a debugger to watch the file execute step by step. Whoever had written the code had, as he suspected, employed anti-debugging mechanisms, common in malware, which were intended to slow down and potentially discourage anyone from reverse engineering the file. Jeff was familiar with nearly all the known ones used, so though it slowed his work, it did not stop him. A software environment was simply too easily manipulated for code obfuscation to serve as a lasting barrier.

After several hours, Frank asked, “How’s it going?”

“I don’t know yet. I’m pretty sure it’s malware and has got something to do with trading. If so, it’s extremely sophisticated. But I still can’t clearly see what it’s meant to do, so I’m not positive.”

“You’ll figure it out, you always do.”

“Not always. I did find a string of numbers inside, but they aren’t related to anything, and they don’t fit any obvious pattern, at least not to me.”

“You sure they aren’t money figures?”

“I’m not sure of anything, but my guess is they’re identifying something.”

“Enjoy.”

“You know, the Exchange is lucky they hired us for this pentest. We’ve uncovered more than they feared was going on. We’re giving them more value for this test than they could ever have imagined.”

“I’m sure Stenton will be grateful when it comes time to pay up,” Frank said with a sly smile.
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Marc Campos was back in his cubicle and had accessed his computer but that was for show. He had no intention of taking the next step from his own workstation. That’s why this part had to be done now, as the place was winding down. A number of workers were taking a break before returning to finish projects due the next day. During the lunch hour and at times such as this, when workers often left their station, planning to return shortly, they didn’t always lock their screen. Idle computers required users to log back in after fifteen minutes. He didn’t have much time.

Still, this was risky, and he hated its necessity. So far he’d never taken such a significant risk. No, he thought bitterly, Iyers had done that for him.

Standing in his cubicle, Campos scanned the floor. Almost everyone was away from their desk. He rose, then slowly strolled down the hallway until he found an empty cubicle with no one occupying either side. He checked but the screen was locked.

He resumed his stroll and soon popped into another empty cubicle. The computer was unlocked. He sat down.

“Can I help you?”

Campos looked up. “Oh, hi, Rose.”

Rose Aquilar was a bit short and growing stout, originally from the Philippines, she already worked at the Exchange when Campos came on board. “Are you lost?”

Campos stood up. “I’m sorry. I was on my way out and realized I’d forgotten to check on something. I saw you were still logged in. I hope you don’t mind.”

Rose stared at Campos, as if considering her response. “I guess not but I don’t like sharing my computer. Your station’s not that far away.”

Campos stepped into the hallway. “I’m really sorry. My mind was somewhere else. I apologize. It won’t happen again.”

“All right, then.” Rose sat, logged off, stood pointedly, then said, “I’ll see you tomorrow.”

Campos went into the men’s room to give her time to leave the office. He stepped into one of the stalls, his hands shaking violently. That was close. What if she said something? Then he thought a second. Of course she’d say something. She was the office gossip. He should never have risked her station.

After five minutes, he went back out. Rose was nowhere in sight. He walked about the large space, ignoring the stations, confirming that Rose was really gone. He couldn’t risk her catching him at someone else’s computer but this couldn’t wait. Once he’d satisfied himself, he selected a station in the far corner. The user was still logged in but the timer was about to expire.

Campos rapidly downloaded a file from an internal site containing a collection of UTP diagnostic tools, this one with a backdoor he’d embedded that enabled it to execute commands from his own system – in essence, it was a disguised bot. Now he had access to this and other accounts on the network with no trace to his own location or computer. Campos programmed the backdoor so he could monitor the user’s connection to the jump server.

That done, Campos left the cubicle and waited for others to leave. He found four computers logged off for the day but located two other connected computers and did the same thing. The sooner someone accessed the secure zone through the jump server, the sooner he’d be finished.

He went back outside, bought a kosher hot dog from a cart, then ate standing up, savoring the moment. When he was finished, he returned to his cubicle and his own computer. One of the users he hacked was in the process of accessing the jump server as Campos had anticipated. Break time was over, time to get back to work. He piggybacked into the secure zone, leaving no trace of himself.

Now Campos meticulously searched for signs of Red Zoya and the specialized tools Jeff and Frank used in their work. He smiled slightly as he did. Satisfied at what he saw he planted in a version of Iyers’s trade manipulation malware very similar to the one used for Vacation Homes. Once that was in place, he dropped in the program he’d configured to blatantly manipulate trades, making no attempt at concealment. He set it up so the money skimmed from trades was moved into the brokerage account that he’d established earlier for Jeff. As an automated security measure the malware was programmed to delete part of itself and in so doing it extracted one of Jeff’s free cybersecurity tools, exposing it to view. This behavior Campos knew would trigger the antivirus program when it performed its next routine scan.

From this moment on, Vacation Homes would look as if it was Jeff Aiken’s pride and joy. Gotta love computers, Campos thought as he backed out of the secure zone. Now it was up to the Exchange’s IT sleuths and the software they had implanted, which hunted for just this sort of thing.

With this done Campos went in search of Iyers to discuss Carnaval. Everything had to move like clockwork from this point on.

DAY FOUR

THURSDAY, SEPTEMBER 13

HIGH-FREQUENCY TRADING UNDER SCRUTINY

HFTs Alleged to Harm Markets

By Frederick Z. Isaacs

September 13

Computers have reduced costs, increased participation, and improved the efficiency of stock markets the world over, according to the annual report of the Institute for Market Awareness. In its just-released report, institute president Arlene Bliss wrote that computers have linked exchanges, streamlined trading, and accelerated the flow of information, all of which has served the best interests of investors. But the report also cautioned that for all the good computing has brought to securities trading, it is now being used in ways not previously anticipated. The primary culprit is high-frequency trading while the driving principle is unparalleled greed.

HFT, as it is known, exploits the ability of supercomputers to execute trading opportunities in nanoseconds. Their highly sophisticated algorithms seek out price differences, then buy and sell at unbelievable speeds. The secret algorithms are referred to as Black Boxes.

Now that they dominate most major trades high-frequency trading companies are seeking new ways to leverage their advantage. The NYSE for one makes this easy by allowing new algos to be tested on their system without notifying them. More than once, such tests have caused serious disruptions in regular trading yet they are still permitted. In addition the NYSE allows HFTs to buy proximity location beside its super engines, giving them an advantage that others cannot exploit.

Competition with other exchanges is cited as the reason for NYSE behavior. “Administrators believe that if they do not allow proximity location or the testing of sophisticated algos other exchanges will and the NYSE will lose its advantageous place in world trading,” the report says.

Critics point out that such measures create tension between the need for security within the trading platform and the desire by the NYSE to serve the demands of its major, and favored, players. “While playing favorites raises the issue of fundamental fairness,” Clara Derns of the Investors Action League says, “its willingness to accept freewheeling algos and to grant favored access is courting disaster. The day is coming when the system will suffer a cataclysmic collapse because of high-frequency trading. It is inevitable given the current practices of the NYSE.”

According to the report, “NYSE is confident that high-frequency trading can be effectively managed. There is no reason for undue alarm.” The report concludes that such optimism is unwarranted.

Everyone in the industry knows that new regulatory controls are coming. While it is unlikely they will end the abuses of HFTs they will certainly make their current practices more difficult. In retrospect, these may well be seen as the halcyon days. The consequence is that greed is sure to drive these mysterious traders to even more extreme actions, which could create worldwide economic instability.

Bliss declined comment beyond what is contained in the institute’s annual report, adding only that she has grave personal concerns about the future for traditional market investors.

Internet News Service, Inc.
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GRUPO TÉCNICO
RUA ADOLFO MOTA
GRANDE TIJUCA
RIO DE JANEIRO, BRAZIL
11:46 A.M.
Pedro Bandeira entered the company office and was taken at once by the sense of urgency. His three employees were in their cubicles, each working intensely on their computers. He nodded in satisfaction as he passed through to his corner office opposite the door. Preparations to launch Carnaval were in full swing now. What had been a new dimension of the ongoing effort, one intended to be brought out for each major IPO, had in a single conversation become the primary effort. And his father’s orders were explicit: Get as much as possible, then vanish and cover their tracks. He wanted no less than a $10 billion payday in under one week.

Ten billion dollars.

Pedro could scarcely conceive of such a sum. To take so much, in so short a time, to move it away safely, all was a challenge and no one involved was convinced it was possible. But he was determined to do this right, to make it the crowning success his father wanted.

Located a few blocks from the famous Maracanã football stadium, the office for the generically named Grupo Técnico was housed in a former mansion. Built at the turn of the last century it was a simplified form of the classic Portuguese Baroque style. When the wealthy abandoned this quarter of Rio, the building had been converted into apartments for a decade, then reconverted into office space. One of the cartel’s legitimate companies had acquired the building, then remodeled it for Grupo Técnico, which used only the second floor.

A reception desk sat before the two enormous French doors of the main entrance. It was here the interior guard normally sat with his surveillance monitor. Behind his chair was a waiting area with two burnt orange – colored overstuffed chairs and a matching couch. To the left were doors to break and storage rooms. The right side consisted of the wall, still displaying the original murals of romantic country scenes, the colors now faded to irregular pastels, with long windows overlooking the exterior, where an English-style garden had once been. To the rear of the salon and to the left of the couch was a rear door. On the other side was the staircase, which turned once at an angle to the right, leading up to a landing. Around the second floor was a narrow mezzanine that led to the former bedrooms and living quarters. The Grupo Técnico offices were at the immediate top of the landing, where they had a clear view to the large room below.

The building was set just back from the center of a large square parcel of green. For security concerns, the overgrown trees had been removed along with the shrubbery. Nothing remained of the former luscious garden but a flat expanse of grass broken only by a single asphalt driveway ending in a circle at the front doors. In the rear, to one side, was a helicopter landing pad, occasionally used by Victor Bandeira. On the opposite side of the lot was a long low structure, once a horse stable, that now stored gardening tools.

The grounds were surrounded in typical Brazilian practice by a high block wall topped first with glass and metal spikes, then with four feet of electrified wire. The building itself was visible from the street only through the oversized ornate automatic metal doors for cars. Beside them was a door for pedestrians while just inside was a sentry box, concealed within the compound.

Security cameras, with night-vision capability, covered both the exterior and interior. The monitors were manned on the first floor twenty-four hours a day. In addition to the sentry there was always at least one guard on foot on the grounds of the mansion and within able to respond on a moment’s notice. Three in all, four if you counted the entrance sentry present during the usual workday. For all this, the security was discreet and nothing to the outward eye brought attention to the company.

Pedro lived within walking distance of his office near the Quinta da Boa Vista, the park where the historic Imperial Palace was located. This wasn’t the very best part of Rio but it was nice enough for his taste. He disdained the ostentatious lifestyle of some of those he’d grown up with and often found his father’s pretension an embarrassment.

Pedro had successfully managed to keep surveillance cameras out of the work area and the rear patio, where he and his staff took breaks. César came by from time to time for a security inspection. There was nothing Pedro could say to prevent that.

For all this the security was not really all that much greater than for many businesses in Rio, where theft was institutionalized. Uniformed armed guards were a common sight and Pedro could have named any number of businesses with significantly greater security.

Lunch with his father had brought no new information, though perhaps a bit of insight. Pedro’s mother had already told him the truth about his father years before. Even then, it had come as no surprise. He’d known since childhood that his father was senior in the Nosso Lugar cartel in São Paulo, later chefe. His school friends told him, and at first, it had been like being told there was no Papai Noel. He respected and adored his father. To learn he was a criminal had been the cause of more than one school fight.

In the end, he’d decided that it was of no concern to him. He led his own life, let his father live his. Then, like a thunderbolt, had come the divorce. There’d been some divorces among the parents of other students but it was rare, and frowned upon. The children of such families were taunted.

Angry, and over his father’s objections, Pedro had dropped out of school. The more the man insisted he return, the more determined Pedro was to stay out. More than once, he’d dared his father to hit him as Brazilian fathers had a right to do but the man resisted, though clearly he’d been tempted. The worst times were at the family house, which his father had kept in the divorce on a day when one of his mistresses was there. These were women younger than Pedro, women who’d given him the “look” as his friends called it, telling him they were available if he was interested.

It was disgusting. How could his father abandon his wife for such women? To keep them on the side, out of sight, that was tolerable, but this …

Pedro had been more driven than ever, spending his nights in upscale nightclubs, drinking and smoking too much, indulging in soft drugs, engaging in careless sex, angry, headed for trouble. Finally, his mother had confronted him, persuaded him to return to school, then later, to work for his father.

“You are his only son,” she said. “You must.”

“The only son you know about,” he’d answered, his eyes slipping away from hers as he spoke, regretting his words at once.

Esmeralda hadn’t missed a beat. “You are his only son by his wife and that is what matters.”

Pedro had consented as much out of curiosity as obedience. Anyway, he was sick of the life he was leading. What, he wondered, did his father really do? Yes, he was a criminal but in Brazil that could mean many things. Were the stories of drugs, prostitutes, and extortion true? His classmates had no doubt. His father said he was a banker. At least that’s where his office was. Pedro had met the president of the republic there. He’d met other important figures as well. Did such men associate with chefes? And why his interest in computers? Could his claim that he wanted Pedro to run a legitimate company be true?

The only real surprise at the lunch was learning how his grandparents had died and that he’d once had an aunt. He’d been shocked to hear his father speak in that gutter dialogue of the favelas, impressed with the way he shed it so easily and returned to his usual speech. Leaving the house afterwards, he’d wondered which was real. In which language did his father think?

Renata Oliveira entered his office. “We’re already having trouble with Carnaval. I’m really concerned.” In her early thirties, Renata was a single mother. She was nothing but business in the office. With average looks she was in no danger of turning heads and neither of the two male employees had ever shown an interest in her, for which Pedro was grateful. She was steady and very hardworking.

“What kind of trouble?”

She took a chair and scanned her notes. “The trade matching engine code in New Jersey has been updated, and we’re having to take time away from Carnaval to adapt our code.”

“We’ve done that before.”

“Yes, but never with so much more that has to be done and very little time. The major problem with Carnaval is we have to wait for the next update to get our revised code in. There’s only one scheduled between now and next Wednesday. There might be more given the problems they seem to be having, but we have only one definite shot and have to hit that mark.”

“Can we?”

Renata looked uncertain, then said, “I think so. We’re also busy creating dozens of holding accounts with multiple layers of misdirection through which to funnel the money. But it’s a lot, much more than Carnaval was intended for originally, and we almost can’t have too many of these. I’d feel better if we had hundreds. But I worry about mistakes with that and the coding. Everyone’s tired and going to get even more tired before we are finished. Most of the team has been up since you told us the new priority.”

“The confusion and activity of the IPO will help to hide us.”

“Of course, but we can’t depend on that alone.”

No news there, Pedro thought. “So how’s it coming?”

Renata looked nervous. “Slowly I’m afraid. But we’re working flat out.”

“Whatever you come up with will have to do.” His mouth turned dry. “What else?”

“With the target number you’ve given us we can only get half from the IPO without having the Exchange shutting it down. We’re running analysis to identify the high-volume, highly volatile stocks we need for the non-IPO companies we can exploit through Vacation Homes. Again, we need a lot of them so when we pull out money, it will appear anomalous. We require very specific stocks to make this part work. I could use ten more people.”

“That’s not possible. But I’m back and will work with you. We’ll make it. You’ll see.”

Renata nodded, looking doubtful, then returned to her desk and went to work.

It was times like this when Pedro really felt in charge of the company. At first, Abílio Ramos had been the actual boss. No one had said it, but Pedro understood. He’d set up his father’s gambling operation, even spending time in Costa Rica until he had run afoul of authorities. After that the operation had become fully computerized with operations spread worldwide, serving more as the middlemen for the major online gaming operations. Ramos had done a good job from what Pedro knew, and at first, he’d been a bit in awe of the man.

Even after Ramos had left Brazil, the two had talked nearly every day and still did before Pedro’s team did anything significant. Pedro’s father required it. “We must be on the same page,” he said.

Pedro could see the truth of that as what they did was complicated; not just the doing, but the concealing. Yet it still irritated him that he had to check in with Ramos. Now that they were in the final phases of the biggest operation yet he and Ramos communicated every few hours.

Pedro leaned back in his chair. Ten billion dollars. Was such a sum even possible? He’d expected to work at Casas de Férias, Vacation Homes, for at least another four or five years and anticipated taking perhaps a billion dollars over that time. That had seemed like a lot to him.

Now to learn he must increase the take ten times and set it up within one week, execute it on a single day, within the window of a few short hours, was almost overwhelming. But he’d been fascinated at the prospect. The systems were in place. They had plenty of experience moving the money and hiding their tracks. And the code his people had devised was elegant, beautiful to watch operate.

What would taking such an amount do to the world financial markets? Casas de Férias had been created on the assumption that money would be removed from many unrelated transactions, spread over time and distance. Any one company would feel the pinch but the high volume of trading activity, the usual fluctuations in price, would serve to mask what was going on. If anyone suspected what had happened, they’d be a lone voice complaining about it. The Exchange wasn’t going to admit that an operation like Casas de Férias was possible, that their Holy Grail, their servers, had been hacked. Not even if they found the code, not even then would they acknowledge it. No, the beauty of what NL did was that their primary target would ultimately work just as hard to hide what they’d done as they did. It was like burglarizing a mansion knowing the owner would never call the police.

But Pedro’s gut, his common sense and his experience, told him that $10 billion in a single day was too much, too risky. Even Ramos, so devoted to his father, had expressed reservations. Would the Exchange conceal a loss of such magnitude? Could it even manage to?

But this wasn’t his concern, Pedro reminded himself. He had his instructions. What rankled was the necessity. He still had no idea what had gone wrong. Ramos had said nothing to him nor had his father but something had. Five years they’d been at this, four of them to set it up, to begin earning, and now this.

It was someone, Pedro thought. Not code error but human error. It had to be. That was nearly always the way. The fewer people involved with an operation like this, the less likely there’d be a mistake. But they’d never have pulled it off without inside help and that was always the weakest link.

For all the interest Pedro had in the outcome, for all the money he and his team would make, for the satisfaction he’d feel at pleasing his father and mother, he had already decided to walk away. He’d thought he’d be at this another few years. Now he realized he could leave within a few weeks. The reality had come to him the night before, as he’d gone to bed and his excited thoughts at the pending prospect had kept him awake until almost dawn.

The fact was that he didn’t want to be a criminal. He’d watched his father closely since coming to work for him. True, he lived an opulent life and exercised great power, probably more than he realized Pedro knew, but how could he sleep at night? How could he live constantly looking over his shoulder, with César and his men always there? That wasn’t the life Pedro wanted for himself.

The pressure of Carnaval and the expanded Casas de Férias was bringing his fears and suppressed aspirations to the surface in ways he’d never experienced before. He had friends who had no idea who he was. That was one reason why he’d insisted in locating the company in Rio, away from his father’s interests. He’d also insisted the company be legitimate from all appearances, that it conduct itself exactly as a legal operation did. He liked being accepted for who he really was, not treated with respect by those wanting favor with his father. He’d had too much of that in his life.

And he needed to leave soon he’d decided, which meant Carnaval was an opportunity. The longer he stayed, the more deeply he’d be pulled into his father’s world.

Pedro turned to his screen as he heard the familiar Skype sound. Ramos wanted to talk. Pedro sighed, pressing back in his mind the one nagging thought he’d had since lunch the previous day.

Would his father let him go?
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ENFORCEMENT DIVISION
SECURITIES AND EXCHANGE COMMISSION
NEW YORK REGIONAL OFFICE
200 VESSEY STREET
NEW YORK CITY
4:01 P.M.
Robert Alshon, senior SEC investigator, picked up the telephone. “Susan? Could you come by my office at once? Thank you.”

Alshon was busy with the printed sheets in front of him when Susan Flores knocked lightly at his office door. She came in and sat down in an armed chair in front of his desk. She was not yet thirty years old, single, of average size with long jet black hair. She was part of Alshon’s team but was more than a little intimidated by him. His expectations were always difficult. She raised an eyebrow.

“We’ve got a hot one from the SSG at the Exchange.” SSG was the Server Systems Group of the Infrastructure Management Department of the New York Stock Exchange. They were the digital cops responsible for detecting irregularities within the code, but especially potential criminal conduct. Alshon met her eyes with that same intensity he always showed at the beginning of a chase. Forty years old, formerly with the Federal Bureau of Investigation before joining the SEC, he handled “big ticket” cases of insider or fraudulent trading. He was broad shouldered, with short clipped graying hair and a trim black mustache. He was known as a bulldog for his relentless investigations and attention to detail. Arrogant and on occasion nasty he was the best and Flores considered herself lucky to be part of his investigation team.

“They’re still at it, so we’ve got a chance to catch them red-handed,” Alshon continued with obvious pleasure.

“How big?” she asked. When it came to securities, she’d once told a girlfriend, size was everything.

“I can’t say at this point. That’s one reason I want you on this. The scope is extensive. A rough guess would be in the neighborhood of eight to twelve million dollars, though if it was twice that, I wouldn’t be surprised.”

“How long?”

“They don’t know; likely only a few weeks. It’s a pretty clever operation but then they’re exploiting a position of trust. That always makes access easy.”

“What do we know?”

Alshon leaned back in his chair. “Some weeks ago, Stenton’s team spotted a random bot on their system. It was one of those auto-spreading robot things that never should have got by their defenses. They were due for a penetration test so decided to bring in an outside team, someone new for a fresh approach. They hired some genius out of D.C.”

“I read about the bot on the way in this morning. Who’d they hire?”

Alshon looked back at the report. “Jeffrey Aiken, Red Zoya. Know it?”

“Not the company but the name sounds familiar. It will come to me.”

“I’m talking to Gene when we finish and will have him get me all the info on this Aiken guy and his company.” Gene Livingston was the team’s primary researcher. “Anyway, it seems they’ve had some success and a few days ago penetrated the New Jersey engines.”

“Wow. They tell me that isn’t possible. How long did it take?”

Alshon grimaced. “Something like two weeks.”

“That’s impressive.”

“Maybe not. They may have been working on this for a while.”

“If that’s true, it’s quite a coincidence them getting hired for the penetration test.”

“Good point.” Alshon leaned forward and wrote a quick note to himself. “Maybe there’s more here than meets the eye. Bill Stenton hired them. I’ll have Gene look for a connection.”

“Bill’s clean I’m sure.”

Alshon smirked. “Trust me. You never know. Anyway, IT says they’ve been inside a few days but – now, get this – they’ve not reported the penetration. And they’ve been doing some very funny things in there too.”

“You know the timing is interesting.”

“How’s that?”

“There’ve been reports for months now from brokers about unexpected losses.”

“They’re always complaining, looking for someone to blame.”

“I know, but I understand Bill has received a series of complaints about trades coming in well under projection. He’s been looking into it. Maybe that was the real reason for the test.”

“How much are brokers reporting?”

Flores shook her head. “I don’t have figures but I understand it’s in the tens of millions, more than a million per incident in some cases.”

Alshon made another note. “I’ll have Stenton prepare a report for me of these incidents once we clear him and tell him what we’re up to.”

“What do you want me to do?”

“I’m forwarding the IT report to you. You’ve got access. I want you to go in there and take a look at what they’re up to, confirm suspicions. I don’t like trusting an outside party. Be sure they don’t see you in there. In the meantime I’ll turn Gene loose. I’m going to move fast on this one. My gut tells me we don’t have a lot of time. It’ll be good to catch them in the act. We’ll talk next morning. You’ve got a long night ahead of you.”

“All right. When is this penetration test supposed to wrap up?”

“They don’t know. It should already be finished, but like I say, they’re still in there, doing God knows what.”

“All right.” Flores stood up and moved toward the door, then stopped and looked back. “You know, sir, there could be a good reason why they haven’t reported penetration yet. That by itself isn’t suspicious.”

“Read the report,” Alshon said with an edge. “There’s two of them on the team. They’re a nasty piece of work. They’re both ex-Company men. I’ve had experience with this kind before.” He glanced at his wristwatch. “Stay on this and keep me updated. I’m catching the shuttle to D.C.”
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HOLIDAY DAY INN EXPRESS
WATER STREET
NEW YORK CITY
5:06 P.M.
“I’m having a beer. Want one?” Frank asked as he went to the minibar in his room.

Jeff shook his head as he sat. Frank passed him a bottle of water. “Let me tell you where I am. I still don’t know what those numbers in the hidden file mean, but I’m filling in the holes around them. I’ve been focusing on what the code does. It looks like it interacts with another component on the trading servers. It seems to search for particular conditions within defined trades, then takes part.”

“And it’s malware.”

“Absolutely.”

“So whatever it’s doing is bad. Sounds like it’s taking money. What else would malware be doing within the Exchange’s trading engines?”

“Almost certainly, one way or another. I suspect that it’s found a way to get into legitimate trades and take a piece of the action. I can’t be sure, but I think that’s it. Everything fits.”

“If it did that, the Exchange’s security would catch it.”

“I think it’s more sophisticated than that.”

“Those numbers might be accounts. Maybe those it accesses or where it sends the trades.”

“That’s what I’m thinking, but they could be anything. I’m hoping to puzzle it out tomorrow. I know we need to close this engagement out but I really want to understand what is taking place.”

“The report’s about finished, except for what you’re doing. Do you have a meeting set?”

“I called to schedule it,” Jeff said.

“When?”

“His secretary’s supposed to get back to me.”

“Is Stenton out of town?”

“I don’t know.”

“You’d think he’d want to hear what we have to say. Did you read the Times today?” Frank gestured at the copy he’d picked up earlier. Jeff shook his head. “The bot that got us this gig is in the news, in the financial section. According to the article, a former Exchange employee revealed all the details, and there’s a fracas since the New York Stock Exchange security is supposed to be the best in the world.”

“The bot was harmless.”

“Not according to the article. The ex-employee is claiming all kinds of damage has been done and the Exchange, in particular Stenton, is covering it up. The article suggests that the extent of the malware is vast.”

“Wow.”

“And the stock market tanked today, down something like ten percent, a record of some kind.”

“Think about what would happen if they knew what we’d found.”

“Jeff, imagine what would happen if they knew what we’ve managed to do in such a short time.” Frank paused, then continued, “Stenton told you this pentest was urgent, and it turns out he was more than right. Just the two of us pulled penetration off, Jeff. Think about it. We might be geniuses, at least that’s what I tell my wife, but there are plenty of bright geeks out there. If we can do it, so can they. How many others have got in there? For all we know the Exchange computers are leaking like a sieve. Stenton needs to hear that, and see how we did it. Just from what we’ve found they’ve got a lot of holes to close and procedures to tighten. That’s especially true with the heat turned up.”

“Yeah.” Jeff shrugged. “I understand but if he’s in no hurry to get our report, that’s fine with me. In my opinion, this malware is more important than the fact we managed the penetration, especially now. I think we need to know what’s going on before we report. Another day should give us some answers. We’ve worked pretty fast so we’ve got the time.”

They sat in silence for a bit; then Frank said, “What? You’ve got that look.”

“Nothing really.”

“Come on.”

“I’m probably just reading something from nothing. But Stenton’s secretary sounded … I don’t know … uneasy. I can’t put my finger on it. I was probably just tired.”

Frank grunted. “Now that you mention it I’ve caught a few looks in the hallway.”

“What do you mean?”

“Nothing that registered at the time, just looks. Is something going on we don’t know about?”

Jeff shrugged. “If we don’t know about it, how would I know?” He grinned. “You sound paranoid.”

Frank sighed. “I just want to get home. I miss everybody.”

“Well, I’m going for a run. We’ll save the world financial system tomorrow, then get back to our lives.”
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CENTRAL PARK
NEW YORK CITY
6:13 P.M.
Jeff finished his first lap of the Lower Track. He hadn’t run enough since coming to New York. Only now were the kinks easing out of his body. As he reached his start point, he picked up his pace, settling into the mile-eating stride he ran back home.

This project was turning out to be much larger than he’d anticipated. He’d been flattered when Stenton first contacted him. Though Red Zoya had done work for other well-known institutions, most of what it did was behind the scenes, often not even known in the cybersecurity community. An engagement such as this was very high profile. Their successful penetration of the trading platform of the New York Stock Exchange would get out, he had no doubt. Even though there was a standard confidentiality clause in the contract, one he would keep, a number of employees at the Exchange would know what they’d done, they’d chat about it through social media and post their thoughts online. Word would spread and the result would be even more high-profile projects, and though money wasn’t primarily what this was all about, it was an important component. If what he thought was about to happen took place, he’d need to expand.

Which returned his thoughts to Daryl. If he was going to build Red Zoya, there was no one else he wanted to build it with. Even Frank for all his expertise and abilities was at heart a family man and at this point in his career could not be expected to give the time to the company such an expansion would demand. As Jeff thought about how to do this his mind returned again and again to Daryl. Her ability, her contacts, how they worked together were simply perfect.

The other side of all this was the idea that maybe he’d been wrong about them. Everyone who knew the two of them told him he’d made a mistake. Sometimes outsiders see things more clearly than those involved do. Wasn’t that the nature of a pentest after all? You take for granted what you know. It’s someone on the outside who can see the strengths, and weaknesses, clearly. Maybe the fact that he had had no interest in anyone else during the past year was telling him something.

As Jeff finished his second lap, he picked up the pace again. Would Daryl even want to come back? Was there any point in considering it? For a second he thought about presenting it to her as a strictly business proposition. Red Zoya needed her, they worked well together, with their combined experience and contacts the company would thrive.

He almost laughed out loud at the thought. No, if they got together again, it wouldn’t be only as business partners. At the least there was too much history. And there was no denying the strong mutual physical attraction. A purely professional relationship, at least for him, would be out of the question.

So what to do? What if she was seeing someone? Or living with someone? His heart sank at the thought.

The fact that she hadn’t contacted him, even professionally, in the last year had come as a surprise. When he’d last talked to her that night at the town house, he’d never meant they’d have nothing to do with each other in the future. In fact, he’d been sincere when he said they’d remain friends. After all, they’d been colleagues and friends before they were partners and lovers, why couldn’t they return to that? It had seemed reasonable to him.

Then there’d been this long, unsettling silence. Jeff realized that for months he’d been looking for an e-mail or text message from her. Maybe, he thought, she’d been doing the same thing.

* * *
Richard Iyers stood concealed in the heavy brush as he watched the runners on the pathway. Jeff had been bunched with three others his first lap, but he pulled away during the second, and when Iyers last saw him, he’d been alone, no one in front of him or behind.

The day he’d made his decision, Iyers considered how to go about this. A mugging on the streets had immediately come to mind. They were common enough in Manhattan but the more he’d considered the risks associated with it, the less appeal it held.

The answer had come to him when he recalled Jeff casually mentioning his run in Central Park on Monday. Iyers recalled that he’d said he was going to run. He’d even mentioned his preference for the Bridle Path because of its forgiving surface.

Iyers had come to the park and scouted the Bridle Path carefully, initially selecting three locations he thought suitable. This was ideal, not far from where it ran beside East Drive. He’d come upon a stout branch, stripped it of its lesser limbs, then secreted it at the location, smiling as he did, recalling how things had gone in Chicago earlier that week.

After that, Iyers had done his best to follow Jeff. He’d waited outside the man’s hotel in the morning, followed him after work in the evening. Iyers was reconsidering his decision not to mug him when he’d seen him emerge from his hotel dressed for a run. Iyers had taken a taxi to the park, then gone to his position.

Watching Jeff approach from the distance, he felt a tingle at the thought of what he was about to do. There’d been no word on the other guy. Every day he’d gone to the Chicago news sites, but so far there was no report of a body found at Waterfall Glen. That had come as no surprise. He’d sunk the body deep and weighted it well.

Iyers moved his gloved hand along the length of the branch he held beside him. He’d considered a gun but just as quickly dismissed the idea. He didn’t own one and getting a gun, legally or illegally, was too risky. It meant witnesses. He’d not used a firearm in Illinois, because he’d not wanted to attract any notice, and it was no different here.

He’d thought about a knife, a big one, but he’d never stabbed anyone before and had no idea how to go about it. Could he do it silently? He didn’t think so. He also knew it would be bloody as well, leaving telltale marks on him. A knife was out of the question.

No, this was best. A victim with a shattered skull in Central Park was not an anomaly. Jaded New Yorkers wouldn’t give it a second thought, and the park police would focus on the vagrants who spent their days in the park.

Iyers finished his cigarette, extinguished it on the ground, then slipped it into his pocket before pulling the ski mask over his face.

* * *
Jeff decided his fourth lap would be his last. He needed to focus on work. If he couldn’t see Stenton the next day, and he wasn’t in on Saturday, he and Frank would wrap up their work over the weekend and finalize their report for Monday. He hoped that was the way it worked out. He really wanted to solve the mystery of the rogue code himself and make it the crowning discovery of their report.

He wondered what the reaction would be. He and Frank had done more than successfully penetrate the trading platform; they’d discovered what was almost certainly an ongoing criminal operation set up to loot money. That conclusion was a bit of a stretch based on the evidence they had today, but Jeff had no doubt that by Monday, he’d have it nailed down. If the stock market fell over a harmless bot, what would the consequence be if what they’d discovered ever got out?

With an open stretch in front of him and recalling how stable the footing was along this part of the path, Jeff accelerated into his final kick. His side began to ache, and his lungs started to burn, reminding him again that he wasn’t running often enough.

Just as he passed a thick cluster of shrubbery his peripheral vision caught sight of a tall figure with a covered face stepping toward him, brandishing something long in his hand. Jeff partially turned, then instinctively veered away and broke into a sprint. There was a sharp brush along his body. He reached East Drive and spotted a police car parked on the other side of the street. Jeff leaped over the low wooden railing to run toward it.

East Drive was closed to traffic most of the time but was open for four hours on weekdays, ending in just a few minutes. The speed limit was twenty-five miles per hour, though speeding cars were not uncommon. The road was clear as Jeff ran in front of a slow-moving vehicle, but he didn’t see the speedster racing up beside it. He felt the impact, dull, vague but powerful. His footing slipped away as he lost control of his physical self; then his vision was a series of still frames flashing one after another as he flew through the air.
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NYSE AFTER THE KNIGHT CAPITAL DISASTER

By Alice Payton

September 14, 10:10 A.M. EST, Updated 11:50 P.M. EST

Toronto—IPO disasters are becoming too common, according to Ryan Brodie, publisher of the popular cybertrading newsletter, Lightning. “There is no reason for so many IPOs turning out badly. No reason except greed.” Focusing on the 2012 Knight Capital disaster Brodie suggested that the source of the problem is the cozy relationship between high-frequency traders and the NYSE.

The introduction of computers into trading once promised an end to traditional abuses. Instead, the Exchange suffers from continuing issues surrounding the true nature of trades as well as the use of computers and software in accomplishing them. The persistent problems are not all that different from those that traditionally plagued securities trading. For all its sophistication and technical marvel the NYSE remains primarily an exchange of stock for money, the price responding to the universal law of supply and demand. Computers have modified the system but only in kind, not in purpose. But, according to Brodie, too many of the current problems are being caused by computers.

Taking Knight Capital Group as an example, Brodie pointed out that the global financial services firm went nearly bankrupt within the space of a few short hours when its own new code ran amok on the Exchange. The company served as a dealer in securities where investors could trade, at a guaranteed price. Responding to Exchange changes in several kinds of transactions Knight Capital created a special code it then unleashed in secret for a weeklong test trial. What happened next was unintended as legacy software was inadvertently reactivated. The new program proceeded to adversely affect the routing of shares of more than 140 stocks. The consequence was that the company sent repeated erroneous orders. Stock prices swung wildly in a very short time period. What was occurring was that the bad code bought high and sold low, a reversal of what was intended. And it did so in blasts of high-frequency trading lasting less than a few seconds. Worse, it just kept doing it, compressing what was meant to be a long-term test into frenzied action taking place within a few short hours. Knight Capital immediately lost $440 million while its own stock plummeted, losing three quarters of its value in just 48 hours.

This chaos occurred just two years after the infamous Flash Crash and followed a number of high-profile technical glitches. One of these had been the botched Facebook IPO while another had been the failed public offering of BATS.

“It raises serious concerns as to the future of trading,” Brodie said. “I really question whether or not any private investor should even be in the stock market at this volatile time.” Alternative markets are being regularly created and Brodie said investors should give serious thought to moving their money into these. “Provided they continue excluding high-frequency traders.”

Global Computer News Service
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
9:13 A.M.
Richard Iyers went into the restroom and splashed cold water on his face repeatedly. He’d awakened later than usual that morning. He felt awful and wondered if he’d caught a bug. He’d considered not coming into work but reasoned there were potential circumstances where that would seem suspicious. Plus he wanted to know the outcome of his attack. Before leaving his apartment he’d checked the news. All he found was the bare mention that a Central Park jogger had been struck by a speeding car when he strayed onto East Drive. There were no details as to the extent of the injuries.

Iyers wondered if Aiken had been killed. Probably not. The news said nothing about the jogger having died.

On his office floor, something seemed odd this morning. Coworkers were talking in hushed voices in the common areas as he’d entered. There was a slight buzz in the air. He considered going to the break room but decided it was better to show no interest. He’d know soon enough what was up; no need to draw attention to himself by asking.

Iyers had found he was unable to concentrate on work and went to the restroom. He dried his face with paper towels, ran his hands through his hair, then stepped out into the hallway. On the way back to his office, he wandered down the hallway to the office Jeff and Frank used. It was empty. He wondered again if asking about them would be risky, and decided it would be.

Looking back on the previous night, he was filled with recrimination. He’d exposed himself too much. And he hadn’t killed the man. He wondered if anyone had noticed the reason the runner bolted into traffic. If so, there’d be a description, though that didn’t especially concern him. It would match many men, considering how he’d dressed.

After he left the park, he’d ditched the mask first, then the coat. He’d disciplined himself to walk carefully and blend in. At the first well-lit location, he’d stopped and casually examined his clothing. There were leaves and small twigs attached to his pants. He’d carefully brushed them away.

When he killed the Italian, he’d experienced nothing but elation. In fact, he’d left the park in such an exalted mood, he knew he’d been careless. On the trip back he’d relived the experience in his thoughts, again and again, relishing every memory. He’d not come to earth until he’d reached Manhattan.

But last night as he fled, he’d felt nothing but fear. The fear was still there, masked only in part by the widespread discomfort he experienced.

At his desk Iyers accessed the logs for the jump servers, the deployment servers, and those of his own system as he did routinely. It occurred to him when he’d first agreed to help Campos that if they could do this, so could someone else. More important, if anyone was investigating what was going on in the system, Iyers would find their tracks here, so several times a day, like someone looking behind him to see if he was being followed, he checked the servers. Nothing.

He wondered what Campos would say when he found out about Aiken. The news report hadn’t given a name or mentioned an attack in the park. Would Campos assume it was a coincidence, this happening so soon after they’d discussed it? Not likely but Iyers doubted the man would react at all. He was positive there was an unspoken agreement, an acknowledgment that this act was necessary. No, Campos understood it was necessary, now with Carnaval and Vacation Homes moving into high gear.

Iyers’s primary concern was the money. He’d already earned a couple of million but had, as originally agreed, only received small payments. Campos held the balance. It wasn’t due yet but now everything was different. With Carnaval he would earn, what? Millions more, for certain. Many millions.

How long would he have to stay on the job after that? If he just vanished, he’d be a suspect as the investigation would definitely come to his department. Anyway, he would want to be here, keep an eye on it, ready to bolt if it turned toward him. Sit, watch, and wait, that was the ticket.

The primary problem was the money. Campos had been long on talk and promises, slow to give him his due, especially now that Carnaval had been vastly expanded. The earnings were going to skyrocket. Iyers didn’t like getting so little to date. In fact, he didn’t like Campos all that much. He was a weak man, too risk averse. He wasn’t willing to do what had to be done. Weak men were dangerous when someone turned up the heat. But Campos was his means of payment; there was nothing to be done about that.

Iyers wondered if he shouldn’t already have another identity. In movies, that was easily done while in reality a false identity that passed muster was not so simple. It would be better if he could keep his own, but he wondered now if that would be possible. He’d heard you could get one in Canada without too much trouble. He was from Upstate New York and could talk like a Canadian if need be. Maybe he’d just go there if things got hot, work on another identity then.

But it always came back to the money. He didn’t have it except in his dreams. And did Campos ever intend to pay him? He’d often wondered about that. Once he’d determined that his colleague was really just the front man for a much bigger operation he’d been concerned that someone higher up in the food chain might decide it was easier just to take him out. After all, Iyers knew everything. They’d worry he’d flip if caught, and they’d save a bundle by not having to pay him.

No, he’d have to insist he be paid as soon as Carnaval was finished. Insist. He had his personal bank accounts set up, and his tracks were well covered. He was confident about that. He’d seen to it right away in anticipation of unfulfilled paydays.

There was always blackmail, of course, but what could he do if Campos just vanished? Iyers gritted his teeth in exasperation. He had to get more money while he was still needed. He couldn’t afford to wait until the end. There had to be a way.
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GEORGETOWN
WASHINGTON, D.C.
2:39 P.M.
Robert Alshon stepped from the black SUV and stood on the sidewalk, slipping on a pair of sunglasses against the surprisingly bright fall afternoon sun. He felt more than a little self-conscious wearing a blue Windbreaker over his white shirt and dark tie. Printed across the back in white letters were the words: SEC ENFORCEMENT DIVISION. In a second line was the word: POLICE.

There’d been a time when that wasn’t necessary. He recalled his early raids when he and his then boss had arrived at an office in business suits, displaying the subpoena to the receptionist, meeting briefly with the in-house counsel where they served it, followed by a quick face-to-face with the target, who was promptly told by his attorney to say nothing and cooperate. Alshon’s team had then methodically gathered records, typically with the assistance of the company employees. It had all been very polite, cordial, and respectful. Such investigations had taken years and rarely resulted in a jail sentence. That was the way of it, frustrating as he often found the outcome.

But over time, federal law enforcement had changed, and he was glad of it. The old ways had been soft and tolerant. With the Patriot Act and the acts of domestic terrorism no one took chances these days. They couldn’t afford to even when serving a subpoena that looked as harmless as this one, not that Alshon was inclined to go easy. He believed that the execution of warrants set the stage for any investigation and were the primary vehicle for brow beating the accused into admissions of guilt.

He surveyed the quiet, affluent street. He wasn’t fooled a minute. For all he knew, this Jeff Aiken had gone off his rocker and booby-trapped his house and office. It had happened before; it would again. He also didn’t know if anyone was inside, ready to act out a final desperate scene of murder and suicide. No, it wasn’t likely but then it did when it happened.

So Robert Alshon stood on the sidewalk with considerable satisfaction and watched the U.S. Marshal SWAT team execute the subpoena with the precision of a military operation. They wore imposing black combat fatigues, black helmets with bulletproof visors, bulletproof jackets, and brandished assault rifles.

“Not like the old days, is it?” Hubert Griffin said, walking up beside him. A neat, spare man, he’d disdained wearing the Windbreaker. Griffin was the U.S. Attorney who’d walked the subpoena through the court that morning while Alshon lined up the SWAT team. This was not the first time they’d worked together, and the tension was apparent.

“You’re reading my mind.”

“I see we’re drawing a crowd.”

Alshon spotted several neighbors standing just outside their front doors, arms crossed or holding a cell phone to an ear or using it to film them, all watching intently. That should be illegal, in his view. Law enforcement had every right to conduct its affairs without public scrutiny. That was one reason he preferred late-night/early-morning raids, but time worked against him in this case.

His attention was drawn by shouting from the inside of the town house where Aiken lived and worked. “Clear!” was repeated in different voices.

Alshon accepted that he’d learn little today. What he wanted was on the computers and for that he needed Susan Flores. She knew what to look for. Speed was essential at this point. Aiken would be tipped off at any time if experience meant anything. That was why he’d acted so quickly with the subpoena. It was a lesson he’d learned the hard way.

The muscled U.S. Marshal in charge of the SWAT team came out, carrying his helmet in one hand, his weapon in the other. “No one home, Mr. Alshon,” he said. “We’re checking for bombs right now. We’ll be finished in a few minutes and you can send your people in.”

Alshon looked back at the van parked behind the SUV he’d arrived in and gestured with two fingers. The side door immediately popped open and a team of five stepped out, ready to go. He’d not previously worked with them as they worked out of the D.C. office. He’d told them his expectations and the urgency he’d conveyed was apparent in their demeanor.

Ten minutes later, the U.S. Marshal in charge gave the all clear. His deputies exited the house, entered two SUVs and one van, and drove off, as the search team entered. “Shall we?” Griffin said.

Inside was surprisingly neat and orderly given that the target was a bachelor. The town house was carefully divided between living and work space. The team was already at work in the well-illuminated office, which had been the living room. Within minutes, the computers were being carried off to the vehicles along with exterior drives, discs, thumb drives, anything that could hold information or serve as a backup. There was no need for Alshon to give instructions, tell them to take everything. They knew that. The place would be stripped bare before they left.

It was true he didn’t really need it all. Taking the suspect’s personal effects, his clothing and intimate items was intended to set the tone of the investigation. And possessing them placed Alshon in a strong psychological position.

“I made a call this morning,” Griffin said tentatively, moving delicately to the side to let a young woman wheeling a file cabinet pass. “This Aiken has an excellent reputation. Have you looked into his background yet?”

“No. There’s been no time. The Exchange’s IT report is pretty conclusive on its face,” he said. “This is almost a formality. I’d just like to find something linking him to the brokerage account or find evidence of other, similar acts.”

“You know he used to be with the Company.”

“Of course.” The antipathy between the FBI and CIA was well known in government, and while Alshon might now be with the SEC, he’d started with the Bureau.

“I’m told he’s primarily responsible for uncovering Operation Pandora. You know about it?” Griffin asked. Alshon shook his head. “Those Saudi brothers in Paris who tried to bring down the Internet and planted destructive viruses in computers. They were all set to execute on the same date. There were a number of deaths.”

“That’s not really my area these days. I might have read something somewhere.”

“It was hushed up so the full extent of the effort isn’t common knowledge. They didn’t want the public to know how close those two came to causing really serious harm.” Griffin paused, then said, “You remember that alert on integrity issues with your computer content?”

“Which one?”

“About two years ago. It was the one that said there was a virus that could change the content of documents in your computer, told you to confirm facts of any doc you received by e-mail before acting on them.”

“That one. Yes, I remember it. It’s been a pain, I can tell you.”

“Well, I understand this Aiken guy discovered it and alerted us.”

Alshon hesitated, then said, “Even if all that’s true, he wouldn’t be the first patriot to decide to make a buck illegally.”

“Yes. You have a point I suppose.”

Alshon grunted. “He probably wrote the code, then claimed to find it so he could play the hero.”

“I’m just saying that this guy’s done his country a service. We should look carefully at our evidence.”

Alshon eyed him steadily. “I intend to do just that and don’t need to be lectured about my responsibilities. I’ve got a chartered flight to take all this stuff to my office. My staff will be up all night working on it. I’ll have him before this is finished.”

“Oh, I don’t doubt that.”

“Sir, there’s a security system,” the search team leader said to Alshon. He pointed to two discreet cameras.

Alshon stared at them as he processed the information and considered ordering the system disabled. “Leave it. We’re executing a subpoena, not burglarizing his house.” And the harm was done. The security company would likely alert Aiken, probably by some automated system. He’d know at once what was going on. Well, he had what he came for and there was nothing to be done about that now.

“Yes sir. We’re moving upstairs.”

“Fine. I’ll wait here.” Alshon checked his watch. Everything was by the book so far. If it stayed that way, he’d be back in his office in New York before ten. Then, he thought, then I’ll nail the bastard.
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LENOX HILL HOSPITAL
EAST SEVENTY-SEVENTH STREET
NEW YORK CITY
3:06 P.M.
From somewhere down a long corridor, Jeff could hear his name. It was muffled, distant, like when he’d been in school and a faraway friend was calling out to him.

“Jeff. Jeff. You awake, big guy?”

Reality struck like a solid wall, or a speeding car. One moment Jeff was interacting with the gossamer existence beyond himself, now his world was filled with bright colors and sharp sounds. He heard the insistent beeping of an electronic machine. He could smell odors, not like home, like a hospital. He opened his eyes.

A man was in front of him – two of them, actually – but they were just alike, moving together though speaking with a single voice. “It’s me. Frank. Are you tracking yet? You came around a bit ago, mumbled something that made no sense, then drifted back into la-la land. The nurse said they want you awake now, so wake up.”

Jeff blinked his eyes, then blinked again as he tried to clear his vision. The two images merged and there was one Frank, blurry but a single mass now. “Water.” His voice sounded old, as old as he felt.

“Oh, right. I should have thought of that. I always come out of a coma parched. Here you go.” He lifted the water to Jeff’s lips.

Jeff drank, water never tasting so good. He finished the cup.

“Easy. I’ll give you more in a bit. How much do you remember?”

Jeff thought. “I was running. I think. Maybe I was planning on running. I’m not sure.”

“You were in Central Park, running. What happened then?”

“I don’t know. I had a stroke? I fell? Got mugged?”

“Now you’re getting there. You were attacked. How’s that for New York luck?”

“Attacked?”

“Yeah. Witnesses told the cops a man jumped out of the brush and attacked you with a heavy stick or club. He just missed. You jumped the railing and bolted onto the street. The cops think you were going to a cop car parked there but a car hit you on the way.”

“A car? I don’t remember that. Or any man.”

“The driver was late for something and was pushing forty. He just winged you but you were thrown in the air and banged your head really hard when you made a rough landing. They were worried for a bit and want to run some more tests on you now, but the scans and such say you’re okay.”

“My whole side hurts, and my arm.”

“Frankly, you’re lucky to be alive. It was a really close call. Your forearm’s not broken but it’s going to hurt like hell for a bit. Are you seeing double?”

“Not now. Before.”

Frank beamed. “That’s excellent.” He poured more water and held it to Jeff’s lips.

This time Jeff didn’t finish the glass.

“You know,” Frank said as he put the glass down, “this is no accident. I mean, I guess the car hitting you was sort of an accident but not the attack. Mugging a runner? You didn’t have anything on you worth stealing. No. Someone was gunning for you. You mug people out on the streets near an alley. Whoever it was wanted you.”

It took a moment for his thoughts to gel; then Jeff said, “You think it’s connected to what we’re doing now? That doesn’t seem likely.”

Frank shrugged. “We’re both Company so obviously it could be related to that. It’s never entirely out of my mind. But you’ve been gone quite a while, plus you worked in the dungeon and were not a case officer. But unless you’ve got enemies you’ve never mentioned, my best guess is that it’s related to our current work. When we last talked, you told me you think the code is related to trades. Do you have any idea how much is involved?”

Jeff thought about it. “No. But it could be a lot.”

“If it’s in the Exchange’s software, it will be a lot, but it doesn’t have to be that much to make it worthwhile killing someone.”

A trim nurse wearing too much makeup entered just then, and Frank moved away from the bed to give her room. She smiled at Jeff and made friendly talk as she checked the machines beside him. “No sign of bleeding on the MRI,” she said with a smile. “And that’s really good news. I’ll bet you’re going to have a headache for a few days, though. You took a hard knock.”

“Anything I should worry about?” Jeff asked.

“Not a thing, honey. You just relax. The doctor will be around in a bit. He wants to run more tests. You can ask him questions.” She moved his pillow a little, then adjusted the sheet.

“I don’t want to wear you out,” Frank said when it was just the two of them again.

“I’ve felt better.”

“The report’s finished from my end. I caught Stenton in the hallway earlier, and told him what happened. Maybe I should wrap this up tomorrow, unless you want to put it off until after you get out of here.”

“How’d he take it?”

“Frankly, he acted like he didn’t believe me.”

“That we penetrated? Or that we found a rogue code?”

“Either one.”

“That seems odd.” Frank shrugged again. “Go ahead and give him your report, tell him I’ll follow up with him after I’m out and feeling better, see if there is anything else they want us to do.”

“I wouldn’t count on that, Jeff. He’s not the only one acting funny there. It’s like all of a sudden I’m not welcome. Oh, your stuff’s in the top drawer over here. You can check messages when you feel up to it. Your phone’s been vibrating almost nonstop.”

Jeff reached over, the motion taking great effort, pulled the drawer open, and took out the cell phone. His home security company had been calling every five minutes for over an hour. “Hang on,” he said. He brought up the automated message, and it went to video. There were men and women in his town house in Georgetown. They were cleaning out the place. “Jeezus,” he said. “Someone’s broken into my house.” He handed the phone to Frank.

After a minute, Frank said, “Yeah, look at the jackets. SEC. I think that’s what they call executing a search warrant.”

“A search warrant? Why would they do that?”

“I’m not certain, but I’ve got a hunch.” Frank paused as his thoughts raced, then, “We need to act, then we can decide on options. If you don’t think you’ll die on me, I suggest you start getting dressed while I make a call or two. You don’t want to be at a location they know about, if you know what I mean.”
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
5:13 P.M.
Richards Iyers went to the vending machine in the break room. He’d begun to feel better, the deep fatigue he’d earlier experienced slowly disappearing. His apprehension had also faded, evolving into a mild uneasiness. He chose a Coke, wanting the sugar and caffeine. He opened the can, took a swig, and scanned the room. Spotting Rose, the office gossip, he joined her.

“Did you hear about those two?” she asked immediately, almost as if she’d read his mind, leaning forward, her voice lowered to a conspiratorial level.

“Which two?” Iyers answered, suppressing a sense of excitement. To his great surprise he’d heard nothing all day, either about what happened at Central Park or the two mystery men who’d been working on their floor these last weeks.

“Jeff and Frank.” She lowered her voice. “They’ve been stealing.”

“Really? How do you know?”

“Everyone knows! They were hired to do a pentest but IT found out that after they got in, they’d been emptying accounts.” Though officially confidential, major IT referrals to the SEC had a way of leaking into their department almost immediately. This was no surprise given the relationship between the SEC and NYSE IT security.

“They got in? You mean they penetrated to the core code?”

“That’s what I heard.”

“That’s not good. Someone’s going to get in trouble over that.”

Rose blanched. “You think so?”

“I do. Especially if they used the access to steal. Is the SEC on it yet?”

She leaned even closer. “I heard they did a raid in Washington today.”

“A raid? That’s pretty fast.”

“I guess there’s a lot of money missing and the SEC was concerned they’d take more if they were left free.”

“I saw their office was empty earlier.”

“Right. I think they were arrested. We just haven’t heard yet.” Rose’s eyes were wide.

“That’s really something.”

At his desk, Iyers accessed the jump server. To avoid the audit logs, he used the cover of the first stage of the new trading engine deployment. For the next hour, he scanned, searching for whatever alerted IT. When he found it, he smiled.

Campos. He’d done this. It was a bit bold, but he was glad to see the man stepping up. Planted in the system was malware very similar to the one used in Vacation Homes only this one rather blatantly manipulated trades at a steady rate that was bound to attract the notice of the security programs searching for just such behavior. After a few minutes, Iyers saw the code was moving shares into a brokerage account set up in the name of Jeffrey Aiken. Iyers cringed at that, thinking it too obvious. No one would believe Aiken would be so blatant.

But think whatever he liked, IT had bought it. On reflection Iyers realized it was so obvious they had to. It was not the way Iyers would have gone about it, but he had to admit it got the job done. He just hoped Campos had covered his tracks because once Jeff and Frank were in custody they’d deny their guilt. They knew what they’d done in the system and if allowed to, they could walk a skilled programmer through their process. After that, Campos’s hack work would stick out like a sore thumb. If an impartial investigator seeking the truth put his mind to it, he’d conclude pretty quickly that the two men were set up. And that would lead in a direction Iyers didn’t want to think about.

He grimaced, then closed his eyes. He should have made sure he killed Aiken when he had the chance.
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MITRI GROWTH CAPITAL
LINDELL BOULEVARD
ST. LOUIS, MISSOURI
5:59 P.M.
Jonathan Russo left the staff meeting and made his way back to his office largely unhappy. Since the disaster on Monday, his team had yet to find an answer. For all the talk during the meeting, they had no idea what had gone wrong with their new algo. The old one was still operating without issues, but that was small consolation. And though his team believed the new algo was fine, that was what they’d thought up until the moment they’d launched it. The fact that they were unable to discover the problem was not reassuring and Russo had refused the tentative suggestion they relaunch it without a change.

“That’s real money we lost,” he’d pointed out, “not Monopoly play money. And we can’t tolerate another hit such as we had Monday. We need to understand what went wrong. If it’s our code, let’s find the problem and fix it. If it was something outside, something beyond us, we need to know that as well, so we can take measures to see that it doesn’t happen again. I’m not adverse to some level of risk, but we need answers.” Alex Baker, his chief assistant, had agreed with him, urging caution as well.

When it was clear they were no closer to a fix now than they’d been the previous day, Russo gave instructions to put all their limited resources on the Toptical IPO coming the following Wednesday. Like most HFT companies, Mitri Growth had long planned to exploit the launch. An IPO of this size, with this level of excitement, was tailor-made for them.

For one, there would be an enormous trading volume and each block of trades presented an opportunity for profit. The sheer size also made it easier for their orders to lurk in the computers unobserved. They weren’t doing anything wrong, certainly nothing illegal, but scrutiny was undesirable and you could never predict when the SEC might suddenly decide that a common HFT practice was now against the rules. It had happened before. A high-profile IPO such as Toptical’s was just the event when they might make such a decision, especially if something went wrong and they were looking for a company to blame.

The other desirable aspect of such a high-profile IPO was that the stock was all but sure to rise initially. There was always a level of pent-up demand for high-profile companies going public and though the underwriters appeared, once again, to have made too much stock available, the price was likely to increase in the early trading. In Twitter’s case, it had just kept rising. It was a situation ideal for one of Mitri Growth’s special HFT algos.

But as the Facebook IPO had proved, the stock could be overpriced, which meant that within a short time it would begin to fall. This was a less desirable possibility for a high-frequency trading company, but there was still a lot of money to be made selling short, especially once the pattern was set.

And their IPO algo was designed to make money in either direction.

The problem with short selling was that if too many traders got involved it became a self-fulfilling prophecy. Algos from different HFTs competed against each other for advantage at lightning speed. No one yet fully understood the consequences. HFTs had first caused, then exacerbated the Flash Crash with aggressive selling and actions intended to complicate the system, actions that quickly spun out of the control and comprehension of their algos.

Before computers, a broker made a bit of money on every sale, as did the Exchange. High-frequency traders now injected themselves into such trades, taking a small percentage of each transaction. Every high-frequency trader was in the game, and their numbers were growing every month. No one took a lot, but everyone took something. So when someone bought stock, it was as if the offer had to punch its way through a succession of invisible digital walls, each one thrown up by a high-frequency trader. It slowed the trade, skimmed money from the deal so that by the time it was consummated the buyer paid more than he thought he would, or the seller received less. High-frequency traders had taken the cream.

At first, the delays and amounts were insignificant but high-frequency trading was so profitable it continued drawing countless players, many of them offshore, shielded from scrutiny. Even Russo, who had thrived in the industry for years, had no true idea who many of the players were or, for that matter, the full extent of the holdings they put in play. There were rumors, accepted opinions, but in the end, it was all speculation. What he knew was that the delays and effects on pricing were now very noticeable to anyone paying attention. The trading public wasn’t on to the scheme yet but those who made their living on the stock market knew and were increasingly leery.

Russo sat down at his desk and placed his face into his hands with a sigh. When he took this job, he’d failed to comprehend the pressure he’d be under. He’d thought his team produced the finest algos in their industry and still believed they did. But when something went wrong, as it had Monday, high-frequency trading had the capacity to drain money from the company like there was no tomorrow. He’d had a disaster already but if next Wednesday went the same way, Mitri Growth and his career would be ruined.

The problem, Russo had come to understand, was that all the high-frequency traders were acting in the same way. There was no need to exchange messages or read internal memos. They were all doing the same thing, playing on the same field with the same end in sight. Each of them might do something a bit different and occasionally one came up with a novel approach but essentially they were like sprinters. They wore the same shoes, the same clothes, bolted from the same starting blocks, and ran flat out. It was no surprise that most of them finished almost together.

And Russo realized that was the danger. High-frequency traders represented a majority of all trades and if they acted in unison, which was the danger when an IPO went south or had a glitch, the stock would begin to collapse, and the volume and the frequency of their trades could pile drive it into oblivion.

And it was an event like Toptical’s IPO that presented the perfect occasion for that to happen.
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WEST 109TH STREET
MANHATTAN VALLEY
NEW YORK CITY
8:29 P.M.
Jeff eased onto one of the single beds more exhausted than he’d realized. For the last three hours, he’d been in a daze, led by Frank, first out of the hospital, then in and out of a succession of taxis, culminating in a subway ride uptown. They’d exited, walked three blocks, and checked into this cash-only hotel built from appearances at the turn of the previous century. Not that many years before now, it would likely have housed a den of crack dealers but then the area had been cleaned up. Now it was just run-down and management still asked no questions if your money was green.

“Do you want to eat?” Frank asked from across the small room.

“I’m not hungry.” Jeff’s head throbbed, his side ached, and his arm was ablaze.

“I understand. I need to go out and get you something for the pain. I’ll pick up food and bring it back. We’ll see then if you have an appetite. What you need most of all is rest. So don’t fight going to sleep. We’re okay here.”

“Frank,” Jeff said, closing his eyes, wondering if he had the energy to undress, “what’s going on?” They’d had no time to talk in detail since they’d seen the SEC raid on his office and home in Georgetown. Frank had managed a call or two to contacts while Jeff quickly dressed in the hospital and received a callback in one of the taxis, but he’d not said anything before now, not wanting to risk being overheard.

“NYSE Euronext IT made an SEC referral on us. They think we used our access to the system to steal from accounts.”

“The Exchange is accusing us of theft when all we’re doing is helping them secure the system? That’s ridiculous!”

“Yes, it is. But the SEC has to act. They don’t know how honest we are.” He grinned.

“Why didn’t they just talk to us? We could show them what we’ve been doing, answer any questions they had.”

“Maybe at one time that’s what they’d have done but things happen so fast now, they felt they had to move first and ask questions later. Do you know Robert Alshon?” Jeff shook his head, regretting it at once. “He’s a senior SEC securities investigator. Ex-FBI. He’s the pit bull on our case.”

“Why don’t we just contact him and explain things? Or do it through an attorney, if you think we should.”

“We need to know what’s going on, Jeff. Right now, we’re in the dark. If we go to him the way things are, it’s like lambs to the slaughter. He’s undoubtedly got evidence we know nothing about. We need to find out what he has first, so we know what questions to answer.”

“I guess.”

“There’s another side to this you need to keep in mind. It’s a sad commentary on the state of affairs – but sometimes they don’t care if you didn’t do it.”

Jeff suddenly felt numb. “What do you mean?”

“There’s a mind-set in federal law enforcement that everyone is guilty of something, so everybody deserves what happens, even if they didn’t exactly do what they’re accused of. The laws are so far-reaching, so subject to interpretation, they can be made to fit most any scenario. And when it comes to Wall Street, that’s a labyrinth of its own that allows them to justify almost anything they want. The juries don’t understand. They take the government at face value. And your lawyer will tell you to cut a deal rather than risk trial. Just look at what they did to Aaron Swartz.”

Aaron Swartz had been a cyberstar prior to his death at age twenty-six. An Internet pioneer, writer, political activist, and programmer he’d been involved in the development of the Web’s feed format RSS, part of Creative Commons and also Reddit, a popular social news site. He was an outspoken critic of government and corporate control of the Internet. In 2010, he became a research fellow at Harvard University but that didn’t spare him. In early 2011, he was arrested and charged with two counts of federal wire fraud and eleven counts of violating the Computer Fraud and Abuse Act for simply sniffing data off of MIT’s network from a computer hidden in a closet on its campus. He hadn’t shared or profited from the files he’d stumbled on. Facing up to fifty years in prison, forfeiture of assets along with a one-million-dollar fine, he was in line to serve a greater sentence than someone convicted of manslaughter, bank robbery, or rape. He hanged himself. Jeff had never considered that someday he’d be in much the same position.

“But we haven’t done anything wrong!”

“So we say. That’s what all the guilty types claim. They’ve heard it all and believe none of it.”

“By running we look guilty.”

“Jeff, Jeff. We look guilty already.”

After a minute, Jeff said, “So now what?”

“First, I need to find out more. Our stuff’s back at the hotel. I’m going out to see if I can get it. They’ve moved fast with this subpoena, but we’ve moved fast too and they won’t have expected that. I doubt an arrest warrant’s been issued for us. They’re probably planning on picking us up at work in the morning. Assuming they knew you were in the hospital they’d have gone for you there.” He reached into a pocket and extracted a thick packet. “Here.” He laid it on the table.

“What’s that?”

“That’s six thousand dollars. I’ve got a bit over four with me. I may need some of it before the night is over.”

“Cash? What are you doing with ten thousand dollars in cash?”

“Jeff, you amaze me at times, you really do. I never go on an assignment without cash. It’s the first lesson I learned at the Farm and in ops. Never leave home without it. This may be a plastic age, slowly turning digital, but cash is still king, especially when you go to ground.”

“Why would you need to hide out?”

“It’s been well over a decade since I last needed to, but once you’re in that mind-set, you never lose it. It’s like learning to look both ways before crossing a street, a lesson you would do well to take more to heart. It’s an instinct. And now”—Frank gestured by spreading both hands to take in the high ceiling, drab room—“you see why.”

Jeff eyed the money. “What’ll I do with it?”

“You’ll figure that out if I don’t come back. At least it gives you an option. Now, listen. I’ve taken the batteries out of our phones. Don’t get foolish and put yours back in and make any calls, and for God’s sake, don’t use the room phone. There’s nothing you’re in any condition to learn right now. Just get well. I’ll be back as soon as I can.” He stood up and slipped on his jacket. “You need to trust me on this, Jeff. It’s what I did for many years, and I’m still here to tell the tale. Now, get some rest.”

* * *
After midnight, Frank quietly let himself back into the hotel room. He closed the door, secured the inside latches, then turned on the bathroom light so he could see what he was doing with the indirect light. He set two pieces of luggage on the floor, and a plastic bag on the desk, then went to the bed. Jeff was asleep. Frank touched his forehead. No fever.

As he laid the luggage on the stands and opened his suitcase Jeff woke. “So you’re back. How’d it go?” His voice was drowsy, as if he’d awakened from a deep sleep.

“Not bad. I paid a bellhop to get our things. Probably money wasted. I never spotted anyone covering our rooms or in the lobby. I picked up some food if you’re interested, hot subs. And I bought some disposable phones. This dump’s got wireless, if you can believe it, so we’re good to go.”

“Do you know anything more?”

“I activated a new phone while waiting at the hotel and made some more calls to contacts from my former life. No one knows much, except this Alshon guy is known to move fast on occasion. We are apparently such an occasion. I called Stenton at his home.”

“Wasn’t that risky?”

“I ditched the phone.”

“What did he say?”

“He didn’t want to talk, said something about us violating his trust, and told us to turn ourselves in. At least it confirmed what we already thought.” Frank sat down, pulled something out of a paper sack. He laid it on the dressing table and began unwrapping it as the inviting smell of food enveloped the room. “Sure you don’t want something? Smells good.”

“I’m not hungry.”

“Fair enough. Don’t mind me. Go back to sleep.” Frank took a bite. When he could talk again, he said, “In a bit I’ll check if our backdoor is still up and see what I can see. Maybe get an idea of what set the Exchange’s IT off.” He took another bite. “There’s something else.” He looked over at Jeff. “I called Daryl and asked for her help.”

There was no answer. Jeff was sound asleep.
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TOPTICAL IPO LOOMS

By Lawrence F. Gooden

September 15

Next Wednesday, we’ll experience the latest big IPO when San Francisco – based Toptical goes public. It is the hottest social networking company going and once again “experts” claim it will be the biggest in history. Millions of users are clearly standing in line to buy a piece of the site they use every day and have come to love. Investors, we’re told, are salivating at the opportunity to get on board. Everyone’s hoping to make out, but will they?

Consider first the state of social networking. With the possible exception of pornography, nothing has so taken the Internet by storm as have the various manifestations of such sites. Still, the decline for social networking companies appears to take place just when they go public. Facebook began experiencing bumps at that point as have others. There are many reasons for this, not the least of which is the heightened level of SEC scrutiny and the need to maintain stock value.

But there’s another reason as well. Often these companies have run out of creative momentum just at that time. Their initial concepts have already seized the public’s interest, but their shelf life fades rapidly after two or three years. Competitors come along focusing on key aspects more effectively and many users turn social networking sites into marketing vehicles. In fact, marketing through social media is turning the public off in general, as is the insatiable collection of personal data, which these companies then put to their own use. Privacy concerns are increasingly raising their ugly head.

Toptical CEO and cofounder Brian Cameron says his company is different. “We respect the privacy rights of our users,” he said in a recent interview. Asked what guarantees the company was prepared to give he demurred. Toptical has yet to release the steps it takes to secure the private information of users.

There are more issues on the line next week. Toptical is just the latest social networking enterprise seeking to make its founders and initial investors mega rich. It’s slicker than others, gives the appearance of greater control to users, and is ideally suited for business use, but in the end, it works because it asks you to tell it everything about you. The more forthcoming you are, the more effectively Toptical works for you. And that’s the rub. How long will users continue laying out the intimate details of their lives to a company’s mainframes? They might call it the cloud but it is, in fact, just someone else’s computer.

There are as well areas of concern surrounding next Wednesday’s IPO, not the least of which is the new software the NYSE is going to employ. There are reports that two test runs encountered serious problems that have as yet to be resolved. Officially, all is well, but knowledgeable sources say that is not the case, in fact. The problem is that the NYSE has committed to its new program and can’t back down now without admitting a mistake. Management, it seems, would rather take a chance instead.

Also in the mix is the initial asking price and the volume of stock being sold. There are experts who say the price is too high and that far too much stock is being offered. The result could be an almost immediate collapse in share value. No one will like that except the jackals who sell it short.

We’ll know soon enough whether Toptical will be the next highly successful social networking company to go public, be a victim of IPO software gone amiss, or will be a financial debacle for those who climb on board.

© Copyright Financial News Analysis, LLC
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11:34 A.M.
“You awake again?” Frank asked.

Jeff rolled onto his back, opened, then closed his mouth, feeling how dry it was. “Yes.”

“Feeling any better?”

Jeff paused before answering. “A little. My head doesn’t throb anymore, but I’ve sure got a headache.”

“That’s good, actually. Any double vision?”

“No, not since yesterday.”

“I guess I can admit now I was a bit uneasy about taking you out of the hospital before the doc examined you. The MRI and X-ray looked good but there’s nothing like an experienced doc seeing you eye to eye. But it seems like you’re good to go. That’s a relief. There’s water beside you.”

Jeff reached over, found an unopened bottle, twisted off the cap, finding his grip surprisingly weak, and drank it in a single pull. “That’s good.”

“You hungry?”

“I am. Very. But I feel really dirty. I need a shower.”

“Even better. I’ve ordered pizza. It’ll be here in a few minutes. You have time for a briefing and maybe a shower.”

Jeff straightened up in the bed, moving the pillow so he could lean against it more comfortably. “So what have you learned?”

“Quite a bit,” he said. “It turns out you’re rich, to the tune of just over three million dollars. You’ve been a very naughty boy, and very greedy.”

“What are you talking about?”

“When you were inside the Exchange’s engines, you used some of your tools to plant a nasty piece of code that’s been skimming trades. You’ve got a brokerage account in your name, opened after we started this job, and you funnel your ill-gotten gains directly to it.”

“Brokerage account? I don’t have a brokerage account.”

“You do now.”

Jeff’s heart jumped. “How hard was this to find?”

“Not so hard. You’ve not only been naughty and greedy, you’ve been careless. Not like you at all. Your malware trades at a consistent rate. It makes no attempt to blend in with traffic so it was bound to attract attention. And, of course, you send the money directly into your account so it’s easy to make the connection to you; almost like you put a flag on it. Then there’s the really interesting part. This malware resembles the code you’ve been reverse engineering. I think that gives us a pretty good idea of what this case is really all about.”

“Whoever did this used my tools?”

“Right. Some of those you distribute at conferences, none of the proprietary ones that have made you the success you are today.” Frank grinned.

“So anyone could have planted it.”

“In theory, yes, but think about it. Whoever did this has access to the system. Maybe they hacked it like we did or…” Frank’s voice trailed away.

“They work there and already have access.”

“I hate to think someone’s been as clever as us and figured out how to hack into the New York Stock Exchange, but ego aside I must admit someone could. That said, it’s unlikely. I’m persuaded that whoever is doing this has help on the inside. It’s clear now that we stumbled on an ongoing operation. They needed to point the guilty finger at you before we figured out what they were up to, which suggests to my devious mind that it’s an inside job.”

“That sounds pretty shortsighted and desperate.”

Frank swiveled all the way round in his chair. “I’ve been thinking about this. What it really says is they want to buy some time.”

“How’s that?”

“While our federal friends can be made to move quickly, as they did in this case, there is the risk that once they hear our side of the story they’ll come to the same conclusion I have. Then they’ll go after the real culprits.”

“If they can find them.”

“There’s always that. But it would take us a few days, more likely a few weeks, to convince the SEC we’re clean. I’m pretty sure that’s their window.”

“What window?”

“Well, they’re going to try to erase all their tracks – that’s a given – but why not take some more while they can, right? Makes sense. They’ll have to close down soon, so make hay while the sun shines. This little scheme of theirs bought them some time.”

“I guess we were close.”

“I’d say so. I made some phone calls while you were out. This Alshon guy is every bit as tenacious as I was told he was. And he’s not going to let go of us. He used to be FBI, we used to be Company. No love lost there. However, he’s got an assistant named Susan Flores. She does the forensic work and is reputedly very good, and very fair. If she gets on this, how you were set up could become obvious.”

“You really think so?”

“In time, yes, assuming she doesn’t have ten other cases, assuming Alshon lets her and listens to her. But the longer you are the prime suspect, the less likely he is to admit he was ever wrong.”

“Based on what you say, I can’t believe I’m a suspect now. This is all pretty heavy-handed. Don’t they realize I’d be smarter than that if I was crooked?”

“No. Crooks usually aren’t that clever. They’re driven by greed. Alshon will just figure you got in there, saw all that easy money, and couldn’t resist.”

“But using a brokerage account in my own name, come on, how dumb is that?”

“He’d reason you planned to erase your tracks, so why not? It was only for a few weeks. The risk was low.”

Jeff eased back, his thoughts racing. “Frank, you don’t have to do this. I’m the one they’ve set up. Just go in and tell them what’s going on.”

Frank smiled. “Don’t be naïve. They’re after both of us. They don’t figure you did this alone. Anyway, I’ve got more. A fugitive warrant’s being processed for our arrest. We’ll be wanted men later today probably, definitely by Monday.”

“That’s just wonderful.”

“Maybe there’ll be wanted posters and we can pin them on the office wall later, when we have a laugh about all this.”

“You have a sick sense of humor.”

“So my wife says. I called an SEC defense attorney. I got a referral, so he gave me a phone consultation. He says Alshon’s an SOB, and he’ll already have hung a target around our necks.” Just then, there was a knock on the door. “That’ll be the pizza. Why don’t you take a shower, then join me after?”

* * *
In the bathroom Jeff removed the bandages from his head, his thoughts afire at what he’d just learned. He undressed, then stepped into the bathtub and showered, taking special care with his scalp. Under the hot water he probed lightly. There was a tender spot toward the rear, a large goose egg that was very, very sensitive. His entire side ached and rubbing it did no good. His left forearm really hurt. When he peeled the wet bandages from it, it was skinned pretty badly. It hurt so much, he didn’t want to use it. So don’t use it for a while, he told himself.

After the shower, Jeff took several Advil, toweled off, confirmed the delivery man was gone, then dressed in fresh clothes. When he finished, he felt like a new man, an aching new man, but new nonetheless.

“So what did the lawyer say?” Jeff asked as he sat down, hefted a piece of warm pizza, and took his first bite.

“He said if we turn ourselves in, we’ll get out on bond. The case will take about two years, not counting appeals.”

“What? But we’re innocent!”

“That’s what they all say. He says the longer we wait to turn ourselves in, the tougher it will be to get out on bond, and the tougher the U.S. Attorney will be in dealing with us. Apparently they prefer criminals who make their job easy for them.”

“I don’t have a brokerage account. Someone else set that up.”

“I know. But you’ll have to show that and how do you prove a negative? The same goes for the malware. There’s no proof you planted it, but there’s no proof you didn’t. It uses your code and you get the dirty money. Maybe you can get them to see reason, but it will take a long time.”

“Jeez.”

“The retainer is fifty thousand dollars. He estimates the defense would cost over two hundred dollars.”

“Jeez.” Jeff put down the pizza. “I’m not hungry anymore.”

“I have the fifty thousand and about half of the rest. It would wipe out my savings though.”

“How about a price break for two?”

Frank paused, then said, “He says he’ll represent me only. You need to get your own lawyer.” Jeff wrinkled his forehead. “It’s so the feds can turn me, Jeff. Come on, you watch television. When the going gets tough, my lawyer will want me to flip on you. He’s already thinking it. I could pick it up over the phone.”

“Jeeze.” Jeff rubbed his forehead. The headache was getting worse again.

“So here’s what I say. Let’s finish the pizza, then get cracking. Let’s figure out what this hidden code does and see if the guys framing us have been careful. Maybe we can figure out who the inside guy is. At the least we’ll know more and that can’t hurt when the time comes to tell our story.”

“That doesn’t sound like much.”

“It’s better than nothing.” Frank picked up a slice. “Anyway, we’ve got help coming.” He grinned.
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MACATUBA
SÃO PAULO, BRAZIL
12:49 P.M.
Sonia Lopes de Almeida disconnected her cell phone and grimaced. Her father. She was nearly twenty years old, and he still treated her like a child.

She glanced across the room. Victor was busy at his desk. She wondered what he did so diligently. He’d made it, he was rich, why work so hard? Once, when she’d told him as much, he’d only laughed. “Getting it,” he’d said, “is the easy part. It’s keeping it that’s hard.”

Keeping what? she’d thought. Just who was Victor Bandeira? Oh, she’d heard the stories – everyone had. Drugs, cartels, crooked businesses. You heard it all the time. The politicians were crooked, the businesses were crooked, the cops were on the take, it was the same everywhere. Who was she to draw some line? And how much of it was really true?

Once, just once, after he emerged from his helicopter, the wind had caught Bandeira’s jacket and she’d seen the butt of a pistol at his waist. She’d never known a citizen to carry a gun before, and it caught her by surprise. Perhaps the stories were true. Why else would he carry a gun, especially since he was always surrounded by so much security?

She’d never told her father that she was seeing Victor Bandeira. The men were in business so normally she would have felt obligated to let him know but somehow, whenever she thought she might say something, she always hesitated.

Sonia lay back on the couch, lifted her magazine but watched him as she had in the past. He was a handsome man, a bit heavyset, but then, that always seemed to go with money and power. He could be generous with her, but she’d seen him be petty and parsimonious as well. There was, she’d observed, a slight cruelty in the occasional set of his mouth. Was it real? Or an act? They’d been together such a short time she still hadn’t figured him out.

She had boyfriend, a real one. She’d never told Victor. At first, it didn’t matter, but now he was turning her into his mistress. He hadn’t discussed it with her. He just assumed that was their relationship. Still, there was no agreement between them, and she knew he’d been with other women since they were together. She even knew one of them. It wasn’t as if she loved Victor. And Bruno was nothing like him. Slender, elegant in manner, quiet, soft spoken. But he could never give her what she really wanted. Only Victor could do that.

Her mother knew about her and Victor, and approved. “We are not as rich as you think, Sonia,” she said. “It’s time you knew. Our family has lost steadily since before you were born. If we hadn’t, your father would never have allowed the bank to fall into Victor’s hands. For now, it is important they do business together. Carlos doesn’t like Victor, and Victor knows that. If you are—” She’d hesitated. “—if you are his lover, then he will not do anything against your father.”

“You want me to be a prostitute?” Sonia retorted.

“Don’t be silly. That’s not what I said at all. You did this on your own. If you’d said something to me earlier, I’d have told you to stay away from him. You should have known better. But you’re already there, aren’t you? I’m telling you there is a lot at stake here so be careful. It’s time you grew up, time you learned what a woman can do, and stopped being a spoiled child.” She’d seized Sonia by the shoulders. “It’s time you repaid your father for all he’s done for you, for his years of sacrifice.”

Sonia sighed. Victor had been fun at first, exciting since their affair was secret and forbidden. She’d even enjoyed cheating on Bruno, but she was growing weary of it. All she wanted, all she’d ever wanted, was to be Miss Brazil. Was that so much to ask for? Everything was corrupt, even the beauty pageant. She’d checked. Only the mistresses of the powerful ever won. When Victor first turned his attention to her, she’d seen her chance. She had a few years. If he wouldn’t make it happen, then someone else would.

Sonia turned her attention to the magazine she’d been reading all morning. There was the current Miss Brazil, taking up half the pages. That’s why she’d bought it. Sonia had seen her up close. She wasn’t so much. Sonia knew she had a much better body.

“What are you staring at?” Bandeira asked.

“You,” she said, quickly looking at him over the magazine. “I was wondering when you would stop working. I’m very lonely.” She pouted.

Bandeira laughed, pushed himself away from the desk, stood up, and walked toward her. “What is it you want?”

Sonia turned the magazine toward him. “You know.”

He laughed and sat down on the couch. “Miss Brazil? Is that it?”

She sat up, excited. “Think about it, Victor. Your lover would be Miss Brazil, the most beautiful woman in the country. Maybe, maybe even Miss World. Every man would envy you.”

“They already do.” He eyed her steadily. “I don’t think you know what is involved to make this happen.”

Sonia beamed as she sat up. “You checked? You found out?”

He nodded. “I made a few calls. There are many men, rich men with power, who would be doing the same thing for their woman. It can be very expensive and the outcome is not always guaranteed after you’ve spent all that money.”

“But you have lots of money.”

“Oh yes. And I’ll have more if I didn’t waste it on foolish chases like Miss Brazil.”

“But…”

“My child, it would cost a great deal of money.” Bandeira took her wrist, pulled her to her feet, then led her to the bedroom.

Though she knew she should be passionate, do the things he liked, she couldn’t help being put off, a bit cold. Sometimes men were so taken with their own pleasure it didn’t matter, but Victor wasn’t like that. He was always attune to her. She didn’t care. Her mother might want her to sleep with this man for the sake of the family, but she did it for her own reasons. When he rolled off her, he scowled and made a dismissive grunt. After his shower, she was still in a foul mood.

Bandeira made no attempt to cheer her up as he often did when she was down. He glanced at her from time to time, obviously enjoying the sight of her naked, as he took a call. She knew then he’d taken that little pill to boost him a bit. He’d want to do it again in an hour or so. He was so predictable.

“Tell me about yourself,” she asked. “Are you who they say you are?”

He looked up from his phone. “Who do they say I am?”

“You know.”

He made a face and lowered the phone. “People say all kinds of things. What have you heard?”

“That you are a chefe. The chefe of NL.” Sonia was stunned at her audacity. She’d never even allowed herself to think the letters NL before now.

Bandeira smiled, and she saw a flash of the cruelty that always lurked in his face. “Why do you want to know?” She shrugged and pouted a little. “You are a child sometimes, Sonia. Men do not speak of such things.”

She rolled off the bed and went into the bathroom. She spent a long time in the shower, not wanting to go back to the bedroom, not wanting him to mount her again. This time he might insist on her doing what he wanted. She hated that, hated being forced. If she was in the mood or been promised something nice, she was willing. But he was saying the opposite, that he’d do nothing to help her. She had to find another rich man, one easier to control. Her thoughts ticked off the possibilities. Finally, with no choice she climbed out of the shower, toweled herself slowly, then returned to the bedroom, sitting on a chair across from the bed.

Bandeira looked up at her. “So you want to know the kind of man I am. Suddenly that is important to you.” He stood and walked toward her, naked. Sitting down like this, looking up at him, she realized he was twice her size.

“I just want to be Miss Brazil,” she said, quietly realizing how badly she’d played her part.

“You will never be that, my dear. Never.” Without warning he struck her on the side of her face with his open hand, the blow catching her by surprise, knocking her onto the floor. “Perhaps it could have been,” he said, continuing. “I made the calls, laid out what was required. I was considering it to please you, and because it would have pleased me.” He reached down and seized her bare feet, then pulled her toward the bed. “But then I learned about your little plaything. What did they call him? Bruno? Yes, Bruno, that is it.”

Bandeira lifted her from the floor and tossed her bouncing onto the bed. She let out a cry, her hands clutched against the side of her face. “I have a video. Do you want to see it?”

Bandeira picked up the remote and punched a button. An enormous flat screen descended from the ceiling. Sometimes they watched pornography on it. There was a bright flash; then it came alive. She could see her boyfriend, Bruno. He was naked, his arms tied above his head. He’d been beaten.

“In the end,” Bandeira said, “he wasn’t so much a man.” He looked at her, gauging her reaction. “You were cold to me earlier. Now you will be warm. You will not say no, will you? All you have to do is watch the little show and see what is in store for my favorite puta. You will work hard, won’t you?”

Bandeira turned her so she could see the screen more clearly. “Now,” he said as he lowered himself to her, “now you will see who I really am.” It was then that Bruno began to scream.
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HOLIDAY INN
LAFAYETTE STREET
NEW YORK CITY
2:21 P.M.
Daryl sat in the hotel lobby and watched for Frank. There was the usual foot traffic in and out. She could see the doorman, dressed like a college drum major, opening doors, putting guests into taxis, touching his cap to acknowledge a tip.

Since receiving Frank’s telephone call, she’d been in a state of frenzy. It had taken no time to make her decision. She sent Clive an e-mail telling him she would be out of the office and city a few days on emergency personal business. Unable to catch the red-eye she’d booked an early-morning flight. She spent a restless night in her own bed, then packed and flew to New York. Once she’d settled into her room she’d called Frank to arrange a meeting.

So what was she really doing here? she asked herself as she waited. She’d already decided to help but wondered now if this wasn’t really about trying to reconnect with Jeff. She wasn’t married to the man, hadn’t seen him or spoken to him in a year. What was he to her that she’d drop everything and fly across the country?

Frank and his wife, however, were college friends. Over the last few years, Frank had helped her more than once, at considerable career risk to himself. There was no question of her helping him. That’s what she told herself as a man dropped onto the seat beside her. She ignored him, looked at her watch, then looked back toward the entrance. But part of her understood she was primarily here to help Jeff. He needed her.

“I took this class once,” Frank said quietly. Daryl looked to her left in amazement. “The instructor said all this Hollywood stuff with false mustaches and makeup was a bunch of crap and useless in the field. He said there were simpler and more effective ways to disguise yourself. You’re looking good, Daryl.”

“I didn’t recognize you.” She stared at Frank again unable to put her finger on the transformation. Never an especially sharp dresser, he looked a bit shabby today, even though the clothes were typical for him. The man who’d sat beside her was older too, perhaps a bit sick.

“You weren’t supposed to.”

“You’re fatter.”

“Not really. Just some cotton between my cheek and gums. It gives me a sad sack look.”

“There’s more though.”

“Not so much, mostly just my demeanor, my walk and stance, the way I look at things, interact with the world around me. I’m in loser mode right now. Like it?”

“Not especially, but it definitely worked.”

“I picked up the jacket at a used clothing store, same with the shoes.”

“You’ll be standing outside asking for quarters later today.”

“Hey, I’m just a bit down on my luck. All I need is a break to get on my feet.” He paused, then said, “Thanks for coming.”

“You’ve done the same for me.” Daryl hesitated, then said, “How’s Jeff?”

“He’s good this morning. Hard at work on his laptop, trying to find a way to dig us out of this hole. He’ll be all right, but it was close. Daryl, these are dangerous people. You’re on-site now, so promise me you’ll take this seriously and be careful.”

“I promise.”

“And you didn’t have to fly across the country. I told you that. We’re looking for hacker help with this.”

“Better face-to-face. You know that. Now, tell me what’s going on.”

Frank filled her in, catching her up on what he’d learned that morning. She listened with growing disbelief at the audacity of it.

“This is no way to reward an American hero!” she snapped. “You of all people know what Jeff’s done for this country, the risks he’s taken. He’s never asked for anything, not even a dime of the money he’s spent chasing down terrorists. He’s been shot, threatened, God knows what else.”

“I couldn’t agree more. But I don’t think the people involved here know any of this. That was all so hush-hush.”

Daryl composed herself before continuing. “So you’ve been set up.”

“Right.”

“Someone inside the Exchange or outside?”

“We think both. We’re hoping you can help us pin that down. We need to point this Alshon guy at the right party to bring an end to this – and the sooner, the better. If we can identify someone working right here at the Exchange, that would be great.”

“That will be the same somebody who’s hacked the system.”

“Absolutely.”

Daryl thought about that for a bit. “How good a job did they do on you two?”

“Good enough to get the SEC in gear but frankly I think it’s a bit over the top. In theory at least any fair-minded investigator should be willing to hear us out and realize we’ve been set up.”

“But you don’t want to take that chance?”

“Officially, we don’t even know there’s an SEC investigation, unless you count searching Jeff’s place as a form of notice. Still, my source says warrants are coming out by Monday.”

“That seems awfully fast for this type of crime. Is this connected to that bot Wall Street is upset about?”

Frank told her how they’d come to get the engagement. “The bot the New York Times is all upset about is harmless. Their source is exaggerating. Probably a disgruntled former employee.”

“The market’s reeling from the news.”

Frank laughed. “If what we’ve found ever gets out, there will be a crash like no other in history. No one will have any faith in the stock market, no matter what they say about how secure it is.”

“I guess we shouldn’t be surprised after all we’ve seen elsewhere. So many institutions have gone out of business. Assets people thought were secure, like the value in their homes, vanished. Why should the New York Stock Exchange computers be immune?”

“I’ve made some calls,” Frank continued. “Fortunately, I still have people I can trust on the inside. Alshon’s pursuing this as an act of terrorism under the Patriot Act. That gives them a lot of authority.”

Daryl grimaced. She hated to see laws meant for one purpose abused this way. She’d had this fight repeatedly within the National Security Agency. “Getting back to the hackers, being heavy-handed suggests they’re only looking to get you two out of the way for a while.”

“We agree but don’t know where that takes us. The obvious conclusion is that they’re just buying time to cover their tracks, maybe finish any looting they’ve got under way.”

“All right, what do you want from me?”

“Like I told you over the telephone, we can use help in figuring out what exactly they are up to, but especially in backtracking to them. We have to hope they’ve left a clue somewhere. If they are inside the Exchange, that narrows the field of suspects considerably. If they are outsiders, that would tend to get us off the hook.” He paused, then continued, “Since you’re here, it occurs to me that it’s useful to have a fresh face on the scene. You can go places we can’t. We need to stay out of sight.”

“Where are you two staying?”

“It’s better if you don’t know.”

Daryl nodded. “Okay. I can see that.” Neither spoke for a long minute. “Does he know you asked for me?”

“Yes, I told him.”

“And?”

“He appreciates your help.”

She looked Frank in the eye. “And?” she repeated.

“No ‘and.’ He appreciates your help. He knows how good you are.”

“Okay, then. Tell him … tell him I’ll do everything I can.”

Frank touched her forearm. “He knows that.”

Daryl blinked as she fought back tears.
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ENFORCEMENT DIVISION
SECURITIES AND EXCHANGE COMMISSION
NEW YORK REGIONAL OFFICE
200 VESSEY STREET
NEW YORK CITY
2:51 P.M.
It was Saturday, but during a big case, weekends meant little in Robert Alshon’s office. He had checked in with Flores and her team just after lunch. They were hard at the forensic examination of the computers seized from Red Zoya in D.C. When he’d caught her eye, she’d shrugged and shook her head.

He returned to his office. Maybe this guy was more clever than most, he thought. And he kept his dirt out of his office. If that was the case, Aiken would have a laptop with him from which he’d done everything. Alshon alerted his people and any federal officer who might arrest Aiken to acquire every computing device within reach.

Gene Livingston rapped lightly on his open office door. He was an understated man, both in size and demeanor, but Alshon had come to rely on him to perform the essential legwork outside Flores’s province. He waved the man in and gestured at the chair.

“What do you have?” he asked pointedly.

“Just preliminaries at this point, boss, but there’s some firm data here.” Livingston lifted a legal tablet in front of him slightly. Approaching fifty years of age, with little hair remaining and out of date glasses, Livingston looked every bit the bookworm his job description made him out to be. He’d never married and had rented the same one-bedroom apartment for over twenty years. He brought his lunch to work and ate at his desk. Alshon once commented to a colleague that he wished he had ten more like him.

“I can find no connection between William Stenton and Jeffrey Aiken or Aiken’s company. I’ve checked Stenton’s finances, and there has been no significant movement in two years, nothing at all in the last three months. All indications are they’d never met before Stenton hired him and Frank Renkin. I’ve requested a digital and telephone screen and expect results back Monday or Tuesday, but I think we can expect it will confirm my preliminary analysis.”

“I plan to meet with Stenton on Monday. I have a number of questions, and it will be better if I don’t have to tell him he’s a target. So do what you can to speed that along. What else?”

“Red Zoya is clean. Aiken owns it without partners. It pays its taxes, its corporation filings are up-to-date. It has a good credit rating. Basically, it’s just an extension of Aiken for tax and liability purposes.”

“And what about the man?”

Livingston smiled. “This is where it gets really interesting. He’s a Ph.D., taught at Carnegie Mellon. You mentioned he once worked for the CIA.” He looked up and Alshon nodded. “He was head of the Counter Cyberterrorism Unit, a four-man team in existence before 9/11. I can’t find anything official but as I understand it he claimed to have uncovered the attack before it happened and later said no one listened.”

“I’ve heard that story a few times.”

“Anyway, he left after that and started his own company. It’s got a good reputation, and he does too.” He looked down. “There’s more, but nothing official.” Alshon raised his eyebrows. “Aiken also reportedly discovered a cyberterrorist attack against the West a few years ago. He flew to Moscow and Paris, engaged in a firefight, killed the brothers responsible.”

Alshon looked at Livingston in disbelief. “Are you certain?”

“I am that it happened. It’s pretty common knowledge in some circles. I just don’t know the details. Two years ago, he’s the one that found that virus that changes documents in a computer. He was involved in some incident in Turkey in which a plane crashed.”

“Gene, this sounds like fantasy land.”

“I understand your skepticism. I’ll see if I can’t nail down some facts.”

“What about his finances?”

“He’s done well, but he’s not much of an investor. Basically, his money piles up in a savings account. Every few months, he transfers some into an indexed Schwab account. The rest he rolls into CDs. Of course, there’s the recent activity. I’ll get to that later.”

“Not very imaginative.”

“I guess not. He did pay off his town house in Georgetown last year. In general he works a lot and doesn’t do much else.”

“What about Renkin?”

“Renkin is former CIA as well. He left some months ago to go to work for Aiken. He was Deputy Director of Counter Cyber Research at the time. His finances are even more boring than Aiken’s. Still has a mortgage, married, three children. Nothing stands out and no recent action.”

Alshon grimaced. “You say there’s nothing?” Livingston shook his head. “These guys are too clean. That’s always a red flag. They’re hiding something. What about recent weeks, since they came to New York?”

“Nothing on Renkin.” Livingston consulted his tablet. “Aiken opened a brokerage account, and it’s received just over three million dollars in the last few days.”

“That’s more like it.” Livingston was pursing his lips. “What?”

“It doesn’t smell right. He set the thing up in his own name. No attempt to hide anything. Then he’s transferred market money straight into the account. It’s almost like there’s a spotlight on it.”

“What was he supposed to do?”

“I don’t know, something. Set up an LLC in Nevada and use it. That would have slowed a search down a couple of days to get back to him. Use any name but his own. Go offshore. Something. It’s almost like he wanted to get caught.”

Alshon swiveled in his chair and gazed out his window. “These are both Company men, Gene,” he said after a bit. “They’ve been schooled in the craft. They think it through. My guess is he expected to erase his trail before anyone caught on to him. What we’re seeing is a bitter man whose career was going nowhere, who has the chance of a lifetime to get back at everyone and set himself up for life. He figured he’d get away with it and laugh all the way to the bank. These guys like Aiken and Renkin, they think they’re above the law.” He turned back to his desk. “Keep digging. My guess is there’s more.”

“I do have more. Aiken was struck by a car Thursday night. He was hospitalized.”

“What happened?”

“He was jogging near the reservoir and was attacked. He ran into a busy street to escape and was hit by a car. He was nearly killed.”

“What do the police think?”

“They think a homeless guy went berserk.”

“Nothing more?”

“Just that Aiken left the hospital without being released.”

“I’d expect that. He’s on the run now. All right, see what else you can find and keep digging. Send Susan in, please.”

Flores arrived a few minutes later, looking very tired as she took a seat.

“What have you got?” Alshon asked.

“Not a thing. Zip. Nada.”

“Details.”

“It’s all encrypted. I’d need the NSA to break it, and even then, it would take weeks, assuming it can be done.”

Alshon thought about that, then asked, “How about his finances?” He often had Flores and Livingston cover the same ground just to be sure. They were aware of it and worked that much harder.

“That was actually pretty easy. Nothing out of the ordinary, just a Schwab account and some CDs. He pays his bills on time, owns his house.” She looked up and in a rare moment of humor said, “In most regards he’s a good catch.”

Alshon snorted. “You’ll be visiting him in prison.”

“Not for me. For some women.”

“Tell me what you found on the Exchange.”

“It didn’t take long to locate the tools Aiken used or his malware. He was employing it stupidly, though. Instead of blending in with traffic, he had it programmed to just keep working around the clock. The automated security scans would have picked it up but the way the malware was set up made getting caught even more certain. It was pretty carelessly done. And it leads straight to his brokerage account.”

“So just as IT told us?”

“Pretty much.” She tapped her teeth with her pen. “There’s a rootkit in there. He’d been paying a lot of attention to it.”

“Rootkit? That’s some kind of cloaking device, right?”

“Right, it conceals a file’s presence in a computer. He’d been working on this one.”

“Maybe it’s his.”

“No. He’s investigating it.”

“What did you find out about it?”

“Nothing except that it’s pretty sophisticated.”

“It was just part of his job; good to go through the motions.”

“I suppose, but a rootkit’s got no business in the heart of the New York Stock Exchange’s trading platform.”

Just then, the telephone rang. “Yes?” Alshon listened intently, then hung up. “Take another look at his office data just to confirm we can’t access it, then get back on the Exchange and see what else you can learn. Maybe he’s one of those people who kept things separated, but not many do. Encrypting the files can only have one explanation.”

“Maybe he works for sensitive clients and wants to protect his work product. That will be the explanation.”

Alshon snorted. “He’s hiding something. We need to find out what that is. I’m off to search his office over at the Exchange. The team will have more computers for you.”

“Okay.”

“With a great deal of luck they’ll show up. I’ve got two arrest warrants.” As he grabbed his jacket he gave her a very unpleasant grin.
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WEST 109TH STREET
MANHATTAN VALLEY
NEW YORK CITY
3:26 P.M.
Frank let himself into the small hotel room quietly, not sure if Jeff was sleeping. Instead, he found Jeff hunched over his laptop at the room’s desk, deep in thought. Frank set his paper sack down and sat in the room’s only chair.

“Any luck?” he asked.

“I’ve made some progress I think. What’s in the bag?”

“Bourbon. I couldn’t remember if you were a Scotch man or not, but I drink Bourbon so you can either share or get your own.”

“Bourbon’s fine.”

Frank retrieved two glasses from the bathroom, unwrapped them from their plastic cover, then filled them halfway with amber liquid. “Here you go.” They both took a sip. “So what have you got?”

“I think I’ve locked in what the malware does. It’s pretty sophisticated. You’re the expert on Wall Street, since unlike me, you’ve actually read a book so maybe it will make more sense to you. It looks like a trading algorithm programmed to hunt down certain traders and specific situations. When it finds them with a transaction matching the algo’s parameters taking place, it rides it in, bypasses the Exchange’s safeguards, and inserts itself at the head of the trading queue. It’s a high-frequency trader that can always beat everyone to the front of the line.”

“Like cutting in at the movies huh.”

“Exactly. Only in this case, there are only so many tickets available at a preferred price. The algos suck that up. In effect, they drive up the price by taking the ready action, then dump, and repeat. They’ve held some of these trades hostage in the Exchange’s computers for minutes while they pump and dump.”

“How much?”

“Well, in terms of percentages, it’s taking up to five percent of a trade, though usually less. Depending on the size it’s a lot of money. I have found instances where it appears to have taken substantially more. I haven’t figured out why those are treated differently.”

“And the Exchange’s IT department doesn’t know about it?”

“Not from what I can see. They’ve done nothing to stop it.”

“So the code is undetected and in operation.”

“Yes, and hidden within the rootkit.”

“That suggests to me someone with intimate knowledge of the Exchange’s code.” Jeff nodded agreement. Frank took a sip, then lowered his glass. “When did it start?”

“There’s no way to tell so far. A few months, a year, perhaps more.”

“Even if it’s just a few months, that’s a long time to operate in the heart of the New York Stock Exchange without being spotted.”

“It is.”

“Is it really that clever or are they just not very good at what they do?”

“It’s clever, obviously. As for the rest … complacent is likely the word for it.” He paused. “It’s possible whoever is responsible for the type of security that would usually detect the malware is in on the action.”

“Any clues?”

“No. Just something we should keep in mind.”

“Any luck finding who planted it?”

“No, I’ve been working to figure it out. The code we’ve got in the engine has detected and copied the code out of our cloud server so whoever is doing this is active. We should be able to follow the files back to where they entered the Exchange and once we have a physical location we can get names.”

“The other approach, I take it is—”

“—follow the money,” the men said in unison.

“That will take a lot of time,” Frank said. “Weeks, at the least.”

“Yeah, and finding an end deposit is getting tougher every year. Do we have that much time?”

Frank shook his head. “In theory we do but like I’ve said already, the longer we’re in the crosshairs, the harder it’s going to be to get out. And this Alshon’s going to think any perp we come up with is a fall guy. That’s especially true since we’ll be relying on computer records and trails. They can be made to point most anywhere.”

Jeff nodded. “What we need is to catch one of the bad guys in the know and get him to talk.”

“Good luck with that.” Frank set his cup down and refilled it, gesturing to Jeff who held out his own. As he poured, Frank said, “Still, not bad for a guy who was just whacked on the head. We’ve got help in town now too.”

Jeff took another sip. “How is she?”

“Daryl looks fantastic, what’d you expect? I can’t believe you let her get away.”

“I told you about it.”

“You told me but you didn’t convince me. She’s here, Jeff. When you’ve got some time for your personal life, you should give that serious thought. If she didn’t care, she wouldn’t have flown across the country.”

Jeff had already thought about that. “Does she believe us?”

Frank laughed. “What? You’re having doubts? Of course she believes us. In fact, she’s pretty pissed off. She’s staying in midtown. I gave her access to the backdoors, and she’s likely hard at work by now, trying to trace these guys.”

“That’s going to be the hardest part.”

“Yep, they will stay as far from it as they can. Even if it turns out they’re on the inside like we think, they’ll have routed their work in such a way as to not point at them. As for the money, you can bet it’s scattered far and wide. Maybe Daryl should work tracing the dough while you and I work on tracing its operation and finding a perp.”

“Sounds good.”

Frank opened his laptop and sent Daryl a message. “Want me to say anything from you?”

“Just thank her for helping.”

“Okay, lover boy. That should melt her heart.”

Jeff turned back to his computer but found he could no longer concentrate. He finished the bourbon, then poured more. Daryl. He was surprised to learn that she’d flown here, mildly irritated at the thought he might see her again. But when the reality set in, not just of his precarious situation, but that she’d cared enough to come, he found he was looking forward to seeing her.

The more he thought about their breakup, his reasons for it, the shallower they seemed. He wondered if the real problem had been that she wasn’t conforming to what he wanted. She’d stayed the person he’d always known. If he really wanted a lasting relationship with her, he should have waited. Maybe he just had been looking for a reason to end it, to find one more reason to crawl back into his emotional shell. Because once she left, that’s exactly what he did.
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MACATUBA
SÃO PAULO, BRAZIL
4:41 P.M.
Victor Bandeira settled into his patio chair and laid the Cuban Robusto onto its slot on the ashtray. He took a sip of strong black coffee and looked across the expanse of his estate toward the virgin cluster of trees from which the stream emerged. The afternoon sun caught the clear water precisely and the effect was as if diamonds danced on the surface.

Sonia was still in the bedroom. When he’d finished with her, she lay there unmoving, softly weeping as he took his shower, humming to himself. Once his energy was recovered, he was considering having another go at her.

He’d found the entire experience depressing, though. She was such a child, and it had all been so easy. He’d known from the first time she’d been with another man, and now had made it clear to her that she was his and his alone. Women thought they were so clever about such things, but he’d always found it to be the opposite. He was sensitive to any change in their attentiveness or heightened passion, as both were signs. Women thought such compensation masked their infidelity, when in fact it only confirmed it.

Still, depressing as it had been, overall, the first moments of surprise and possession had been exhilarating. Unfortunately, he’d not be able to duplicate the experience – at least he could think of no way now. He had to be careful. If he crushed all life from her, he’d have a woman who was little better than a whore in his bed. He’d had enough of that when he was a young man.

Bandeira wondered if she’d tell her father. If she did, that could prove awkward. Carlos was at heart a weak man so there was that. But more significantly he was a man who needed Bandeira desperately. He’d managed the family bank too conservatively for too long and reduced it to a near state of bankruptcy. If Bandeira hadn’t come along when he did, there’d be no more Banco do Novo Brasil. Perhaps it didn’t matter if he knew. It would be amusing to see how he responded.

Bandeira sighed and picked up his cigar, suddenly angry with himself. When would he be man enough to give up such games? This was all nonsense. It was nonsense to let himself get distracted by that puta on his bed, nonsense to have bedded the daughter of a man important to his business, nonsense to have taken his pleasure with her as he had earlier. He mocked his predecessor, the chefe before him, both in his thoughts and in comments to his bosses, but he was no less indiscreet himself. These were all needless risks, and in the end, there was absolutely no way to predict the behavior of an outraged Brazilian father, especially one who had been made to look small at more than one board meeting.

Just then, Jorge César approached. Bandeira gestured for his head of security to come near, then left him standing as was his custom with underlings. “Jorge,” Bandeira said, “we have a problem in New York. Two Americans have been making trouble for our financial enterprise. You know of this?”

“Sim, Chefe. Casas de Férias.”

“One of our men in New York took it on himself to attack the leader of these two and put him into a hospital. I did not want this as it might call attention to what we are doing, but he did it anyway.”

“Should I contact someone in New York?”

“No, no. It’s too late for that. We will take care of him later, after I no longer need him.” Bandeira suppressed a fresh wave of anger. Matters should never have come to this. “No, I spoke to Abílio and have instructed that he leave a trail to lure the two men interfering with Casas de Férias to come to Brazil. You can take care of them here on our own turf.”

César nodded. “When will the two men arrive?”

“I’m not sure but soon.”

“Where will they go?”

“You remember the Mooca warehouse?” It had been a drug distribution center for a time. Lately it was unused. It was isolated, ideal for this purpose. “You have time to set up the ambush. Abílio has sent us their names and photographs.”

César nodded. “And if they don’t come?”

“That is possible, yes. If they stay in New York, you will have someone there take care of them, though I’d rather not. But I think they will come. The bait is nice and juicy.”

“I will see to it at once and will use my best men. There will be no problems.”

“I want them to vanish, you understand? It must appear they dropped off the face of the earth.”

“As you wish.”

Bandeira discussed other business with César, then sent him on his way. He was finishing his cigar and was considering a drink when he heard a voice calling for him from the bedroom. He rose and walked to the open sliding door. “What is it?” His voice was stern.

“I’m lonely,” Sonia said.

Bandeira was momentarily startled. What was this? What game was she playing?

“Come to bed, my love. Please.”

Bandeira moved closer, testing the situation. Then, satisfied at this unexpected turn he moved to the side of the bed and stood there. “What are you talking about?”

“Come to bed. I’m sorry, please forgive me. I was weak. It won’t happen again.” Sonia moved and the sheet slipped from her body. There was bruising there, but it only heightened his excitement. “Just don’t be so rough this time.” Then she smiled coyly. “Unless you think I need to be punished more.”
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MONTAGUE STREET
BROOKLYN HEIGHTS
NEW YORK CITY
10:23 P.M.
Marc Campos exited the subway tunnel, stopped at the top of the stairs, and looked back as casually as he could manage. No one was following him from what he could see. He turned left and walked at a steady pace, stopping once two blocks later to tie his shoe, another time to pretend he was confused about where he was. Still no one.

And that was as it should be. There was no reason for the SEC to suspect him. He’d been careful, more careful than Richard Iyers. As he resumed his way, he put his thoughts to that particular problem. Just what was he to do? The man was out of control, gone rogue. He’d killed one man without permission, tried to kill another on his own. He was rash and he would be caught soon, for something. He knew too much, guessed too much, and had done too much. Iyers could tie Campos to one murder and another attempted murder. Never mind that Campos had nothing to do with either of them, the way American law worked, he’d learned, whatever Iyers did was the same as if Campos himself had done it. And when Iyers was arrested, as Campos was certain he would be at some point, he’d roll over in about five seconds.

I should have seen it coming, Campos thought bitterly. That night he’d pitched Casas de Férias to Iyers he’d seen the sudden light in the man’s pale eyes. It had brightly flamed for several seconds and when it eased, Iyers had become animated, more aggressive than Campos had ever seen him.

Campos had already been criticized for hiring him in the first place. Bandeira had chastised him directly when he’d learned about the use of a rootkit planted within the core code. What were the odds the one code writer with critical access he’d selected would turn out to be a psychopath? If anything else went wrong, Campos had to be concerned about just how much goodwill was left with his boss. That, he thought, will depend on just how badly things go. And with this rush to expand Casas de Férias and exploit Carnaval the chances of a disaster were more likely than they’d otherwise be. He had a sinking feeling about what lay ahead.

For one, NYSE Euronext was utilizing a new program for the Toptical IPO launch and there were always risks associated with that. For another, the high-frequency traders were going to be all over the IPO. They’d made a bundle on Facebook despite all the snafus, did very well indeed on Twitter, and were looking to score big again on this one. While this latest IPO was a golden opportunity for Carnaval it meant issues beyond their control could go wrong, disastrously so.

No, Campos thought, there is too much against us and we are being forced to do this too quickly, staking too much on a single operation. His every instinct told him that this was going to be a disaster and in more ways than one.

It was all so confusing. Campos was fully involved with Carnaval. In addition, he had his usual duties to perform at work; then he spent extra hours facilitating the updates and routes. It was complex, and he had to double-check and test everything. The Rio team was doing a good job, but he’d caught too many mistakes from them and couldn’t help but wonder how much he was missing. Some errors meant nothing. The public would be shocked to learn how many bugs existed already in systems they relied on every day. But some of the mistakes could prove fatal to Carnaval. It would take a lot more time and more resources than Campos had to identify which ones.

And what to do about Iyers. Campos wanted nothing to happen to the man until after Carnaval so that gave him a bit of time. He needed him right now. But then what? He’d never killed a man, and from what he’d seen, Iyers’s guard would be up. Even if Campos risked trying, the man’s caution would make it more difficult. Now he understood why the Mafia kept its enemies close. He’d always wondered about that when he saw the movies.

Hire a killer? In that path were at least two risks. First, he’d be known to the man he paid. Second, the assassin might botch the job. Then he’d be in double trouble. Iyers would have no reason to remain loyal and the hired killer would have every reason to turn on him if he were caught.

No, hiring someone himself was out of the question. Anyway, he had no idea how to go about it. All he’d done since coming to New York was write code.

Did he dare suggest the killing to Bandeira? How long would it take for the chefe to set it up? Not long, Campos decided. His reach was extensive, but he’d be unhappy at being placed in that position. This was Campos’s mess, and he’d expect Campos to clean it up.

Which meant he had to kill Iyers himself. Campos swallowed, his throat suddenly aching as he did.

He stopped and tied his other shoe. No one.

Satisfied but still uncomfortable walking the streets of Brooklyn at this hour, he stepped off more briskly. Brooklyn Heights was perhaps the most accessible area off Manhattan Island, which was why he’d chosen it initially. Originally the modest apartment had been nothing more than a bolt-hole in case things turned unexpectedly wrong, as well as a place to stash what he’d need in the event he had to run.

But over the years, he found he’d often come here, especially on pleasant Sundays. It was in many ways a different world from Manhattan and its skyscraper canyons. Even the people were different, more boisterous, more congenial behind their bravado, lacking the edge he dealt with every day across the river.

Montague Street was a delight. Trees lined much of it and the five-story redbrick buildings in their stately decline reminded him vaguely of home in Brazil. Mothers still pushed strollers along the sidewalks and children played in front of the apartment stoops. There were a few hotels built at the turn of the last century, some churches, thrift shops, and small restaurants. “Cozy” was not the word for it exactly, but he found it comfortable. If people didn’t know one another, the lingering influence of Brooklyn’s past dictated that they act as if they should.

Out of habit, Campos glanced back the way he’d come a final time, though if a tail had come this far, locating his destination would not be difficult. He saw nothing and mounted the steps. He entered the front door, then walked up the stairs to the second floor. On the back side of the building he let himself into a narrow one-room apartment. He closed the door behind him and stood silently, listening. The building had been settling, reacting to the changes in humidity, soil, and temperature for more than a century now, and he could still detect the slight creaks of its all but imperceptible movement. It was silly to listen for more he knew. He was alone. He turned on the high ceiling light, which cast a soft glow about the room; then he moved along the walls, turning on lamps one by one.

Campos opened the refrigerator and removed a small bottle of Coke. It was from Mexico, one of his Sunday finds here in Brooklyn. It was made with real sugar and tasted just like the Coke in São Paulo. He opened the bottle and drank half before setting it down on the Formica top of the two-chair kitchen table.

Beside the narrow bed was a small safe he’d bought and had delivered. A professional would have no trouble cracking it, a determined amateur would just carry it off, but it kept prying eyes away. Using his real birth date he opened the safe and removed its contents. He carried these in two hands to the kitchen table and sat.

When Abílio Ramos had first set himself up in America, he’d arranged for another identity. Two of them, in fact. He opened the Portuguese passport, examined the photograph again, then read the name. Rodrigo Emanual Braga. He could handle that. He set the maroon-colored passport down, then picked up the navy blue Brazilian passport. Jadir José Silva. Why not?

His real passport was in his apartment on Lower Manhattan just in case, for some desperate reason, he was forced to travel under his own name. Also there was the existing Portuguese passport in the name of the identity he would have to abandon – Marco Enfante Campo.

Now he fingered three stacks of cash. There was fifty thousand dollars in U.S. currency, mostly hundred-dollar bills, thirty thousand in euros with a fair number of five-hundred-euro bills, which kept the stack smaller, and five thousand in British pounds. Enough. There were also credit and debit cards for each identity.

Until this week, he’d never seriously considered that he’d have to run so soon. He’d always thought Casas de Férias would continue for several years and in time would be wound down into inactivity. Carnaval had been Pedro’s idea initially but it was never intended to be the size Senhor Bandeira was now ordering.

The plan had always been that after a respectable period, Campos would just fade away. Now that was impossible. Either way, this was all coming to an end. He’d have to leave as soon as his involvement with Carnaval was not needed or if suspicion, even mild, was directed at him. Where to go? Portugal? It was part of the European Union and its security computer network. He was wary of trusting his false identities in such a system. Still, as part of Europe, once he was in he’d be free to travel about with no questions asked. He could change his identity after arrival, then go … Where? Italy? Greece? They both appealed to him.

Or maybe his first stop should be Macau. That was tempting as it was in Asia and everything was for sale there, absolutely everything. But it was distant and he’d be trapped on a long flight with no idea who’d be meeting him when he arrived.

Madeira? With its heavy tourist presence, that might be ideal. It was Portuguese, and he’d blend in there but it was a small island and there’d be nowhere to easily run to. He could buy a boat he supposed, but he’d never sailed one on his own.

Brazil? Home? Yes, in time, but not right away.

Satisfied at his efforts and feeling better now that he’d confirmed everything was still here he debated what to do. Leave it and plan to come back if needed? Take it to his apartment? He smiled at that. Leave it, of course. That was the point of having it. Knowing it was here meant he could walk away at a moment’s notice. In fact, now that he’d considered it, he’d move his real passport here as well. No one knew about this place. If there was trouble, it would focus on his official residence.

Campos placed everything back into the safe, closed the door, and spun the dial. He finished the Coke standing up, filled the bottle with water, rinsed, filled it again, and poured it out. His mother had taught him that. It kept ants away. He killed the kitchen light, kicked off his shoes, then stretched out on the narrow bed. He listened again to the quiet settling of the building, of the more distant nocturnal sounds without, and let his mind drift.

What to do about Richard Iyers. And when to do it.
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HOLIDAY INN
LAFAYETTE STREET
NEW YORK CITY
10:56 P.M.
Daryl curled her feet beneath her in the aspect of the Buddha as she studied the screen, her right hand resting on the mouse. She was tired but too keyed up to go to sleep. Anyway, her body clock told her the time was just approaching 9 P.M. Customarily a night owl, she was good for some time yet.

When she received Frank’s message urging her to follow the money, she’d turned to the task with relish. She’d chased more than her share of money trails before, both for the government and while working with Jeff, as well as in her new job. It would be a lot more interesting than tracing the code back to its authors.

Daryl still didn’t understand just how the malware worked – she’d leave that part to the boys – but once she’d focused on the cash her attention was drawn to the sequences of numbers she kept encountering. They were not all the same in length, nor did they appear in the same location in the code, but numbers were recurring throughout its functions.

Her first impression was that the numbers were encoded in such a way as to conceal the purpose they served. That was clever on someone’s part. In the event the code was discovered it would still be difficult to decipher. As it was the numbers could be most anything. They could also be of either greater or lesser significance to the money trail. There was no way to know until she’d cracked exactly what they were.

Since this was a financial operation, Daryl’s suspicion was that they were account numbers of some type, and that they’d be part of the routing path for funds once they were acquired. She suspected that the Exchange used internal identifiers for trading accounts, but hoped that the malware had a table of mappings between bank and Exchange accounts. If it didn’t, this approach would be a quick dead end. With that in mind, she researched bank routing transit numbers. These were nine digit numbers appearing on all negotiable instruments including personal and business checks. They served to identify the financial institution on which the instrument was drawn. They were in essence an address. Originally, Federal Reserve Banks processed wire fund transfers by using them but now more people had money directly deposited into their accounts and paid their bills online.

But the numbers she was examining were longer than nine digits. Some were eleven, others as many as nineteen. She began slicing and dicing the numbers, searching for patterns. She recalled reading once that when spies sent messages, they did so in blocks of five numerical digits. Many of the numbers were not actually part of the message itself. They were intended to fill out messages to conceal those that were short or to establish authenticity. She doubted either was the case here, since the numbers were not of the same length, but seized on the idea that any sequence of numbers beyond nine was meant to conceal the fact these were bank routing numbers.

It consumed several hours, but finally she had it. Using a combination of code inspection and study of the numbers looking for patterns and correlations, she discovered recurring sequences of numbers. They were not always in the same order, but she was convinced they were meant to hide the actual number. At last she came up with sets of eight numbers. When she removed these numbers in specific patterns from the sequences, she was, in most cases, able to come up with a nine-digit number. She then ran the numbers through the fdic.gov Web site, and there they were – the names and locations of U.S. banks, one of them as close as Stamford, Connecticut.

So she’d been right. This part of the code was where the money trail began. If she could demonstrate that these numbers were part of a bigger, and longer lasting operation, one in which Jeff and Frank were not profiting, that would help enormously in getting them off the hook.

Daryl was impressed once she’d grasped the vast scope of the rogue code, as Frank had called it. There must be more than a hundred banks involved. If this routing system worked as others she’d cracked had, nearly all the financial institutions were bases the money scarcely touched before moving on. The money wouldn’t come to rest until it had been carefully maneuvered and outpaced possible electronic surveillance.

Before 9/11 and the passage of the Patriot Act, such efforts had not been all that complicated. Money would leave a company, or in this case the Exchange, go offshore and vanish. As long as the country with the offshore bank refused to cooperate with American law enforcement, drugs lords, organized crime kingpins, and tax evaders were free to conceal their assets from the Internal Revenue Service and other government agencies. And most other countries did not cooperate unless a great deal of pressure was brought to bear on them.

If the launderers wanted to be doubly safe, once the money was offshore, they’d move it two or three times, say to Latvia, then to Belgium, then Switzerland, then back to an offshore bank. There a lawyer would set up a perfectly legal company and invest the money back into the U.S. stock market.

But the Patriot Act changed all that. In the guise of chasing terrorists the U.S. government now had the power to strip many foreign bank accounts of their protective shield. If a bank – or, more important, the country – where it was located wanted to have any dealings with the United States, then they cooperated with requests for data. Not every country played ball but most did and it took someone very knowledgeable to keep moving money from bank to bank, country to country, always staying with those prepared to stonewall Uncle Sam.

That was the trail Daryl had to follow, and her first efforts suggested it was going to be too much, at least too much in the time she had. There had to be a faster way.

Seeing Frank had been sobering. His effective disguise and the seriousness with which he presented their problem struck home. She’d understood that their situation was critical; otherwise, she’d never have climbed on an airplane, but she’d not really appreciated just how serious this was. Though Frank had been his usual self, she couldn’t help but notice how he kept an inconspicuous eye on the lobby. And though he’d seemed casual in his manner, she knew him well enough to know he’d been tightly coiled.

Daryl wondered how Carol, his wife, was taking this. Then she realized he likely hadn’t told her. What was the point? If things turned really ugly, there’d be time enough to let her know; otherwise, it was just so much needless worry.

What impressed her was Frank’s tradecraft. She was pretty sure that was the word. She’d heard it from her CIA colleagues when she was still with the NSA. She’d always considered him another computer expert, better at handling the ins and outs of bureaucratic politics than most, but she’d never thought of him as a spy.

She knew he’d been an operative, though. On occasion when he had a bit too much to drink, he’d tell stories of that time, but they were always more travelogues than espionage stories. Listening to them, you’d have thought he’d been working for IBM, and he never related an incident that even hinted at danger. But watching Carol during those moments Daryl had noticed some reserve when she joined in the laughter, her hand placed protectively on her husband, a subtle tightness around her mouth.

Carol knew Daryl realized. She knew just how close to death Frank had come in the years before they met.

Now he was employing all that experience and skill to keep himself and Jeff out of harm’s way. Daryl appreciated that he had such abilities, but wished it wasn’t necessary. But his tradecraft had given her an idea.
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WEST 109TH STREET
MANHATTAN VALLEY
NEW YORK CITY
11:47 P.M.
Frank stood and stretched, feeling the tension ease from his muscles as his joints yielded a slight popping sensation. He looked over at Jeff who’d fallen asleep atop the bedspread in an exaggerated X. Frank was worried about him. Jeff should still be in the hospital under monitoring, not hiding out in a dump like this.

Not for the first time, Frank suppressed the emotions that welled up inside him. He’d never been in precisely this position before, though he’d seen it happen to a colleague in his field days. That hadn’t turned out so well, which was just one more reason he’d elected to fix the problem himself rather than hire a lawyer and fight it out in the system.

He went into the bathroom and scrubbed his face. He’d thought days like this, nights in nameless hotels in the rougher part of town, were behind him. He’d turned in his 007 card and taken to the office and was surprised at how easily he’d made the transition. His bachelor cowboy days were behind him, and he’d transitioned into a suburbanite with remarkable ease. Carol had helped, actually made it possible. She’d intuitively understood what he was giving up and made his reason for giving it up a good trade every day. Then the children had come and there’d been no turning back.

Now this.

Frank wondered just how rusty he was. It was one thing to remember the moves, to still have the contacts, yet another to get into the action. Until now, he’d primarily spent his time on the computer and kept to ground but that was about to change.

He looked at himself in the mirror in the harsh light. He was old, slow. He’d worked at staying fit but only someone who’d worked the field as many years as he had knew how much more finely honed his reflexes needed to be than they were. He’d talked to one of the older agents about it years before. They’d been holed up in Venezuela on a surveillance operation and there was nothing to do but talk, swap stories, and tell lies. He’d asked how the man did it now that he was middle-aged.

“Experience and judgment make up the difference,” he’d said. “There’s no point in fooling yourself that you’re the man you were but you know a lot more, have picked up a trick or two. Actually, what you learn is that most of the action was never necessary, that there’d been another way to do it all along, but you hadn’t known enough to use it.” Then he’d smiled. “Bringing along a young stud like you, of course, always helps.”

Frank wondered if that spy made it to retirement. They’d lost touch after that operation. He hoped so. He wanted to think he had, that he was on a sunny beach where his only concern was drinking too much.

Frank went back into the room and sat before the laptop. He ran through the code again, then began tracing it step by step.

Jeff stirred from his sleep, slid off the bed, and sat on its edge for a long time, muttering something about going back to work, finally rose, used the bathroom, then sat in front of his laptop. As he accessed it an e-mail came in. A message was written across a photograph of two bodies lying in a field, their heads placed beside them like a pair of jack-o’-lanterns.

STOP! DO NOTHING OR YOU WILL DIE!

WE KNOW WHO YOU ARE!

YOU CANNOT RUN FROM US!

THIS IS YOUR ONLY WARNING!



“Look at this,” he said, suddenly wide awake.

Frank glanced up from his computer, then moved over. “They’re running scared.”

“That’s one way to look at it. Aren’t you troubled that they know enough to send me an e-mail?”

“Jeff, they knew enough to frame us. This just confirms what we already know: There’s someone on the inside in this.” He studied the screen. “This is almost reassuring.”

“You’re a sick man.”

“Not so much. I’ve just been around. Take a hard look at the photo. It might have some useful data.” He flashed a knowing smile. “I’m betting it does.”
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SECURITIES EXCHANGE COMMISSION MOVING MORE AGGRESSIVELY

By Gordon Field

September 16

New York—After years of complaints over alleged inaction, the SEC reports it is now acting more aggressively when wrongdoing on Wall Street is detected. “The days of moving at a gentlemanly pace are over,” Carl Levitt, Director of the Manhattan Enforcement Division, said in a recent interview. Changes in federal law have given SEC investigators more powerful tools and the New York Regional Office is not reluctant to use them when faced with the facts.

“We have broader subpoena power than in the past and can, in specific situations, cause an arrest warrant to be immediately issued,” Levitt said. “Such measures in and of themselves will, we believe, have a sobering effect on malfeasance in the securities industry.”

With the advent of computer trading the SEC has often found itself under attack for moving too late and too slowly. Given the speed with which trades now take place, often within a single second, enormous sums change hands free from direct scrutiny. “We are increasingly concerned about actual abuse and the potential abuses of high-frequency trading,” Levitt admitted. “We now have the means to effectively investigate them.”

Critics disagree however. In a recently published article Tamara Greene, a former SEC investigator, wrote, “The relationship between the NYSE and the major high-frequency traders is more than cozy, it’s incestuous. The Exchange simply makes too much money from these players to want to rein them in. That’s a reality the SEC cannot get around.” No matter how aggressive the SEC is, she asserts, the NYSE consistently runs interference for them.

Levitt disagrees. “I respect Tammy very much, but she’s speaking of a different time.” He then cited several recent examples of the new laws in action. “We issue subpoenas and arrest warrants early in key investigations. Our Enforcement Division now emphasizes its law enforcement capabilities. This alone will have a sobering impact on wrongdoers.”

Greene viewed the changes with dismay. “Turning the SEC into the secret police isn’t the answer. Until the unethical bond between the NYSE and high-frequency traders is broken abuses will continue.”

Others discount her criticism, claiming that the Exchange is not in bed with high-frequency traders. They argue that they are just another player in securities trading who should be regulated for the common good rather than singled out.

Another source, formerly with the SEC and who asked not to be named, stated, “The Enforcement Division of the SEC has turned into a modern Gestapo. They are quick to judge guilt and often move before the facts are adequately known. Their primary concern is intimidation through aggression. In the end, they don’t really care if their targets were actually guilty, just so traders see the havoc they wreak on their lives. It’s hard to believe we still live in America.”

Levitt dismissed the accusation with a laugh, then asked for the source’s identity.

Digital Wall Street
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ENFORCEMENT DIVISION
SECURITIES AND EXCHANGE COMMISSION
NEW YORK REGIONAL OFFICE
200 VESSEY STREET
NEW YORK CITY
9:07 A.M.
Robert Alshon reviewed the search report from the office used by Jeff Aiken and Frank Renkin with disapproval. His team had done an outstanding job but the forensic examination of the physical evidence had turned up nothing of use to him. The preliminary examination of the computers was negative as well. The pair had been too crafty to be caught red-handed, leaving no obvious trail.

The search of their hotel rooms had been no more productive. The frustrating part was that his people had arrived too late. Their personal effects, specifically their computers, were gone. They’d been alerted by the security system in D.C. and moved one step faster than he had. Not for the first time, he regretted that he could not make the arrests at the same time he’d conducted the search.

Alshon’s supervisor had already expressed concern with the investigation. He wasn’t focused on this case as yet but the message was clear to him. He needed to close the circle ASAP.

His stomach burned. He reached into the right desk drawer for an antacid. He chewed two large pink tablets, then downed them with tepid black coffee. It was Sunday, he reminded himself again. He’d like to be doing something else. He spent too many weekend days in this office.

The good news was that the arrest warrants were out. He’d sent an alert to the NYPD and called his contact at the FBI Manhattan Field Office. With their cooperation he had local assets on the ground and was confident they’d flush his targets. New York was a big city but these two were from out of town, with no contacts. They’d need to use a debit or credit card soon enough, and then he’d have them. Plastic was always the Achilles’ heel for such criminals.

Though Alshon wasn’t all that certain in this case. He’d already tried tracing their cell phones. Both of them were inoperative. Aiken and Renkin had been smart enough to remove the batteries and were no doubt using burners. They’d also have ways to obtain false identities. They might even have access to cash to keep themselves off the electronic grid. He hated chasing spooks. They knew too much.

Alshon’s initial thought had been that this pair were computer geeks and would be easily snared. He’d done it often enough since coming to the SEC. Computer experts could write code and engage in all kinds of chicanery, but when it came to fleeing, they were amateurs. But not in this case, apparently.

Alshon’s immediate concern was how expert they were, what contacts they possessed he could not know about. Had they both or either of them been operatives at one time? He made a note to find out, grimacing as he wrote. The Company would drag its heels, it always did. The supposed post–9/11 camaraderie was a façade. No agency cooperated with another, not unless there was something in it for them or you had a personal contact inside. Not for the first time, he regretted not having cultivated one at the CIA.

But he just couldn’t stand spooks. The CIA was simply sleazy from his experience. They worked in the shadows, never told the truth, and never the entire truth even when forced to come clean. They routinely engaged in misdirection, were never straightforward. In Alshon’s view they were downright un-American in their conduct, and since their creation had caused far more harm than good.

In his experience, they also had an excess of money, power, and resources, and too many agents went into business for themselves taking advantage of what they learned and the contacts they’d made. It was disgusting, and it was a nasty business.

Alshon was forming the opinion that was the case here. He wondered just how far the web spread. Could just two men have done what the IT report claimed? There could very easily be more to this than met the eye. Whose nest were they feathering? How much help would others give them?

Alshon ran his right hand across his scalp. He was sweating. He closed his eyes. God, he wanted to nail these guys, nail them good. But what resources did they have access to? He fought off the sinking feeling that the pair had already slipped from beyond his grasp.

Just then, Susan Flores rapped lightly at his open door. He nodded for her to come in and sit.

“What do you have?” he asked sharply.

“We’re still at it but I know more than when we spoke last time.”

Alshon knew she’d been up most of the last two nights. She looked it. He’d have to back off on pressing her; otherwise, her efficiency would plummet. But time was critical right now, and he had no regrets about his manner. Everyone needed to know this case was urgent. They’d slip into the long-haul mode soon enough if he didn’t catch a break.

Flores referred to her notes. “It’s a big operation, bigger than it initially appeared. Like we thought, it’s been going on for about a year from what we can tell. The software uses a special high-frequency trading algo and exploits its preferred position within the Exchange’s trading platform. We haven’t traced any of the money yet but know that it’s scattered. The algo targets many companies, taking a bite everywhere; it doesn’t steal from within the Exchange itself. Candidly—” She hesitated just a millisecond before finishing. “—we’re wondering if this can possibly be a two-person operation.”

Alshon opened his desk drawer and shook out two more pink pills.

“We think they’ve been at this for several years, moving very carefully as they set it up. We were able to do a ‘before’ and ‘after’ of one of their updates and, frankly, it looks to us like more work than two men can accomplish within a reasonable time frame. It also has all the hallmarks of an inside job. Do these two have connections within the Exchange?” Flores stopped and looked up.

“I don’t know.” Alshon made a note. “I’ll have a background done on every key employee who could work this from the inside. Can you give me those names?” Flores nodded. “We’ll find the link if there is one.”

“The other part of this, sir, is that the operation is ongoing.”

Alshon was shocked. “You mean they’re still at it?”

“Absolutely. If anything, it looks like its accelerating in frequency.”

Alshon wrinkled his forehead. “They’re on the run. How can they do that? Are you positive this isn’t automated?”

“Yes. What’s happening is being human directed. My thinking was the same as yours initially, that they’d have to shut down in the circumstances, that if they did anything, it would be to delete code and cover their tracks. I think we really need to consider that a number of others are involved. Or—” She hesitated. “—whether these two are even involved at all.”

“What do you mean?”

“Unless we can connect them with someone on the inside going back several years I think we need to consider that they’ve been set up.”

“Set up?”

“Right. Assume for a minute, they are fall guys. They were brought in to conduct a penetration test. We know they succeeded. In doing so they encountered the code for this illegal operation. Whoever is doing it could have made it look like they were the culprits to discredit them and divert attention.”

“That seems a stretch.”

“Yes, but I don’t find it any more implausible than Aiken opening a brokerage account in his own name and carelessly dropping malware the IT security trolls were sure to spot.”

“I’ll keep it in mind, but innocent men come forward. They don’t run and these two are running like rabbits.”

“Yes, sir. That’s your area. I just wanted to point out the possibility. Just keep in mind that if they are guilty, they’re doubtless part of a much bigger team. This is very sophisticated. And I really don’t see how they can be doing what is currently taking place from a hotel room with laptops.”

“I’ve been at this a lot of years, Susan. I know crooks when I see them. These two are bent. I can smell it. I’ve alerted NYPD and local FBI. They’ll flush them out, and when they do, they’ll roll over like all the rest.”

“Yes, sir,” Susan answered, her eyes steadfastly planted on her notes.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
10:43 A.M.
The office was as busy as on any workweek. Bill Stenton scanned the cubicles. Everyone was here. He’d not given orders, but somehow word had spread that this wasn’t a weekend to spend time at home.

He sat back in his chair, swiveled away from his door, closed his eyes, and wondered how things could ever had gone this far. Yesterday had been a disaster. Alshon from the SEC had stormed in with a search warrant and a team of investigators, ostensibly to search the office where the Red Zoya men had worked. In fact, Alshon’s team had been everywhere, eyeing trusted employees suspiciously, looking across desks distrustfully, obstructing the hallways, intruding in the normal flow of work. It had been terrible.

Alshon had made it worse by speaking to Stenton in such a way as to indicate that he wasn’t entirely trusted. Maybe that was an over interpretation, Stenton thought, but the investigator had answered questions with questions and had not taken him into his confidence.

When the SEC was finished, “for now” Alshon said, his team had stripped bare the office Aiken and Renkin had used, leaving nothing but fixtures and the desks behind. What was the point of that other than as a show of power? All the equipment they’d taken belonged to this office but Stenton was in no position to complain, nor did he want to. It was the turmoil and suspicion that troubled him.

Afterwards, he’d gone with his senior staff to a quiet watering hole. The discussion had inevitably turned to what had taken place earlier. From what they’d witnessed and what investigators said, it was apparent that Aiken and Renkin were suspects in a major crime. His colleagues kicked around what they’d heard, talked about it, and decided that this time the SEC was barking up the wrong tree. More than one on his team knew Aiken by reputation and refused to believe he was a criminal. “They don’t always get it right,” one said.

“Yeah, but they always make it look like they do,” another answered.

And that bothered Stenton because he was now having serious reservations about what was taking place. He’d called the colleague who’d recommended Aiken so forcefully and quizzed him at length.

“Jeff’s the best there is,” the man had repeated. “I’ve known him for years. It was a shame he left the CIA, but he’s proved his worth time and again.” The man related two incidents when Aiken had uncovered malware that was steadily looting companies. “You recall that Anonymous hack of RegSec? It was Jeff who figured that out, plus he came up with a way to identify the hacker at the conference he was attending.”

When Stenton continued to express reservations his colleague had told him stories he’d heard, how Aiken had hunted down two cyberterrorists in person, how his girlfriend had been kidnapped by a gang and he rescued her. “He’s as straight as they come,” he’d said. “Check around, Bill. You’ll see I’m right.”

Stenton had declined to say why he’d called but had taken the man up on his suggestion and called two more contacts in the industry, people he’d not talked with before. Both knew Aiken by reputation and both spoke very highly of him.

Now Alshon was telling him that Aiken was dishonest. How could that possibly be true given what Stenton was being told? People don’t just change their nature. Aiken had had plenty of chances to steal before, and in places with far less security. Here, he was all but sure to be caught.

Alshon had let drop that something was amiss in their system and had been for some time. Stenton found that impossible to believe, the harmless bot notwithstanding. The system had performed as expected, and their security measures, the finest in the industry, had detected nothing. Absolutely nothing.

And if Aiken were the guilty party, how could he have managed to steal for a year and then arranged for Stenton to hire him?

It was impossible. There was simply no way he could have hacked their system before he was hired, but that was what Alshon was suggesting. And if it was a coincidence, that was too improbable to even consider. Stenton had conducted a nationwide search for just the right man and ended up hiring the hacker who’d already penetrated his system?

Impossible was the word for it.

Stenton’s head throbbed. He’d kept his drinking under control with his staff but later, at the bar near his apartment, he kept at it until after midnight. He turned slightly toward his desk, picked up the Red Zoya summary, and flipped through it again. The papers quivered ever so slightly in his shaking hand.

Frank Renkin had left this summary of their findings. It was all there. How they’d successfully penetrated the impregnable system. How they’d discovered rogue code in it, code that had been there a year or more, just like Alshon had said. Renkin and Aiken had asked for a face-to-face to go over their findings in detail.

Stenton lifted the last page. The pair had recommended that Stenton get the IT people on the rogue code at once to get it neutralized, then reverse engineer it to determine what it did and how it managed to penetrate their system.

Was that something criminals would do? Hardly.

Then there was the attack on Aiken to consider. One of his employees had speculated that it could be related to his work somehow.

Could it? Stenton hadn’t even considered the possibility until then. But when he finally examined Red Zoya’s summary, he could see plenty of motive for someone to want to put Aiken out of action, though it looked as if they’d moved too late. What if Aiken was on to something and someone decided to stop him? It was far-fetched though not impossible. Assuming that to be true, where did it lead? Who would want to stop him? The hackers obviously, assuming the report was correct.

The first question to consider was who would know Aiken was working here. Stenton had kept the hire discreet and no one knew what he’d been hired to do. His staff had seen the men at work, but Aiken and Renkin were low key, not attracting attention to themselves. Next, and most troubling, was who would know they claimed to have discovered this rogue code? The obvious answer was the one he disliked the most – someone working in this office. Because that meant the hacker was a trusted employee.

Stenton knew all these people; he’d personally hired many of them. He rubbed shoulders with them every day. He’d never experienced the slightest doubt about their integrity. But from long experience, he knew that anyone can violate a trust. He’d seen it before. One of his employees at Wells Fargo had been caught in a pretty basic computer theft. It turned out she had a biker boyfriend who’d given her no choice. So it could happen.

Then there was the media and the frenzy the Times article about that bot was causing. The market had taken a real fall on Friday, and the international markets were suggesting it was in for more of the same on Monday. He’d been forced to meet with his boss and assure him that the accusations of the disgruntled former employee who leaked the story were unfounded, that the bot was simply harmless. Stenton’s response, he told him, had been to bring on board the finest team he could locate to conduct a pentest to locate and plug any holes.

He’d felt sick to his stomach defending himself that way, realizing too late that his superior might have already heard about the SEC investigation. Fortunately, the raid hadn’t happened until the next day, but Stenton knew he’d be back before his boss on Monday, trying to talk his way out of all this. His story was losing credibility even to himself. There’d been a harmless bot, he’d hired a company, the men were suspected by the Exchange’s IT department of looting accounts, and the SEC had launched an investigation, searching their office, questioning his staff. He’d heard warrants were outstanding for the pair.

This was his area, he was responsible. It almost didn’t matter what the truth was any longer because events were discrediting him with every passing hour. When it came time for heads, or a head, to roll, he hadn’t the slightest doubt his would be on the chopping block.

Stenton turned away from the door. He didn’t need this, not on top of his usual responsibilities and the endless meetings he was attending about the pending Toptical IPO. He’d never expressed his reservations about the new algo the Exchange was going to use as it had not been his decision and no one had asked. But the test runs had all experienced glitches and there was a pervasive sense of unease he could detect among those responsible for it. The IPO had to come off without a serious problem. With the stock market reeling the credibility of the Exchange was at stake. Too much depended on its success for there to be a failure like that experienced by BATS or even a snafu like the Facebook IPO.

What a disaster that would be, Stenton thought.

On Friday, he was asked specifically about the integrity of the Exchange’s trading platform, and he’d answered there were no problems, despite what The New York Times was reporting. Looking back at the Red Zoya summary, though, then recalling the earlier report from the Chicago office, he realized something very likely was amiss. Could it have anything to do with the IPO? There was without question enough money at stake to make it a ready target. And the fact that the Exchange was employing a new algo was common knowledge. The Wall Street Journal had dedicated a long article to it. New algos were always a place for shenanigans as the unexpected often occurred, even without interference.

Stenton found himself taking shallow breaths and forced himself to fill his lungs deeply. His uncontrolled eyelid tic was back. His wife had complained about the weekends he was working, among other things. He promised her that wouldn’t happen when he’d taken this job, and now it turned out he’d promised something he couldn’t deliver. And she didn’t even like living in Manhattan.

But Stenton had a more pressing issue, one that had gnawed at him ever since he’d first learned of Alshon’s investigation. Stenton had hired Jeff Aiken. What if, despite everything he’d been told, Aiken was guilty? What if he’d planted this rogue code the previous year?

God, Stenton thought, no one will believe my hiring him was a coincidence. No one. He’d be finished, not just here, but anywhere significant. And he’d deserve it, because it was him who’d let the fox into the hen house.

He glanced at his watch. Too much time. His first drink was at least three hours away.


43

A ROCHA
EDIFÍCIO REPÚBLICA
RUA SÃO BENTO
SÃO PAULO, BRAZIL
12:33 P.M.
A Rocha restaurant occupied the entire tenth floor of the Edifício República. To dine here meant Victor Bandeira did not have to leave the building, and his bodyguards could position themselves inconspicuously near the elevator.

The restaurant was busy as usual on a Sunday. Many of those who dined here regularly brought their wives and families directly from Mass. Bandeira sat at his usual corner table with the commanding view of the floor, acknowledging nods in his direction. He ordered a drink as he waited, wondering why he should be waiting.

He’d been drinking too much lately, he decided. He’d confided his concerns to no one. That was one of the prices he paid for being on the top. There was no one with whom he could share everything. Information was power and the more information he gave away the weaker he became. Such had been his experience.

Carnaval was the most ambitious operation of his career and must succeed. He’d spoken directly with Ramos about it and the man had expressed his unease. “I’m concerned that it’s too much, too fast,” he’d said respectfully.

Bandeira understood, but the allure of $10 billion in a single stroke had been more than he could resist. Now he was committed, and there was no turning back. He was satisfied that Grupo Técnico in Rio was doing what had to be done. Ramos had assured him the same was taking place in New York. Still, it was asking a lot, and though Bandeira gave the orders, he understood he was pressing his skilled staff to the breaking point.

But that’s what they were paid to do. If this work were easy, anyone could do it. They were bright, no question about it. But could they pull it off?

Any troubles they had, Bandeira believed, were connected to the fact that Pedro didn’t like taking direction from Abílio. He wanted to be his own man. He occasionally resisted instructions, which was bad enough but primarily he squabbled with his New York counterpart, clashing with him over ultimate authority. As if anyone but Bandeira was in charge. The situation was improved but it was still a source of concern to him.

He thought about his son and wondered if other fathers had the same troubles. He’d coddled the boy, he belatedly realized. An only son is a burden as everything rested on him. Perhaps it had been a mistake to put Pedro in charge of Casas de Férias. Of course, at the time he’d had no idea the operation would by now be poised to take $10 billion from the New York Stock Exchange, to make him and those with whom he did business richer than any of them had ever dreamed. Now, with everything depending on success, he was stuck with Pedro playing a key role. Everyone was expecting the big payoff. Bandeira had to deliver. He wondered if his son understood that.

Failure would be a disaster from which he could never recover. Bandeira was unconcerned about the operation being traced to him. That was of no consequence. The problem would be in disappointing those in power he depended on. So far, his career had been free of major missteps, but he’d studied previous chefes and had taken from them one important lesson: The perception of success is the mother of power. When those who can hurt you see you fail, then the power seeps from you like water from a cracked pot.

Bandeira’s fresh Scotch arrived and he lifted it to his lips. The first danger with Carnaval was that something might go wrong and would point to the ongoing Casas de Férias operation and possibly to the men working at the Exchange before they had a chance to get away. It wasn’t anything Bandeira thought couldn’t be handled, but it would be an unnecessary complication. He was satisfied that NL was sufficiently removed from the operation even in that eventuality.

What ate at him was the consequence of success. Ramos had expressed his concern that taking so much from the IPO could have a catastrophic cascading effect on the market. “Lesser amounts have caused serious disruptions,” he cautioned.

Bandeira found that hard to accept. The NYSE transacted billions of dollars every day. Ten billion would scarcely be missed but Ramos had explained that even a few billion when linked to the algos of the high-frequency traders had caused temporary chaos in the market previously. “Everyone is looking for the next event,” he said, “and when it happens, we can’t predict with total confidence how they will react. We could have a stock market crash unlike anything in history. Everything is set up for it to happen at some point. No one has faith in the Exchange to have in place the necessary controls.”

And there it was, the real source of Bandeira’s concern. He could not be seen as responsible for an international collapse of the financial markets. He required a functioning stock market. He needed a financial system with all the flaws the current one had to milk it. A restructured, rebuilt system would make what he’d been doing, and what he planned to do in the future, impossible. A catastrophe would also wipe out the fortunes of many powerful men. Guilt would need to be placed, a scapegoat found. Bandeira wondered if he could escape the blame of a concerted worldwide effort to find the culprit.

Was his ambition at last too much? Bandeira thought as he finished his drink and gestured for another. Had his ego finally become too much? Esmeralda had cautioned him once about that. She’d been the last person able to speak to him with such candor. He’d dismissed it at the time. Great men did great things. It was the way of the world. Still, it was peculiar that her words came back to him at this moment.

Ego had been the final undoing of his predecessor, Joaquim de Sousa Andrade. Known simply as Bibo, he’d been chefe for just a single year. He’d been satisfied with the status quo, content with the wealth and power that flowed his way and made no changes except the ill-advised one of moving Bandeira to the number two position. Andrade had thought the car accident that made his final elevation an act of God. Everything, it seemed to Bandeira, went to the man’s head and in the end it was vanity that did him in. He’d wanted a hair transplant, the bags under his eyes removed, his jowls reduced or eliminated, and opted to do it all in a single secret procedure. He trusted Bandeira with the news as he’d be out of commission for a week or so. He didn’t survive the procedure, nor did the doctor and his team. Bandeira had passed off their brutal elimination as revenge for their carelessness in allowing the great Bibo to die.

Just then, Carlos Lopes de Almeida, president of the Banco do Novo Brasil, entered the restaurant. Bandeira watched him smile and wave, then weave his way across the crowded room, shaking a few hands, gesturing to others along the way.

He was of slightly below average height compared to the new generation. His scalp shined in the bright light, the wreath of gray hair about it trimmed short. He wore heavy framed glasses in the Latin style. He smiled broadly as he reached the table. Bandeira rose and the two men embraced.

“I am so sorry to be late, my friend,” Almeida said. “I was detained at home and the traffic is just terrible.”

“Of course. I understand. I only just got here myself.”

Bandeira didn’t like depending on men like Almeida, men of privilege. They came from the highest ranks of Brazilian society, were intermarried with each other’s families, and were traditionally those who controlled the nation. That had changed in recent decades but such men were still important to someone like Bandeira who needed connections in such circles.

That was what irritated him. For all his wealth and power Bandeira would never be invited within that group. That was just one reason why he needed Almeida, why his involvement with Sonia was so reckless. Yes, he controlled the bank, but he still needed the father.

And just what game was she playing? He’d known women who enjoyed it rough. Typically they started fights knowing they would end in only one way. Over the years, he realized that these were not just women who came from violent childhoods but also women of social standing, women who had been pampered all their lives. Was he to believe that Sonia was one of them? You never knew with young women, not until it happened. He wondered sometimes if they knew. Had Sonia discovered this about herself only now? It would seem so, and if he was right, it opened up new opportunities for him with her, opportunities so much more reckless than what had gone before.

Almeida gestured for drinks; then the men ordered their meal. It had been Almeida who wanted to meet, so Bandeira waited, indicating by his silence that he intended to get to business. He had plans for later.

Almeida hesitated, then said, “I am concerned about the cash flow into the bank.”

Bandeira raised an eyebrow. “I thought banks liked money.”

Almeida smiled. “Oh we do, but lately it has been too much. It is getting difficult to manage without attracting attention. The Banco do Novo Brasil might be old and respected, but it is no longer a major bank in our nation.”

“It soon will be, Carlos. We’ve discussed my plans.”

“Oh yes, yes, I quite agree,” Almeida said eagerly. “But … too much, too fast is a problem, you understand?”

Bandeira pursed his lips. “I can see that.” The waiter set their drinks down, then drifted away. “How are the special accounts doing?”

The “special accounts” were those established for key politicians and government officials, all the corrupt elite who had to be taken care of. One of the reasons for acquiring control of the bank had been to give Bandeira a legitimate way of paying them off. Almeida’s principal service to him was to arrange this as routine business.

“There are no problems. It all goes smoothly.”

“Carlos, over the next week to ten days you will receive perhaps a billion U.S. dollars.” Almeida blanched. Bandeira held up his hand to stop him commenting. “I will be meeting with our friends before then, arranging special payments. I will give you the figures in a week. Move the money on to their outside accounts, you understand? Do not keep it in the bank.”

“I understand.” Almeida lifted his drink gulping down half before lowering the glass.

Bandeira smiled. “In this case the bank records are important to us so don’t work too hard at concealing them.”

“I … I thought…”

“Yes, usually. But this time I want my friends tied very closely to me. Don’t be concerned, Carlos, the secretary of the Ministry of Finance will receive a significant sum. All is well.”

“As you say.” Almeida ran his bare hand across the top of his head. He removed a handkerchief and wiped it unconsciously.

This was insurance. Almeida would bind the powerful in Brazil to Bandeira so completely, implicate them in Carnaval so thoroughly, if the necessity came they would save him in saving themselves. It was going to cost a great deal but it was worth it.

Business done, Bandeira turned to chat. “And how is your family?”

“Oh, that. It is why I was delayed coming. My daughter, Sonia – you’ve met her – she is having boyfriend trouble.”

“Young women always have trouble with their romantic life.”

“You are lucky to have a son. You have no idea what a curse it is to have so beautiful and willful a daughter. It is not like the old days when a father simply told his daughter what to do.”

“She told you about this trouble?”

“Nothing like that. You know women. I think she told my wife who became very upset.” Almeida leaned closer and lowered his voice. “I think he was physical with her. She is wearing too much makeup on her left cheek.”

“Ahh. He has no right. They are not married.”

“Exactly!” Almeida blinked quickly several times. “But since I’m not sure what happened, I don’t know what to do.” He clenched his jaw. “But if he really hurt her, that filho da puta will pay, I promise you!”

Bandeira suppressed a smile. He could not imagine Almeida doing anything in such a situation. “These young people, they are always having troubles like this. We spoil them.”

“Yes, I know. I know.” Almeida picked up his glass.

“Who is she seeing? Do you know?”

“I’ve never met him. I asked once, just showing interest, and she glared at me. I asked my wife and she said nothing.”

“Difficult.”

“Yes, it is very hard.” The man uncharacteristically finished his drink. “I’ve been thinking,” Almeida said, “and want to make a suggestion. An idea I have to bring us closer together, bind our relationship and solve this problem I have.”

“Yes?”

“You find my daughter attractive. I’m sure you do. She is lovely. Perhaps you could spend some time with her. It would be a great favor to me as it would get her away from this vile man who abuses her. Perhaps, if you think it would be an agreeable match, you would do me the honor of considering marrying her.”

Bandeira was stunned.

“Ah, there they are.” Almeida rose to attract the attention of his wife and Sonia as they entered the dining room. His wife wore a fixed smile on her face, as plastic as that on a mannequin. Sonia, dressed in something light and sunny, kept her eyes down, looking up just once, her eyes passing across Bandeira’s face without expression. For all anyone watching could know, this was the first time they’d ever seen each other.

Bandeira carefully watched as she sat. Then, for the briefest of moments, she caught his eye with a sly, hungry gaze.
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WEST 109TH STREET
MANHATTAN VALLEY
NEW YORK CITY
12:58 P.M.
Daryl grimaced at the sight of the hotel where Frank and Jeff were staying. She looked carefully about the lobby as she entered and decided it was safe enough. The unshaven desk clerk eyed her as she went straight to the elevator but said nothing. She punched the button for the fifth floor, then stepped through the opening doors. The elevator swayed slightly as it rose, strange metallic sounds coming from above and below, echoing in the shaft.

The car stopped and the doors slowly parted. Daryl found the door and rapped lightly. A moment later Frank opened it half an inch, then pulled the door wide and greeted her with a smile.

“Good to see you,” he said, hugging her. “Come on in. Come on in.”

A bachelor’s effort had been made to clean the place, but it was obvious two men had been sharing the cramped room. The trash basket was filled to overflow with a pizza box and take-out containers. Papers on the dresser had been neatly stacked, sort of. Jeff was seated beside his laptop in the room’s only chair. There were white bandages on his head. He stood and smiled lightly.

“Hello, Daryl.” He didn’t approach her. She nodded in reply.

Frank closed the door behind her. Daryl moved to the first bed and sat. “Little short of sitting space, I see.”

“Yes,” Frank answered. “It’s turn-of-the-last-century modern. Hope you didn’t have any trouble getting here.”

She shook her head. “No. I took three cabs, traveled back and forth on the subway for an hour, then had a coffee for a bit before coming. That’s as good as I can do it. The area’s not as bad as its reputation, though a bit dodgy.” She took in the faded wallpaper. “This place is kind of a dump.”

“Manhattan. Gotta love it. They take cash, gladly.” Frank looked at Jeff as if giving him a prompt.

“Thanks for coming, Daryl,” Jeff said. “We both appreciate it very much.”

“How’s the head?” Frank had assured her it was nothing serious, though it certainly looked serious to her untrained eye. Jeff was pale, seemed weak to her, appearing as if he’d been sick for a long time. The change was remarkable from when she’d last seen him. He’d lost at least ten pounds.

“It’s been better. Still aches a bit but nothing I can’t handle. The swelling’s gone down, but I’ve still got a pretty good knot. I’ll ditch the bandage before we go out. It’ll be fine.”

“You’ve not seen a doctor?”

“Not since the hospital, no. Frank’s been my primary care physician.” He said the last with a small smile.

Frank shrugged. “What can I say? Emergency field medical management, EFM as we called it for short. The training came back.” He sat on the other bed, creating a conversation triangle for them.

Daryl reached into her purse and withdrew a white packet she handed to Frank. “Fifteen thousand dollars. You didn’t say anything but if you’re going to be fugitives, it’s better not to do it on a credit card. You can pay me back when this mess is over.”

“Thank you. This is very kind. You can never have too much in a situation like this.” Frank placed the packet on the dresser. “What have you found?”

“I have an answer for those numbers. A lot of them track to banks. I think they’re part of the routing protocol for moving the captured money.”

“What banks?” Jeff asked.

“They’re everywhere. Cayman Islands, Latvia, Costa Rica, Belgium, Switzerland. There are a lot more. Many of them right here in the U.S.”

“The U.S.?” Jeff said.

“Just touching points I’d guess,” Frank answered. “And the other numbers?”

“I’m still working on that. At least one of them is in Connecticut. I think it’s all part of the same money distribution and vanishing operation. I don’t know if I can run any of the money trails down to a final source, and if I do, if I’ll be able penetrate the shell corporations that will be set up. My guess is I can’t, not anytime soon, and not without a lot of help.” She paused. “What have you got?”

Frank looked to Jeff who cleared his throat. “As you know, the code is designed to exploit its favored position within the Exchange’s trading platform. It loots money from specifically defined trades from carefully defined entities. You’ve confirmed what we suspected, which is that the money then goes offshore as soon as it’s generated.” Daryl nodded. “We’ve reached the conclusion that there is at least one inside player. There is definitely someone responsible for the core trading system involved.”

“Maybe there is more than one employee involved,” Daryl suggested.

“We don’t rule out the possibility, but the more there are, the greater the security risk,” Frank said. “It seems more likely there is just a single conduit within the Exchange, someone well placed. We aren’t ruling out the existence of an extra hand or two, just think it unlikely.”

Daryl nodded. “Maybe someone penetrated from outside, and there is no insider.”

“We’ve considered that,” Frank said. “But with the single exception of the rootkit the rogue code is too smoothly integrated to the trading functions to be accomplished by outsiders. Someone in the know is doing it. Now, it’s possible it’s a former employee, or perhaps someone who worked on the system as a contractor. We’ve not dismissed the possibility they set up a backdoor they’re accessing. The stock exchange has undergone many changes these last few years with the creation of the super hubs and the merging of various international trading networks. A lot of people have worked on these projects during that time and one, or some of them, could be responsible. That would be a job for the SEC or the Exchange’s security team to undertake. But we think it’s someone still there.

“Now the kernel of the trading platform is very sophisticated, very smooth. The code is altered periodically and the rogue code has to be modified with every update of the trading platform’s operating system. They do that almost seamlessly. It’s difficult to plant anything without attracting the attention of the automatic security audit monitoring. We think that’s what the rootkit was about. Someone got a little sloppy and didn’t want to put in the time to properly integrate the malware within the system. He took the easy way. It’s worked so far with the automated system but it was always vulnerable to being discovered by people like us who’d look for something like that.”

“So there is definitely an outside group involved,” Daryl said.

“Exactly,” Frank agreed. “Someone, somewhere else, is writing the code and keeping it on point.”

“Any hints?” she asked.

“More than a hint. We’ve got a location. The company is called Companhia Cero. It’s located in São Paulo.”

“Brazil? The bank data has two or three Brazilian banks in it.”

“That’s to be expected,” Frank said. “Any international laundering operation is bound to touch Brazil at some point, even land there eventually. It’s tolerant of white-collar criminals so it’s a likely end point for people doing something like this.”

“So you two think that it’s being run out of Brazil?” Daryl asked.

“We don’t know,” Jeff said. “We just know that’s where the New York code is originating. Whether or not it’s the origin point we can’t say, but someone in São Paulo probably knows the answer. The indicators point there.”

“All right. Look, you two have been working with the IT team. You must have met most, even all, of those with the kind of in-house access you suspect is necessary for this operation. Anybody come to mind?”

Frank made a face. “We’ve kicked it around a bit but to be honest we had our noses to the grindstone when we were there. No one was to know about the penetration test, so we made a point not to mingle much. If we’re right, and one or more of them is involved, maybe we spoke to them but it’s more likely we just passed them in the hallway.”

“Any hints? Brazilians?” She grinned at how obvious that would be.

“No,” Jeff said. “You, Frank?”

“No. Not that I know of. There were some Asians, a guy from Italy or Portugal if I got that right, an Aussie. The rest were all native-born Americans from what I could see.”

“Anybody can be a crook.”

“You got that right,” Frank agreed.

“As Frank mentioned,” Jeff said, “they’ve been regularly modifying and updating their code. There’s been a sharp increase since we went on the run. That suggests to us they’re in a hurry to do something, definitely something big.”

“Like what?”

“We don’t know. Perhaps you can figure that out.”

Daryl paused, then said, “Maybe it’s time to go to the SEC with what we have.”

“There’s a warrant out for our arrest,” Frank said. “They’ll be eager to lock us up. It’ll take days to even get access to someone who’ll listen and there’s no guarantee it will do any good.”

Daryl blanched at the news. “You can try the NYPD, FBI, some other agency.” Her voice faltered just a bit.

“We’ve talked about that but it works out the same way unfortunately.”

“How about sending what we’ve detected to the SEC through back channels, maybe find a source who’ll listen.”

“Yeah, that’s a possibility,” Frank said, “but in the end, it comes down to the same thing: two suspects pointing the guilty finger at someone else. It’s the same ol’ same ol’ as far as the SEC’s concerned.”

“This is absurd!” Daryl blurted. “Hasn’t anyone done a background check on you two? If you were crooked, it would have shown up years ago. Frank, you’ve been an operative, for God’s sake. Jeff, just look at all you’ve done for this country these last years. I just can’t believe someone can so easily frame you. It’s just not right!”

“We both appreciate that,” Frank said. “But I really think we need to pin this down ourselves.”

Daryl wiped a wet eye carefully so her mascara wouldn’t run. “What’s that mean?”

“We need to find the source,” Jeff said, “get access to the computers and original code. If we’re lucky, we’ll locate a body and get him to squeal. Is that still the word?” He looked at each of them in turn.

“You mean tell what he or she knows,” Frank said.

“Okay, I can see that,” Daryl said. “But how does that work?”

“We think whoever is doing this in São Paulo is a good starting point,” Jeff said.

“They might be the origin or they might be a conduit,” Frank explained. “We can’t tell, but if someone working there doesn’t know anything, which we think is highly unlikely, they should lead us to someone who does. We find that someone and suddenly we’ve got credibility, then all the rest we’ve come up with falls into place. With a bit of luck we can grab some computers as well. That would ice it.”

“What if this magic person doesn’t want to talk?”

“Daryl, Daryl,” Frank said. “There are ways.”

“What are you talking about?”

“I promise, no marks of any kind, but by the time I’m finished they’ll squeal like a greased pig.” He looked at Jeff. “Squeal I think is the right word.”

“This sounds dangerous,” Daryl said.

“Staying here is dangerous,” Frank said. “The local cops dropped off a flier downstairs earlier today with our photos on it. I was concerned it was them when you knocked. The clerk made a point to show me one. I slipped him a hundred, but that won’t hold him long. We’ve got to move now.”

“How hard was identifying São Paulo?” she asked suspiciously.

“Hard, but not impossible,” Frank said.

“Tell me,” she insisted.

Jeff looked at Frank, who answered. “We received a photograph. They hadn’t stripped the metadata and the GPS coordinates map to a warehouse district in São Paulo. Companhia Cero is the only company listed with offices at that location.”

“What photograph? Who would send you a photo? Of what? What are you talking about?”

“It was just a … gentle warning,” Jeff said.

“A warning? In a photograph? Let me see it.”

“Daryl, really, that’s not necessary,” Frank said quietly.

She was stunned. “You two, you’re going to get killed, you know that?” She reached into her purse, removed tissue, and blew her nose. As she put it away she said, “They go to the trouble of sending you a photograph and just accidentally leave the GPS in it. Someone is baiting you. They just put out the hook and you’re going to bite. You’ve thought of that, right?”

“First idea we had,” Frank said. “But we can’t stay here and São Paulo is the only physical lead we’ve got, tainted or not. And Brazil is perhaps the best place in the world for us to go right now.”

“And how does that work, exactly?” she asked.

Frank looked offended. He pulled open one of the top drawers in the dresser. “Here.” He handed over two Canadian passports.

Daryl fingered them both, then leafed through the pages, scrutinizing the visa stamps. “Are these any good?” she asked. “They look all right to me but will they pass?”

“They’re as good as originals. In fact, they are originals except for the fact the final product wasn’t officially created, though the Canadian computers say they were. And there’s a credit card or two to go with each of them, but we’ll only use them where cash will raise suspicions.”

Daryl looked distraught as she handed the passports back. “So when are you going?”

Frank checked his watch. “We’re leaving here in about an hour. We’re booked out of Newark, changing planes in Miami, then on to São Paulo. We’ll be there midday tomorrow; then we’ll work on finding the location.”

“Frank, please. Do you really know what you’re doing? You could end up in a Brazilian prison the way you’re talking.”

“It’ll be fine. You’ll see. Trust me.” Frank’s smile was dazzling.
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ENFORCEMENT DIVISION
SECURITIES AND EXCHANGE COMMISSION
NEW YORK REGIONAL OFFICE
200 VESSEY STREET
NEW YORK CITY
2:41 P.M.
Susan Flores rose from her desk, stretched her body with exaggeration as her yoga instructor had once taught her, repeated the movement three times, then slowly drew several deep breaths. She held each, then released them slowly.

She acknowledged the others working on her way to the ladies’ room. A computer forensics expert, she’d worked for Robert Alshon for nearly two years. Her specialty was the NYSE Euronext software architecture and specifically the trading system security mechanisms. This particular examination had proved problematic, since she didn’t know that much about malware, which was beyond the scope of her usual tasks. The NYSE IT computer security team did great work in her estimation, and she had always been careful not to step on their toes in the past. She’d made several requests for their resources, asking for data and access to log files and trading records. Though she had a court order, it was better if this was all done cooperatively. There’d be other investigations after all.

She’d been flattered when Alshon selected her as his go-to contact for such work. It was a big step up so early in her career. But the man was more than a little intimidating to work for and not very forgiving of failure. He’d made more than a few enemies even since she’d joined his team, and she didn’t want to go down that path. He demanded nothing less than excellence, and she wasn’t surprised he’d been divorced twice. She didn’t want to think what he must be like to live with.

Susan Flores had been raised in Tucson, Arizona, the oldest child of Mexican immigrants. She’d attended the University of Arizona, majoring in economics and computer science. She’d gone to work at the IT department of Nabisco after graduation and it was there she’d become interested in computer security. Though she’d been uneasy about moving to Manhattan, she loved her job with the SEC. It was a great place to apply her education, training, and experience. The only real downside was Alshon being so difficult to work with. As a result she lived in constant fear of perceived failure and worked under stress she’d not had before her move.

After stopping by the restroom, Flores went for coffee and considered why she felt so uneasy on this assignment. She had it. Alshon was behaving with an excess of passion. She was reluctant to admit it, but it seemed to her the fact that he’d once been with the FBI and that the targets in this case had formerly been CIA had a lot to do with it. She recalled previous disparaging comments he’d made about the CIA. Up to then, his attitude hadn’t seemed to influence his work but now she wasn’t so sure.

Red Zoya wasn’t the only examination on her desk. She’d been doing other important work, but he had her drop everything to work on this. And it wasn’t going as expected.

She poured some kind of artificial creamer into her black coffee and considered again how unhealthy her job was. Proper exercise was challenging. She enjoyed Central Park but so did most of the city on beautiful days. Sure, she could get off on a subway stop farther from the office, but finding time was difficult. She’d given up yoga and saw how quickly she was slipping away from what she’d been taught. It was so easy to turn into one more fat computer nerd. Maintaining fitness had been easier in Tucson, a bit challenging in New Jersey, but in Manhattan it was proving almost impossible.

Flores closed her eyes for a moment. When had she last slept more than an hour? She couldn’t remember. Two nights, at least.

She was to meet with Alshon later and mentally reviewed what she would tell him. Aiken and Renkin, her targets, had to be part of a much larger operation. She estimated as many as half a dozen software writers were involved, though she understood that such estimates were inexact. What she was sure of was that no two men were doing this.

The success and expanse of the penetration had come as a shock to her. She realized it had been a bit naïve on her part, but she’d honestly believed that it was impossible for someone to hack the Exchange’s trading platform. She found the reality more than a little unsettling.

Her most recent forensics data drop from the trading engines contained an updated version of the malware, confirming that the operation was ongoing. NYSE IT remained unaware of the malware’s existence and as a result they had yet to shut this operation down. She wanted to take her findings to her contacts there, but Alshon had explicitly instructed her not to. He didn’t want to act before he had a clear view of the extent of the infiltration, especially if there was an insider involved. Tipping their hand prematurely could result in the destruction of evidence or, worse, a rash act by the culprits or even the NYSE IT department that could take a bad situation and make it a disaster.

This was a complex and widespread operation, delicately interwoven within the kernel of the trading platform. Even after they were alerted NYSE IT would move cautiously and it would take more than a few days to act as they’d be concerned about disrupting normal operations by committing an error in negating the malware. The law of unintended consequences flourished in just such situations, especially when things were rushed.

The speed and size of the updates was just one reason she was certain so many people were involved. And it was ridiculous to think that two men on the run were making the recent changes from a hotel room somewhere. The scope and frequency of the additions and changes suggested to her an urgency by the hackers, and she increasingly felt a sense of unease that something very bad was about to happen, as if she and her colleagues at NYSE IT were the lookouts on the Titanic, who’d just spotted the iceberg dead ahead.

Which only heightened her suspicion. As she’d told Alshon, it wasn’t her place to analyze motives and character but the casual way Aiken had set up his brokerage account shocked her. He was surely cleverer than that. She’d researched his company and saw the rave reviews it received. Renkin was more difficult to research, as his computer career had been in the CIA, but she’d found no hint of concern about him or his work.

Not for the first time did she wonder if Alshon had this wrong. Her suggestion that the two had been set up was slowly turning into an opinion, one she knew would be unwelcome. She reminded herself to stay focused on what the code was doing. That was troubling enough.

Flores returned to her desk, sipped the hot coffee, set the cup down, then placed her face into her hands, her eyes burning slightly. Should she risk a nap? She feared she’d be down for the count if she did.

This high-frequency trading algo malware deeply concerned her. It was manipulating trades across the spectrum, and she suspected it was stealing money from them. She could see how the funds were routed out of the system, scattered about into what she believed were various banks and trusts. It had all the hallmarks of a classic financial fraud operation. The difference was its level of sophistication, its presence within the NYSE trading engines, and the implementation of a HFT algo. It was like multiple bank robberies occurring simultaneously on fast forward and the implications were staggering.

Flores sighed and went back to work. Her job was to tie these two to the operation. Failing that, she was to see where it led and who else was involved, if possible. It was up to Alshon to make the command decisions. She just hoped he knew what he was doing.
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GRUPO TÉCNICO
RUA ADOLFO MOTA
GRANDE TIJUCA
RIO DE JANEIRO, BRAZIL
3:55 P.M.
Pedro Bandeira couldn’t recall the last time he’d put in so many hours. Now, with blinding speed, everything was coming to an end. When this was over, he’d decided, he’d start his own computer company, providing legitimate services. Much of what they did was in fact not illegal and would be of use to companies. He’d even take his staff with him.

This idea of assuming the leadership of the Nosso Lugar after his father, something his mother frequently brought up, was absurd. He’d never be a criminal, at least not like his father was. What Pedro wanted was a quiet way out of what he was doing, a way to lead a normal life in the years to come.

Pedro turned his mind to business. What was nagging at him was his concern as to whether or not they could really pull this off. Right now it didn’t look to him as if it were possible. They were being asked to do the impossible.

In his last conversation with Abílio in New York he’d been sure he detected some doubt in his counterpart as well. Pedro might not have liked the subordinate role he’d held for most of the last five years, but he’d never doubted his boss’s expertise. Abílio was on-site. He saw everything firsthand. If he was worried, Pedro knew he had every reason to be as well.

Grupo Técnico had the Universal Trading Platform code for the NYSE engines. Obtaining it had been time consuming, and one of Abílio’s jobs was to ensure their version was always current. This gave them an engine core behaving exactly as it did at the New Jersey hub. They ran new and modified code within a simulated framework where they placed bids and offers and observed how their code worked in the complex environment. This allowed them to confirm it worked as predicted before insertion into the live trading engines.

They’d made several revisions to their code in recent days without difficulty but now they’d received a copy of the latest NYSE code drop the Exchange was uploading in preparation for the major IPO on Wednesday. And that had thrown a monkey wrench into their plans because the revised code was now incompatible with their simulation framework. The parameters of the various internal subroutine calls had been changed significantly, and his team was having a hard time understanding their purpose. Their limited goal was to get their own software functioning properly and every few hours, they thought they had it, but each time they ran a test with the latest code the simulator either hung up or crashed. They seemed no closer to a resolution now than they’d been when they’d run their first test.

Renata had given him a progress report earlier that afternoon. Five billion dollars of the Wednesday take was to come from several Casas de Férias operations against specifically targeted companies. They still hadn’t identified enough of them but most troubling was that, in her view, they had too few holding accounts and an insufficient number of exit channels for the money.

“I’m worried that it can be traced,” she’d said. “We haven’t generated enough targets to properly conceal it. There’s another concern as well.”

“What?”

“Ten billion is dangerous, Pedro. I know this is going to be a big IPO and there will be a lot of action surrounding it but that is a great deal of money. There’s the potential of something beyond our control going very wrong and we’ll get swept up in it.”

“I pointed that out and was told to go ahead anyway.”

“All right. But what if we cause a crash in the market? Something really serious? It could be very bad for us.”

He’d told her that he understood and sent her back to work. She’d raised the very question that most troubled him. An IPO of this size was drawing players who controlled unimaginable sums of money. These HFTs would be using their sophisticated algos to break the IPO their way. He simply couldn’t predict how that would affect Carnaval. He hoped those wouldn’t influence Carnaval at all, but the more he read about the Toptical buzz, the more concerned he became.

Should he talk to his father again? He looked at his staff. He’d have to give them a break. The botched update was a warning. If he continued to demand they work like this, there’d be more mistakes, and he didn’t dare risk that, not with what was on the line.

His Skype program rang. Pedro opened it, then accepted the call. “My son,” Bandeira said, “how are things going?”

“We’re working on the last update. I don’t know if we can get it ready before Wednesday morning.”

“It must be done,” Bandeira snapped, then smiled. “You can do it, Pedro. I know you can.”

“It’s like I told you before, I have too few people for all the work we have to do. If you scaled back how much you plan to take, things would be much easier.”

“That’s not possible.”

“As you wish. The good news is that our IPO algo looks good. We just have to get it working properly with the new code. We’re also having a problem with the other targets. They are scattered and it is more complicated.”

“Pedro, I have made commitments. The figure I’ve given is the one you must reach.”

“I’m doing my best, Father, but you are asking a great deal.”

“Just do it! We’ll talk Tuesday night, and I expect everything to be in place. Now, enough of your complaining. Be a man for once!” Bandeira ended the call.

Pedro sat back in his chair. This was the ugly side of his father, the one he despised. How many times had he been treated like this over the years? Too many. He considered what would happen if he missed the target, or if there was a disaster beyond his control. What would his father do?

Nothing significant to him, he realized. Humiliate him, shut down the operation, force him into a lowly job, but he couldn’t help feeling concern for his staff. He’d heard stories about what his father did to those who disappointed him. Until recently he’d not believed them. He could see the top of Renata’s head from where he sat. Would his father really kill her, a single mother?

There was a gnawing in the pit of his stomach. He knew the answer.

As for the $10 billion, Pedro knew what that was all about. Ego, greed, the pleasure his father took in setting an impossible demand and then insisting it be met. It was to be $10 billion because his father said so. There was no other reason.
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MIAMI INTERNATIONAL AIRPORT
MIAMI-DADE COUNTY, FLORIDA
8:19 P.M.
Jeff examined his Canadian passport, wondering exactly how Frank had managed to get one for each of them so quickly. Not only had he accomplished it on short notice, but he also expressed absolute confidence in them.

Jeff wasn’t so sure. He ran his thumb across its surface. It definitely felt official. It looked it as well, on the cover and inside. But passports were now linked into vast computer networks. You didn’t just have to fool an individual when boarding the plane or when clearing immigration on arrival; you had to fool a sophisticated database.

He looked again at his new name: Douglas Bennett.

Was he even real? Or was the name simply a creation?

He’d asked Frank for specifics, but his friend had simply smiled, then patted his arm. “Let me worry about details. You just get well and take it easy.”

Easy to say but Jeff couldn’t help but be concerned. And if they were caught leaving the country, he didn’t want to think how badly that would reflect on them. Not one official would believe they were on their way to prove their innocence. They’d interpret this as two fugitives fleeing to avoid getting caught.

What a mess. Jeff slipped the passport back into the inside pocket of his jacket and closed his eyes. Frank was off buying water, snacks, and pain pills. Jeff was feeling better all the time, but right now couldn’t remember the last time he’d felt so run-down. And he still had a ten-hour flight ahead of him.

He placed his hands on his head, inadvertently touching the tender spot. He’d removed the bandages before sneaking out of the hotel in Manhattan. He’d not said anything to Frank, but he wondered if he had internal bleeding on his brain, some slow seepage that would send him into a coma and kill him. He’d done an Internet search on the subject. There would be no symptoms until it was almost too late. That’s why patients with head injuries were kept in hospitals until the doctor was certain.

The airport was busy. Planes landed and took off every few minutes. Hordes of travelers moved about, usually in waves going one direction or another, pulling luggage behind them, wearing backpacks, texting and talking on their phones as they went. Not for the first time, he stared in amazement at the clothes people chose to wear on airplanes. The businessmen and women were obvious enough and there were a large number in cargo pants, comfortable walking shoes, and polo shirts. But the others … He had vague memories from his childhood when people dressed up to take a flight because such occasions were special and everyone wanted to look their best. Now the clothes looked pulled from a charity bin.

Seeing Daryl again had been both wonderful and awkward. He’d been relieved to see her looking good. He realized that he’d been worried about her but saw she’d flourished away from him. San Francisco apparently suited her. He’d considered embracing her as a longtime friend, but he’d hesitated, not sure the gesture would be welcome, and by then the moment had passed. From there on the personal aspect of seeing each other went downhill.

Daryl had talked mostly to Frank, only occasionally looking at him. Her departure had been as awkward for him as her arrival. So in the end, he was left with the work she’d done and with that he was very satisfied.

“Jeff! Jeff Aiken!” someone called.

Jeff looked up and spotted a woman in her fifties smiling as she walked up to him. Agnes Capps was wearing her distinctive purple glasses and was dressed in flamboyant Gypsy style, a mauve scarf wrapped about her neck with a flourish. She was a writer who late in life had carved out a niche for herself reporting and speaking on cybersecurity issues. Though not generally well regarded by computer security experts, as she tended to gloss over details and occasionally got things wrong, she was popular with various news shows. She produced a weekly article and a book nearly every year.

“My word,” Agnes said, “imagine running into you here of all places.” She sat beside him, a bit winded from her rush over. “Where are you off to? Or are you just coming back?”

Jeff had last seen Agnes the year before at CyberCon in San Diego. She’d been on one of the discussion panels. It had been unique in that the hacktivist group Anonymous had joined remotely.

Jeff didn’t want to lie, but then, he was traveling under a false identity. “Where are you off to?” he asked, answering her with a question of his own.

“Back home to beautiful Oklahoma City, if a tornado hasn’t flattened the homestead. I’ve been doing some research here. You would be shocked at what the U.S. government is secretly doing with all this social networking information people put out there so casually. It’s like Brave New World or 1984, one of those books. They know everything about us—absolutely everything – and they don’t even have to listen in to our telephone calls.”

“I doubt much would surprise me,” he said. “They have the ability to collect it and from their perspective, why not? They’ve got a country to keep safe.”

She snorted. “That’s what they say but it’s not true, believe me. You know,” she whispered, “I think that kind of information was used to influence that last presidential election. That’s why the polls were so far off.” She looked around to check that no one was listening. “I can prove the government used mass fake social networking accounts in the campaign, coordinated across Facebook, Toptical, and Twitter, and that they planted online articles to influence public opinion. They softened public outrage against the IRS, NSA, and other scandals with those same tactics.” She moved even closer, her body touching Jeff’s, and with her lips nearly touching his ear said, “If the truth were known, it would come out that the NSA is engaging in wholesale securities fraud to fund government black budget projects. They’ve been at it for years.”

What to say? “It wouldn’t surprise me a bit.”

“So … where are you off to?”

“Just coming back. Going home.”

“Ah, well, that’s always nice, isn’t it? And how is the lovely Daryl? I’ve not seen her in ages.”

“Good.” He hesitated. “But we’re not together anymore.”

Agnes raised her eyebrows. “She’s a keeper, young man. You can take it from me. Don’t let her get away.” She glanced at her watch. “I must be off.” She stood. “See you soon.”

Jeff watched her walk away with a wave of relief.

“Agnes is looking good,” Frank said as he joined him. “I thought I’d wait until she left. Did you mention me?”

“No. I told her I was on my way to D.C.”

“Good. Keep it simple, logical. What say we check into international departures and get that out of the way?”

They took their carry-ons with them and entered the security checkpoint. Jeff held his breath as the heavyset woman accepted his passport, scanned it, looked at the screen for several seconds, then handed it back. He moved on, placed his laptop into a container, shoes and belt, wallet, keys and change into another. The alarm sounded when he went through the machine, and a stoic man had him pass through again, this time without incident. Jeff recovered his items and sat down to put his shoes back on.

“So far, so good,” he said as Frank sat beside him.

“Don’t think about it.”

The pair walked down the long hallway to their departure lounge. Two hours later, they boarded. Another woman looked at his passport, matched it to his boarding pass, then let him on. Jeff didn’t breathe easy until they were in the air.

Now all he had to worry about was clearing immigration in São Paulo.
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HOLIDAY INN
LAFAYETTE STREET
NEW YORK CITY
8:26 P.M.
Though her part of the operation was to follow the money, Daryl instead turned her attention to the code itself. She reasoned that Jeff and Frank had been in motion since the previous day, and she knew they’d had little if any time to work on the rogue code.

Frank had sent her a summary of their findings and suspicions before the pair left. She’d spent late Saturday night reviewing the code and tinkering with the malware. Now all day Sunday, she’d devoted herself again to the task.

She’d reached some conclusions, which to her seemed self-evident. She’d traced the stolen money to the bank accounts through which it was routed. According to Frank’s report, they’d decided that the money originated from outside traders, not from accounts within the Exchange itself.

This made a great deal of sense to her. If they were taking money from within the trading software of the Exchange, then security would easily discover it. But if they took the money from someone making a trade, then routed it through the Exchange, they could diffuse suspicion to any number of targets. And since none of the thieves were part of the NYSE, it would not be of concern to its ongoing security efforts.

So just as the money was dispersed into hundreds of bank accounts so too was it likely taken from a vast array of traders and brokers. As she worked the heavily obfuscated code in the malware she eventually located a store of IDs and what appeared to be trade amounts. She looked through the documents Jeff and Frank had gathered, remembering that one was a spreadsheet that listed the IDs the Exchange assigned to stocks. Sure enough, the IDs in the malware matched the ones in the spreadsheet. Attached to them as well were other symbols but a bit of research revealed them to be prefix designations to identify the type of trading vehicle.

One of the symbols was that for Toptical, TPTC. That was no surprise. Now that it was about to be publicly traded, it needed one – and starting Wednesday, it was going to be a heavily traded stock, at least initially. Its presence within the malware told her that the IPO was going to be a target.

As she knew little about them, Daryl researched IPOs to see what prior experience said on the subject. Major IPOs, she learned, created enormous volatility in the market during the first few hours. This occurred because there was pent-up demand by those who used the product, which in cases like this one represented millions of people. Toptical was enormously popular and a great number of the faithful users were going to want to own a piece of the action.

Another reason was that the public generally had a positive opinion of IPOs. There was the undeserved belief that they were always successful and that those who got on board early did very well. There were plenty of public offerings to testify against that opinion, but for some reason, that reality didn’t capture the public consciousness.

Then there was the host of brokers representing hundreds of thousands if not millions of clients. Public offerings were always a part of their portfolios and in this case they’d be under pressure to take part. There were as well hedge and retirement funds, enormous piles of cash looking to diversify under favorable conditions.

There were also speculators, individuals and traders who believed they understood the market better than most and were persuaded they saw an opportunity. Some of them would buy early and if a specific price point was reached late Wednesday, they’d sell, looking to make their money quick and easy. Others would gamble that the stock was overpriced. They would sell short and make their money during the price collapse.

Finally, there were the high-frequency traders, some of which fronted those big piles of cash. The difference with them was their ability to incrementally manipulate the price, then exploit the conditions they’d created. They were seen as major factors in previous IPOs, and they relentlessly expanded their algos, tweaking their systems for each new opportunity. They could make money on the rise, on the fall, and on the thousands of variations in price in the meanwhile. They would have enormous influence on the IPO, especially in establishing a perceived level of trade volume.

What concerned her was that Jeff and Frank had already concluded that the rogue code was itself a high-frequency trader and whoever was behind it had gone to a lot of trouble to get the two of them out of the way. The only conclusion she could take from that was that they’d been too close. The malware wasn’t just any high-frequency trader; it was a trader without a monetary reserve. In other words, it had no backing. In the real world it could be said that in many, if not most, cases it made its play by some form of cheating.

Looking at the data dumps that Jeff and Frank’s code had funneled out of the engine to her C2 servers via the backdoor, Daryl observed the code had been updated twice since the Exchange had loaded its new IPO software and updated its trading platform code. Now TPTC seemed to be interlaced everywhere within it. A third update that afternoon disclosed it as the rogue code’s primary target, the numbers controlling the size and frequency of the trading skims representing as much as half of all the projected rogue code action.

How much would that be? she wondered. What she saw convinced her it was more than a billion dollars.

She turned her attention to the malware’s trading logic, carefully stepping through it and following the numbers flow across it and into functions that were obviously its connections with the actual NYSE trading engine. After several hours, she decided that she could make an estimate of how much money it had siphoned out of legitimate trades in the last year, $50 to $100 million.

Employing this information as a baseline, she now tried to determine how much action the latest code and configuration were designed for when it came to Toptical. She knew her best estimate would be inexact, that it had to be inexact because even those who wrote the algo didn’t know with precision how many opportunities it would encounter on IPO day. But even an imprecise estimate was better than a guess.

Seven to fifteen billion dollars. That was the potential spread.

Daryl was staggered. She double-, then triple-checked her analysis, but the results didn’t change. Hadn’t one of the significant problems with the market been caused by a much smaller trade? After a few minutes, she found it. On a day in which total volume was $200 billion, the Flash Crash had been caused by a trade of just $4 billion.

She wrote up a report of her findings to the “boys,” as she thought of them, concluding, “I’m no expert, but if these guys are looking to take seven to fifteen billion Wednesday, that is going to cause a great deal of economic trouble. And if there is a problem with the rogue code, or with HFTs or with the NYSE’s new trading software, we could be looking at a disaster worse than 1929. These exchanges worldwide are so interlinked that a multibillion-dollar scam of this sort could be the catalyst for truly terrible events. Look at what that harmless bot has done to the market. There’s another editorial in the NYT today attacking security at the Exchange. The market is expected to fall even more tomorrow because of lost confidence. If Wednesday is a disaster, I don’t even want to think what the consequences will be. We need to stop this!”

Daryl stepped away from her laptop and prepared for bed, scrubbing her face, combing out her hair, brushing her teeth. She was tired but knew she could still put in several hours yet. Back at the desk she connected to one of the C2 servers and looked for a new data dump from the engine, but found none. She checked and saw that the jump server backdoor was not in the logs. They had either been discovered and shut down, or some change in the Exchange’s security configuration was blocking their outbound access.

Her shoulders sank as the reality set in. They were cut off from access into the Exchange beyond the jump server, with no access to the rogue code or chance to trace it back to whoever was planting it. She tried again. No luck. After sitting for several long minutes in shock and dismay, she composed herself and sent another message to Jeff and Frank. “Beacon is down on the backside.”

Daryl stood up. What to do? How much more could she learn on a computer? How much could she expect to accomplish from her hotel room? Where could she best spend the next day?

She undressed, then climbed into the shower, soaping head to foot, scrubbing herself clean as she emptied her mind. Outside the shower as she toweled off it came to her.

Plan B. Boots on the ground and all that. There wasn’t much time. Still …

She was humming as she set her alarm and crawled between the sheets.
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HIGH-FREQUENCY TRADERS POISED TO EXPLOIT TOPTICAL IPO

By Arnie Willoughby

September 17

As the next major IPO approaches, high-frequency traders are gearing up for what promises to be an eventful and highly profitable day. “HFTs make real money on big trading days with plenty of volatility,” Shannon Woodruff, publisher of the highly regarded Woodruff Report, said in remarks earlier this week. “The Toptical IPO promises to provide both.”

High-frequency traders, or HFTs as they are more commonly known, earn enormous profits by exploiting small changes in stock valuation. They identify these changes before anyone else, then complete their trades at lightning speed. Backed by billions of dollars they are the 800-pound gorilla in the stock market and Woodruff says they are able to bully their way through traditional traders.

“With enough capital, the latest algos, and proximity hosting, HFTs have a disproportionate advantage over everyone else,” Woodruff said. “The NYSE regulators are moving too slowly and too ineffectually to rein them in.” The price investors pay because of their dominate place in trading is a higher cost for the securities they buy, or reduced earnings for those they sell. “The HFTs scoop up the difference even though they serve no meaningful role in public trading,” Woodruff observed. “They are the three-card monte game of the stock market.”

High-frequency traders have been with us since the beginning of programmed computer trading. The advantages computers brought with their incredible speed and the ability to handle enormous volumes of data were recognized from the start. HFTs are always one step ahead of regulators in their latest exploits. “Despite recent changes in law the SEC essentially cleans up after them,” Woodruff said. “They give the illusion the HFTs are under control, but they are not. It’s the Wild West out there, and IPOs are the major shootouts.”

Though HFTs prefer to remain under the radar, it is becoming increasingly difficult for them to remain out of sight as they now account for the overwhelming majority of all security trades. While the Toptical IPO is officially being downplayed as just one more major public offering, unofficially key investors believe it has the potential of being the largest IPO in world history. “Investors are eager for the next big thing, and their desire may well be a self-fulfilling prophecy,” Woodruff said. “If that is true, we could be headed for disaster. The HFTs have never been greedier. They know heavier regulation is inevitable at some point. This may be their last shot at a big killing.”

He cautions that increasingly HFTs behave in unison and that could spell trouble in the wrong circumstances. We’ll find out Wednesday.

READ MORE: HIGH-FREQUENCY TRADING, NYSE, TOPTICAL IPO

US Computer News, Inc.
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CHARLES STREET
GREENWICH VILLAGE
NEW YORK CITY
9:13 A.M.
Richard Iyers leaned back in his chair and considered the weekend with distaste. Bored Saturday night, he’d gone to the Union Jack where he’d been pleased to spot the blonde he’d had his eye on for several weeks. She was even mildly intoxicated and in a playful mood, which made everything he had in mind that much easier. She’d seen him there before, and he had no trouble striking up a conversation. She was with a brunette girlfriend who was playing darts.

Iyers was his engaging best, and shortly after midnight, the pair had stumbled out of the bar and taken a taxi to his apartment. The rest had been by the numbers, and while in his view there was no such thing as bad sex, this had been a near thing. First and inexplicably, she’d wanted to be coy. After that, she’d wanted to be coaxed. He’d played her game, more than a little disgusted by it and with himself. Then it turned out that she had no imagination and was easily put off by almost everything he wanted. Worse, she didn’t like it rough, getting angry at one point, and the last thing he wanted right now was trouble, so he’d reined it in and settled for the ride. Disappointing was the word for it, especially when he realized – too late – that she wasn’t a natural blonde.

He’d wanted her to leave, but she passed out almost as soon as he was finished, and he’d been kept awake by her snoring. The only real fun had been Sunday morning, when he’d made her pay the price. He’d taken her without preamble, hard and fast, not given her any time to warm up to the experience. That had pissed her off, and she’d slammed the door on the way out.

Iyers smiled at the memory.

He peered idly out the opening of his cubicle. So what to do about Marc? The guy had him working like a maniac. The trading platform had been updated, and Marc alerted him that the Carnaval program was itself both updated and expanded at the same time. The changes had proved problematic and Iyers labored to fix the mess. He still wasn’t sure it was functioning properly. And he understood Rio was still laboring over yet more changes.

Iyers was irritated with Marc for leaning on him so hard. He’d done little but give Iyers hell about his use of the rootkit, describing it as sloppy. What Campos refused to admit was that he’d placed Iyers under undue pressure, had imposed an arbitrary deadline that had left Iyers with little choice except to take a shortcut. He’d intended to fix it later but it worked so well and was so unlikely to be detected that, in the end, he’d left it alone. The code was clever and would give them an extra layer of protection from snooping eyes. Now Marc had seen to an upgrade that was worse than anything Iyers had ever done.

And Marc still claimed he was getting no outside help. What a joke.

Iyers was glad the end for Vacation Homes was in sight even if his future plans weren’t yet set. The sooner he was rid of Marc, the better, in his view. The guy was a wimp. Iyers was seriously considering demanding he be paid what he was owed before doing anything more. Marc needed him right now, and there’d never be a better time. But with so much more money on the table he cautioned himself not to risk it.

The only thing he really felt good about now was how effectively Marc had run Red Zoya out of the building. That had been sweet. At first, he was worried when he’d not killed Aiken, but in the end, it didn’t matter. That ham-handed frame job Marc planted had done the trick. The SEC had stormed the place like the Gestapo. They’d all but stripped the office the pair used and spread suspicion around the office.

It was perfect. Rumors were flying everywhere about the looting of accounts, and not just by Aiken and Renkin. The story was they were all going to be served with subpoenas. People were talking about hiring lawyers. Now he heard that Aiken had left the hospital without permission and that the two men were on the run. It couldn’t have worked out any better.

Then there was the media hype about that bot they’d had weeks earlier. Newspapers were questioning the ability of the Exchange to maintain the security of their trading system. Stenton was more than his usual nervous wreck. Iyers’s only concern was the stumbling stock market. He couldn’t anticipate how that would influence the Toptical IPO. Traders might stay away, reducing the volume, which would give Carnaval a greater possibility of exposure, or they might jump in with both feet, looking to make up losses incurred these last few days. There was just no way to know.

Iyers turned to what he’d been doing. With its acceleration and the dominance of Carnaval, the end time for Vacation Homes was in sight. He checked his watch. It was important to his future that Carnaval go off like clockwork. There were less than forty-eight hours to go. And the code still looked like crap.
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TOPTICAL
JACKSON STREET
SAN FRANCISCO, CA
11:11 A.M.
Samantha Mason watched the blanket of heavy fog from her office window, feeling as depressed as she ever had in her life. In the distance came the moan of the warning foghorn. She wondered why she’d ever thought she liked San Francisco.

It was an utterly artificial city, smug in its conceit and political correctness. Families were being systematically driven out and the upwardly mobile singles who remained were consumed with themselves. And it was cold, and wet. She longed for the sunny Valley. Even the burning heat of a Valley summer was preferable to this.

She glanced at the final prospectus. She’d consulted with her attorney the previous Friday to hear her options again and learned there were no new ones. Her attorney was a pro at this, having specialized in dot-coms from the first. He’d been down this road with other clients. “Take the money,” he’d said, “bide your time under the terms of the IPO, then sell as much stock as you like and leave. You have your whole life ahead of you. You can do whatever you like, including starting another company if that’s what you want.”

Sound advice, Sam knew. Her own preference, to facilitate a takeover by an established company that would have given them the terms they wanted, had been rejected. Everyone, except for Molly Riskin, had their eye set on maximizing the money. Nothing was getting done, not a bit of work. All the talk was about Wednesday’s IPO and how much they’d all soon be worth. Gordon Chan was wandering the hallways with that smirk on his face, as if he were the master magician who’d pulled this off. Even Adam Stallings had lapsed into uncharacteristic cynicism.

Poor Molly. She looked as if she was having a breakdown. She’d developed an uncontrollable facial tic and was now wearing so much makeup, her face looked painted on. She was like a wound-up toy as she wandered the hallways. Sam had told her to go home, as much because she couldn’t stand to see her in this state, as for concern about her.

For three days Sam had studied the prospectus, and she found it no more reassuring than she had when she’d first read it. There were red flags woven throughout it. The IPO was oversubscribed. Worse, much worse, she’d asked Adam to call his contact at the Exchange’s IT department for an update on their new IPO software. “It stinks,” he’d told her Sunday, when he’d agreed to meet at a Starbucks. “My contact says it’s so buggy, managers are starting to distance themselves from it. A senior executive even argued it not be implemented as the potential for disaster is so great.”

“Then why are they going forward? They don’t need another black eye. Just look at all the heat they’re taking about security because of some bot that crept into their system.”

“You know bureaucracy. They publicly committed. They aren’t going to back away from it. It’s up to the software engineers to make it happen. And if it fails, they’ll be forced to take the blame.”

“It won’t be that easy.”

“No, it won’t.” Adam had grimaced. “You’re right about this, Sam. I just wish Brian had listened.”

Brian. Mr. Cool.

She knew better. How many nights when they’d still been lovers did he confide to her how out of his depth he felt, how overwhelming the sudden growth of Toptical was? Since they’d come to an end, the situation had only become more intense, the company even larger. He had a new girlfriend now, some model he’d met a few months earlier. Sam saw her just once, but it had been obvious she was a gold digger. She hoped Brian knew how to write a prenup because he was going to need it.

The foghorn moaned again. Enough, Sam thought. Enough.

She stood up and went to Brian’s office, walking right past his secretary. Inside, she found him talking on his cell phone, the look on his face making it clear to her it was a personal call, and she had no doubt who was on the other end, sharpening her fangs.

“We need to talk,” Sam said, then sat down.

“I’ll get back to you,” Brian said, looking up at Sam. Pause. “Same too huh.” She knew the phrase. It was the one he’d used with her. “What’s up?”

“Brian, you know I’m very unhappy with how our IPO has been handled. I understand the decision to not seek a takeover was made by the group and don’t blame you alone. That’s not why I’m talking to you.”

“So why are you talking to me? This is a very busy time.”

Sam smiled unpleasantly. “Yes, ‘same too huh.’ Must be busy indeed.” She couldn’t help herself.

Brian glared at her. “Why don’t you get to the point?”

“The point is that I’m out of here. I’m taking everything I’m legally able to, selling as quickly as the terms of the IPO allow, then I’m exiting. No comment to the media, nice going away party, then I’m outta here. Okay?”

Sam had expected that Brian would have been relieved to see her gone. New management was coming on board shortly. He’d have his hands full with them. Not having to deal with her would only make his life simpler.

Instead, squirming in his seat, he said, “Samantha, please, don’t do this.”

“Excuse me?”

Brian cleared his throat, then continued, “We started this. It was the two of us.” He paused. “We’re a team.”

“Team? Brian, we haven’t been a team ever since the IPO date was set. There isn’t a single idea I’ve proposed you adopted. You’ve shot them all down.”

“I don’t think it’s been that drastic.”

“It has. I can give it to you point by point if need be.”

“If that’s true, then I’m sorry you think it’s been personal. I’ve been making decisions for the good of the company. I’ve turned away ideas from everyone.” He smiled wanly. “You’re not the only one who’s mad at me.”

“I’m not mad, Brian. I’m just tired and more than a bit disgusted.”

“Disgusted?” He gestured expansively. “Toptical is what we set out to make it. If anything, it’s more than we imagined. And neither of us dreamed it would become a reality so fast, mean so much to so many.”

“You sound like Molly.”

“I guess I do. But it’s true.”

“I’m disgusted by the greed. Have you walked the hallways lately? Seen the groups standing around speculating about how much money they’re going to make in two days?”

“I’ve seen it. I’ve even tried to get people back on track but for everyone here this is the biggest event of their life.”

“I guess. I just hope it doesn’t turn out to be the biggest in my life. That’s why I’m leaving.”

“Samantha.” He hadn’t called her that in two years. “Sam, don’t make this final. Stick with me … us. We need you. It’ll get better once we have this thing behind us. All the distraction, the money guys, that’ll be over.”

Sam shook her head slowly. Brian sounded sincere, but she knew he was fooling himself. “No, it won’t. Starting Thursday, every day before you come to the office, you’ll have checked our stock price. Every day. And when you sit in this office, every single decision you make will be driven to some degree or another by the need to keep that price up. What you’ve been through this last year? It’s the new norm for Toptical. And I want no part of it. I can see that now. When I do something like this again, I won’t repeat the mistake of going public. I’ll keep it small, closely held and private. It’ll be my thing, not some public monstrosity.”

“I had no idea that’s what you think of Toptical. A monstrosity.”

Sam hesitated. “It just came out, Brian, but now that I think about it, yes, ‘monstrosity’ is the right word for it. And what’s this about needing me? You haven’t needed me, personally or professionally, in nearly two years.”

“That’s not true. That’s not true at all. Is that what this is about? You’re the one who ended us, not me.” His voice dropped to a whisper. “I begged you, Samantha. I begged you not to leave me.”

Sam didn’t know how to respond. She said nothing for a long moment. “You left me, Brian. You shut me out. It was over but you couldn’t see it. You were too full of—” She looked around the room, taking in the entire building. “—all this to even know it.” There was a very long pause. Her throat ached. She said, “You broke my heart.”

Brian rose, turned to the window behind him, and stared into the fog. Neither spoke for a long time. “You know I’ll do whatever I can to make this easy for you, Samantha. I hope … I sincerely hope you’ll change your mind.” Just then, his cell phone rang. He picked it up. “I have to take this.”

“Of course you do,” Sam said, then left the room.
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PACIFIC EASTERN BANK
BELL STREET BRANCH
STAMFORD, CONNECTICUT
11:39 A.M.
Dressed in a navy blue business suit and carrying an oversize matching purse, Daryl stepped from the train platform and walked the short distance to the bank branch. She paused, reached into her purse, removed a mirror, and checked her appearance. She slipped on a pair of glasses that didn’t distort too much, which she’d picked up at a secondhand store and gazed at her image. With her hair pulled back, she decided she looked like a porn star pretending to be a schoolteacher. She closed her eyes. The things I do, she thought.

Daryl had intended to tell Jeff and Frank about this when they met, but after they’d said they were leaving for Brazil, she decided not to. She knew they’d have just tried to talk her out of it. The reality was that she’d never develop the information they needed working from her hotel room. She was fairly confident this would work. Every woman, certainly every reasonably attractive one, had used her femininity to her advantage at one time or another in life, though she’d always disdained such tactics.

This bank was one of the landing spots for the money streaming out of the country from the rogue code and was within easy reach of Manhattan. She placed a smile on her face, walked through the doors, and went directly to the sign-in sheet.

“Welcome to Pacific Eastern Bank. May I help you?” the receptionist asked.

“You may. I just need a few minutes.”

“Mr. Scofield is with a customer right now, but can be with you in a few minutes. Just have a seat. Can I get you coffee?”

“No, I’m fine. Thanks.” Daryl took a seat from where she could watch the cubicles. There was only one man working with a couple. A few minutes later, he finished with them and escorted them out the door. He went back to the receptionist counter, glanced at the name, then looked to Daryl and came over. “Naomi Townsend. I’m Pat Scofield. How can I help you?”

Scofield was young, like every bank employee seemed to be these days, not yet thirty. He was a handsome young man with widely set pale eyes and a prematurely receding hairline. He wore a bright gold wedding band.

“I’d like to make a deposit into a trust you hold.”

“Why, certainly. Come on back to my desk.”

As they sat down, she presented him with one of the business cards she’d had printed that morning. She had made several with various identities and positions. He looked it over. NAOMI SWENSON-TOWNSEND, it read. ASSISTANT CFO FOR APPRECIATION TRUST, with an address in Hartford.

“I’ve got the account number if you need it. I’m afraid I don’t have a deposit slip with me.”

“Let me see what I have first,” he said. “You could have made this deposit in Hartford.” She didn’t know if he was testing her or making conversation.

“I forgot. I’m on my way into the city and realized at the last second I promised to do this Friday. What a mess.”

“I understand. Here it is. I’ve got the account. Let me fill out a deposit slip for you. How much?”

“Two hundred fifty thousand dollars. You can see why I didn’t want to forget.”

“Yes, that would take some explaining. I see you usually do wire transfers.”

“That’s right.”

Scofield took out a blank deposit slip and then, comparing the information on the screen, looking back and forth, filled it out. Daryl opened her purse to find the check and fumbled around a bit. “Oh dear.”

“Problem?”

“I’m not sure it’s here. Can you imagine?” She dug in the purse again, then sighed. “Could I call my office, please? I want to ask my assistant if I left it on my desk.” He looked at her as if wanting to say something. “I left my cell phone too.” She smiled brightly. “I’m afraid it’s been one of those days.”

“Help yourself,” he said, gesturing to his phone. “Dial nine and that will get you an outside number.”

When he made no move to give her privacy, she stared at him without touching the phone. “I’ve got to check in with the cashiers,” he said after a moment, “so take your time.”

Without punching nine, Daryl dialed a number in Los Angeles she’d memorized. The phone was answered on the second ring. “Hi,” she said, “this is Pat Scofield in Connecticut.” She was calling on their internal phone system so the call was taken as authentic. She’d been ready to leave and to find another branch if the manager was male, but as luck had it the manager had an androgynous name. She was gambling that a bank employee in California had no idea that Pat Scofield in Connecticut was a man. “Our system is down and I need information on an account: Appreciation Trust. Here’s the number. Thanks.”

* * *
Daryl stepped into a Starbucks, ordered a latte, then sat at a small table, opening her laptop. Scofield had been very understanding when she told him she had in fact forgotten the check and apologized for taking up his time. He said he’d be happy to help her anytime and walked her to the door.

Now she went online with the application information she’d obtained with the two telephone calls she’d managed to make from the bank’s phone system. The Appreciation Trust accounts with Pacific Eastern Bank had been opened in the name of Dick Iver. The business address, it turned out, was a UPS store in Hartford. She did a search for the company and found absolutely nothing, which didn’t surprise her. Next she accessed Data Retriever Solutions using the CyberSys account and ran the number. It was for a man who died in 2005. Again, no surprise.

A dead end – for now. But with this information she could follow the money to the next stage. Still, her heart sank at the prospect. How many stages would there be? Too many she feared.

She drank her coffee and considered the odds. She had tonight and tomorrow for computer time. Maybe she could turn up something, but didn’t think it likely. What she needed was to link what was taking place to the rogue code’s real authors. The ease with which she’d fooled the bank manager had set her mind to considering another option. But first, there was something else she could do now. She picked up her cell phone to call her boss, Clive Lifton, in San Francisco. He answered at once.

“Daryl, when are you coming back? I need you.”

“I’m not sure, Clive. Things are complicated. Listen, I need your help.” For the next ten minutes, she filled him in on what was taking place. His company, CyberSys, Inc., was small but highly regarded in the cybersecurity community. His annual CyberCon was one of the most respected of its kind and was attended by both private contractors and government agents. His contacts throughout the cybersecurity world were extensive.

“That’s quite a story,” he said when she’d finished. “So the SEC is convinced that Jeff and Frank are thieves. But from what you tell me the setup isn’t all that clever.”

“Robert Alshon is the senior investigator. I’m hoping you know him.”

“Alshon. Alshon. I have a vague memory of a large man with a shaven head and mustache. If that’s him, we met once, briefly, but I should know people who know him. It’s the same everywhere. What do you want me to do?”

“Talk to him. At the least slow him down, get him to dig deeper before he lands on Jeff and Frank with both feet.”

“You say that warrants have already been issued?”

“That’s what Frank said. Alshon was able to get the NYPD involved. That’s why they left the city.”

“Where are they?”

“The less you know, the better, Clive. Will you do it?”

“Of course I’ll do it. I just don’t know if it will do any good.”
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POUSADA VERDE NOVA
RUA MANUEL DE PAIVA
SÃO PAULO, BRAZIL
2:34 P.M.
The hotel’s Web site had been true to the nature of the Pousada Verde Nova. Frank had selected it during their layover in Miami primarily because of its location. Tropical in design with a cobblestone parking area, the small hotel had a restaurant and featured both inside and outside dining. Quiet, with Wi-Fi throughout, it was situated three blocks from the nearest busy street. It was the kind of hotel that appealed to out of country travelers. It made you want to lounge about, drink too much beer, and do absolutely nothing. It was ideal for their purposes as it was easy to blend in.

Jeff had found the long flight south both physically and mentally exhausting. The passports cleared Newark and Miami without difficulty and there’d been no trouble at the Guarulhos International Airport. Frank had assured them that traveling as two Canadian businessmen would be easy.

Once they’d left Miami, Frank had offered him an Ambien, but Jeff had refused. He’d taken the drug once before, and it had left him dazed for the next twenty-four hours. He couldn’t afford such a luxury right now.

When Frank first announced his intention of flying south to collect information at the likely source or to find someone in the know, Jeff had objected, arguing that it was too dangerous. If anything went wrong, they’d end up in a Brazilian jail.

And just how reliable was the information on São Paulo anyway? They found nothing when they’d first cracked the code, and they’d looked hard for such a connection. Now, out of the blue, came this picture. Daryl was right. They’d been lured here.

He didn’t share Frank’s optimism, if that’s what it was. There seemed to Jeff virtually no chance they could run this thing down here or find someone who could confirm their suspicions and be made to talk. They had no idea if São Paulo was even the end of the trail. For all they knew it was just another stopping point for the money. And as for the hackers, the operation could very easily have been outsourced to them from most anywhere in the world. In Jeff’s view this was the longest of shots. He’d told Frank this as forcefully as he could before they’d left New York.

“If we stay here in New York, we’ll be arrested, with all that means,” Frank had argued. “We’ve already discussed it at length. Even with Daryl’s help we can’t do this working only with computers. You need to come with me.”

“To Brazil?”

“Absolutely. We can’t stay here. If we do, it’s just a question of time. A moving target is a lot harder to find. We’ve got cash and in Brazil cash is king. If this lead comes to nothing, we’ll hole up there and work this for the long run. There are few better places in the world in which to be a fugitive. The Brazilian authorities won’t cooperate with the SEC or FBI. They don’t view so-called white-collar crime the same way as the U.S. And we don’t have to show identity cards to function there so we can assume whatever name we want. There’s also a larger expat community in Brazil than you realize and in the south there’s a large number of Brazilians who originated largely from Germany. We’ll be invisible or close to.”

“I don’t know.”

“I speak the language.”

“You speak Spanish, Frank. The language in Brazil is Portuguese.”

“Close enough. Jeff,” Frank said with a winning smile, “trust me.”

* * *
After checking in to the Pousada Verde Nova, they showered and changed, then had a light snack with bottles of Brahma, a local beer. Frank had unspecified business and left, saying he’d be back in a bit.

Jeff lay on his bed and tried to sleep, but his restless mind refused to shut down. Running into Agnes had been upsetting. His mind had been filled with fear, fear that she knew there was a warrant out for his arrest, that she’d been playing him and had run off to tell the police where to find him. It was ridiculous he knew, but he’d had to fight to suppress the surge of terror that threatened to engulf him.

When Frank returned, Jeff said, “Frank, I appreciate your commitment to secrecy, I really do, and understand the culture. But in this case, I think it’s misplaced. You want me to trust you and I do, but put yourself in my place. I need to know more. Tell me about this.” He held up the passport.

Frank sat in a chair, a fresh bottle of beer clutched in his hand. “You’ve got a point. Old habits. I’ll just give you the highlights, since there are necks on the line here.” He took a pull, then continued, “The Company does a lot of its business off the books.”

“You mean it outsources.”

“Yes, but not just that. A contract operator has less of a trail back to the Company if anything goes wrong. Deniability. For one, he’s got a life insurance policy on him so the U.S. government isn’t paying his widow death benefits. It’s a ‘no questions asked’ situation, and they’ve used it a lot, especially since the start of the war on terror, as it’s known. The problem is that outsourced agents can’t get what they need directly from the Company. This is not a new issue. When the CIA was created, it set up companies in the U.S., Europe, and around the world, run by agents at first, later by patriots. With Company resources and good business management you’d be surprised at how successful some of them have become. You’d even know a name or two. So when an operator needs cash, a job title, things like that, these companies step up.

“So … passports. Not every such operation is legal. That’s how independent operators get weapons, communications gear, and the such. At least one of them specializes in identities. They have a stash of perfectly legitimate blank passports from a number of countries, including Canada. They prepare them just the way the Canadian government does. Now, here’s the tricky part; they’ve got a source inside Passport Canada. That’s a quasi-independent government agency that reports to the Citizenship and Immigration office there. It’s been a disaster from the first. Passport Canada hires people without proper clearance, issues felons passports; it’s a mess. So this guy working there inserts all the information directly into the official government database. I’m telling you, Jeff, these passports are in effect the real deal. Now, I need you to trust me. I’m as exposed as you are.”

“All right, then. Thank you.”

Frank removed a cell phone from his pocket and slid it over. “Here’s a throwaway. Keep it charged and with you. There’s a strip of masking tape across the back with your number and mine.”

Jeff glanced at the phone, then slid it into a pocket. “Should we be worried about Agnes?” He hadn’t expressed his concern or fears in transit not being entirely sure their conversations were secure.

“Naw. I was once in … now, where was it? Oh, yeah, Rome. Anyway, I was in Rome, eating dinner with someone I was running, when this guy comes up all smiles. We’d gone to high school together, wanted to know how my wife was, shook my hand until I thought it would fall off, gave me his business card, hinted he wanted to join us, then seeing I wasn’t going to invite him he moved on.”

“Awkward. What did you tell the man you were with?”

“Mistaken identity.”

“Did he believe you?”

“No. The funny thing about it was I’d never seen the other guy before. I’d never gone to school with him, and he didn’t know me. He had my name wrong and that of my wife. It really was mistaken identity. So there you are. Agnes won’t be a problem. If we become a national story or the cyber community spreads word around, then she’ll try to put two and two together. If she likes you, she’s not likely to call the authorities because she’ll have her doubts, especially Agnes. Federal law enforcement has lost a lot of credibility since the Patriot Act and PRISM. And even if she tells someone about seeing you, the Miami airport feeds lots of places in the world.”

“It’s the gateway to South America.”

Frank nodded. “There’s that. But, Jeff, you give them too much credit. You’re not traveling under your own name. They’d have to use facial recognition to spot either of us and take it from me, since my group developed that software to its current state, it is nowhere near as fast or simple as the movies make it seem. I know their capability, and it’s limited. Mostly they catch people because people do stupid things, or act guilty. That’s why you need to put this out of your mind. For the next little while, you are Doug Bennett. Think about your cover story, don’t flash too much cash and ogle the babes. That’s the national pastime down here.”

“What about Carol?” Jeff asked. He had no one who needed to know he was on the run but Frank had a wife and family.

“Carol is fine.”

“I don’t understand. How can she be fine with all this going on?”

Frank took a pull of his beer. “She knew what I was when we met, or at least not long after we met. She’s the reason I made the career change but that didn’t happen overnight. She’s lived with this before. We have a code, just in case.”

“What kind of code? What’s it for?”

“It’s for emergencies when I might have to go to ground. I was still in the field for over a year after we started living together, so I gave her a code expression. Whenever she heard or read it from me it meant I was fine but had to vanish for a while and couldn’t be in touch with her. She was to do nothing. Not call anyone, not talk about it.”

“Couldn’t someone from the Company keep her posted, so she wouldn’t worry?”

Frank smiled. “Jeff, you are an American original. The Company might very well be why I was pulling my vanishing act.”

“You’re not serious.”

“After all you’ve been through since 9/11, and especially these last few days, you still don’t get it. The field is no different than Langley was. Remember those days? Management has its own agenda, the best and brightest are few and far between, motives are muddled. As often as not out there my adversary was the home office. Dealing with the official enemy was pretty straightforward and with most of the enemy operators there were rules we followed.”

“Rules? In espionage?”

“Of course. We all had families. One rule was that they were off limits. There were others.”

“So how many times did you have to hide from the Company?”

“That was just an example of why I needed a private code. I actually only kept my head down from the home office once and that was just for a few days until the situation corrected itself.”

Jeff started to ask, then stopped. What Frank might very well mean was that he’d corrected the situation personally. “Okay.”

“You never know when your past might catch up with you, so I kept the code alive. I called Carol when we went to ground so she knows I’ll be out of touch for a while.”

“Still, she must be worried.”

“Oh yeah. No matter how hard you try you always worry.”
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MITRI GROWTH CAPITAL
LINDELL BOULEVARD
ST. LOUIS, MISSOURI
3:01 P.M.
Jonathan Russo looked up from the code and nodded to Alex Baker with approval. “We’re getting there,” he said.

“How much are we committing?”

“Everything. Opportunities like this don’t come along that often. We have no idea how many high-frequency traders will be in on the action, skimming the cream, and we have losses to make up for.”

“I’m concerned no matter how good our algo looks. The new IPO software the Exchange is using is still buggy. I called a contact there, and she’s not sure it’ll be fixed by Wednesday.”

“Are they going with it anyway?”

“She says they are, though there’s a revolt going on with the staff. But the Exchange committed to it publicly, and they are being told it has to fly.”

“That’s a hell of a way to run a railroad.”

Baker shrugged. “You know what they’re like.”

“I’m afraid so. I like what I see here,” Russo said, indicating his screen, “but I want you to triple-check our exit code. We’ve established parameters in which we’ll do well. If the trades migrate out of the parameters, we have to be sure we’re no longer participating. I think we’re secure in that regard.”

“I’ll be working on that all day tomorrow.” Baker stopped but seemed poised to say more.

“What?”

“I’m concerned the algos are getting too complicated.”

“They are sophisticated, no doubt about it.”

“They are time consuming to trace and too much of the code has been generated by other code. I have to use tools to understand some of it.”

“Nothing new there.”

“In this case, though, it is. I frankly don’t understand some aspects of our algos. I know that the tools say they’re fine and that they test out on our machines but…”

“So what’s the problem?”

“I don’t understand them except in the most general way. I could write a short paper describing how they function but I can’t explain the details of the functionality.”

“Yes, it’s not like the old days, but we’re going to see more and more of this, Alex. The day will come when code will write all code. We’ll just tell it what we want it to do.”

“Not soon, I hope. I don’t trust it.”

Russo leaned back. “Don’t tell me that you want to hold off? If the algo really isn’t ready, we shouldn’t use it. But you don’t know that, do you?”

“No. I’m just uneasy is all.”

“It’s always that way with something new. We’ve never been this aggressive before, this committed.”

“That’s it I guess, plus we had that problem last week, when the test had run just fine. Okay, late tomorrow, I’m shutting it down to changes, then we’ll run a number of scenarios in-house. If all goes as expected, we’ll be good to go. We’ll deploy the update two hours before trading begins Wednesday morning.”

“I’m depending on you. I’m exhausted. I’m going home for some rest and I’ll be in late tomorrow. We’ve a long day ahead of us once I get here.”

Russo watched Baker leave his office. He understood what the man was saying. When he started out, he’d written code from scratch. Later, he basically copied and pasted, then adapted code he had crafted already. Only when he went to work for Jump Trading, had he returned to writing code from scratch, at least in the beginning. Now every high-frequency trading company copied where it could, duplicated functions, producing nearly identical algos. They made money even then, but every edge you could encode meant a lot.

In Russo’s view this code was conservative compared to what he’d really like to do. He was already thinking of how it would be rewritten for the next major IPO. He’d squeeze the other HFTs out, that’s what he’d do. They’d never know what hit them. He was expecting to do well on Tuesday, and was prepared to bail out at signs of trouble, even overriding the program if he didn’t like what he saw. Despite his desire to plunge after the algo problems and losses of the previous week, there was too much on the line to be taking needless risks.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
3:17 P.M.
Back in Manhattan, Daryl had found an image of a NYSE employee ID online, printed a copy at Kinkos, affixed a passport photo she had taken there, laminated it, and attached it to a lanyard. While it looked authentic, it didn’t have the RFID chip on it that would open secured doors when swiped past a reader.

The name on the card was that of a woman from the Server Systems Group at the Exchange taken from the employee information Jeff and Frank had compiled during their reconnaissance. Besides being on vacation and from a department that would give Daryl latitude to move around, she bore a vague resemblance to Daryl, at least based on the small photo in the company directory.

Daryl now stood outside the Wall Street building housing the offices for Trading Platforms IT Security and waited for a crush of employees, preferably one with several young women. It didn’t take long. She blended in with a stream, hanging close to three laughing and chatting women. Each swiped her card as she passed through a waist-level security gate. Daryl hurried behind the woman in front of her, sliding through before the gate closed while swiping her card. The security guard’s attention was elsewhere and the chattering group hadn’t noticed her tailgating behind them.

She stayed tight with the three women, then rode the elevator with them, wanting to get off the ground floor and away from the security guards at once. They exited on the fourth floor. Daryl looked around. It didn’t seem right. At the closest cubicle, Daryl asked, “Where is IT Security? I’m afraid I left my directions at the office.”

The young man scarcely looked up from his screen, “Fifteenth floor, if you’re looking for admin. It’s also housed on the sixteenth and seventeenth floors.”

“Thanks.”

Daryl returned to the elevator, then stepped off on the seventeenth floor, glanced about, then walked along the hallway, which encircled the primary work area. Perhaps a third of the cubicles she saw were unoccupied, employees in meetings, taking breaks, sick, unfilled vacancies.

When she’d first considered this infiltration in the euphoria following her success earlier with the bank manager, it had seemed easy. Now she wasn’t so sure. She knew she couldn’t just stand around looking confused. Someone would ask if she needed help. In an empty cubicle she spotted a number of loose sheets of paper. She stepped in, picked one up, then walked steadily along the hallway as if she knew where she was going. She’d read somewhere that people carrying a piece of paper looked purposeful.

It was a busy office and for that she was grateful. Anyone she encountered was obviously busy while those in their cubicles were intent on their work. She drew a look from every man she passed but there was nothing new in that. The best news was that once at their station employees rarely displayed their identity cards. She’d noticed the women with whom she’d entered had taken theirs from purses and put them back as they walked to the elevators.

She went by a copy room, an empty manager’s office, then realized she was about to lap the floor, so she slipped into the unoccupied ladies’ restroom, entering the first stall. She stood there taking several deep breaths. So far, so good.

Women entered and went straight to the mirrors. “… our fault. I can’t believe we’ve had two meetings in three days over this nonsense. It’s not like we did it.” Her voice sounded very young.

“If the Times writes about it, if it’s in the news, we have to pay the price. You know that.” The second voice seemed a bit older.

“It was harmless. It happens to every company one time or another. Now he wants to change everything. You watch. We’ll spend the next three months focused on the wrong things just to cover his ass. In the meanwhile our real work will get ignored.”

Faucets were turned on and off, water splashed, there was more chitchat, then the women left. Daryl waited before stepping back into the hallway and resumed her walk, looking for an open workstation.

Richard Iyers spotted the blonde as he was on his way to the men’s room. “Well, hi,” he said when she was close. “I haven’t seen you before.”

Daryl stopped and smiled. “I’m from SSG.” The Server Systems Group was big and housed in a separate building. She was gambling not everyone working there was known by sight here.

“That explains it. My name’s Richard. I work over there.” Iyers gestured across the top of the cubicles. “If I can do anything for you, just let me know. I’m an infrastructure specialist. We should have a lot to talk about.”

“Thanks. I’ll keep that in mind.” Daryl looked for his badge to get his last name and saw he had it tucked into his pocket. She moved around him.

“I didn’t catch your name,” Iyers said as she walked past him.

“Kelly,” Daryl replied over her shoulder.

This second time through, she thought she had a sense of the place. She selected a cubicle not directly seen from the hallway and sat. She couldn’t put her finger on it but as she examined the work area it gave her the impression that no one had worked at it recently. She slid into place and turned on the computer.

The backdoors into the system that Jeff and Frank had constructed were of necessity composed of several pieces. One bit was code they had planted in the trading engine. This connected to more code on the jump server, which in turn connected to still more code on other computers they’d compromised, including the essential Payment Dynamo servers. These connected out of the Exchange to the C2 servers they’d rented in public cloud providers such as Amazon EC2 or Microsoft Windows Azure. This was the tunnel Jeff and Frank employed and from which they could accomplish anything they wanted, from spying on employees on the IT side to injecting more code into the trading engine if that proved necessary.

A serious problem Daryl now faced was that the link from their C2 servers to the Exchange and possibly the jump server and their code in the trading engine had been disrupted. Her first order of business was to check to see if she could reestablish a path.

From her purse Daryl removed a USB key to boot one of Jeff’s tools. This enabled her to change the local administrator password on the operating system. Once done she rebooted the computer normally and logged on. Now that she was in, she ran a tool to leverage the passwords Jeff had collected to give her access as if she were the users to whom they belonged. Using that access, she connected to one of the Payment Dynamo backdoor servers via the IT side of the Exchange network. Holding her breath, she scanned the list of processes running for their backdoor. There it was, still active. She exhaled. She could connect to the backdoor from the system she was using and regain access to the jump server. This allowed her to monitor the software uploads through the jump server and if she positioned herself correctly, she hoped she could prevent them from passing through.

With her ability to monitor and interfere with the rogue code restored, Daryl turned to following up on the Brazilian connection. Jeff and Frank needed all the help they could get and while Frank suspected the lure was intentional she was sure of it. She was convinced that things would go very badly for them no matter how confident Frank seemed.

She navigated to the internal employee directory Web site and set about scanning it slowly searching for Portuguese names or variations in the event they’d been Anglicized. As a prodigy Daryl had discovered a natural aptitude for languages very early in her life. Before she was a teenager she already spoke Spanish, Portuguese, and Italian fluently. In her teens, she’d added both Latin and French. Her parents thought she’d become a linguist, but Daryl had also been drawn to mathematics and computers. At age fifteen, she was spending most of her time with pimple-faced geeks. It had been the combination of languages and computing skills that had led to her recruitment by the National Security Agency.

The problem in searching for a Portuguese surname was that they were Latin and so many were identical to Italian and Spanish family names, and immigrants often dropped the specific distinctions to simplify assimilation. After an hour, she had a working list of thirteen possible names: Alvaro, Braga, Camacho, Campos, D’Souza, Esteves, Fernandes, Gonsalez, Mateos, Nunes, Parra, Rodriguez, Silva.

Braga, D’Souza, and Nunes were almost certainly Portuguese in origin. The others might or might not be. She next went through the thirteen names in turn to determine what access to the trading engines each had and from that produced three who were in an easier position to insert malware. Braga, Campos, and Esteves. Of course, she knew any on the list could have used their position of privileged access to hack into the system but these three were in the best position, and she had to start somewhere.

Daryl memorized the names, titles, and office numbers. She recalled that she’d seen the name Esteves on one of the manager offices on this floor. She drew a deep breath, stood up, and went back into the hallway. Esteves’s office was unoccupied. The two others were on the fifteenth floor.

She stepped off the elevator and resumed her movement around the next floor. It seemed identical to the other. Employees walked by her, intent on their own concerns. As she’d noticed on the other floor, there was a sense of restlessness in the air, not exactly one of urgency but rather of unfocused frenzy. The cubicles had no names for occupants. Apparently you were expected to know who worked at the station. Braga and Campos were not managers. What to do?

“Excuse me,” she said to a chubby young woman standing in the hallway talking to someone in a cubicle. “I’m looking for Marc Campos. I don’t know him by sight.”

“Marc?” The woman repeated the name as if she’d never heard it before. “Marc,” she said again, looking down. “This lady wants to talk to you.” With that she said good-bye, glancing at Daryl from the side as she moved away.

“Marc Campos?” Daryl asked as she moved to the cubicle opening.

“Yes.” Though he was sitting down, she could tell Campos was tall. He was in his early thirties, with olive skin, an average face, though with slightly bulging eyes. She knew that he was on the core trading platform team at the heart of the trade matching engines. He looked very tired. “What can I do for you?”

There was just the slightest trace of an accent and for reasons Daryl could not explain she knew this was her man. “I’m Kelly,” she said. “I’m with SSG. Do you have a minute to talk?”

“Sure,” Campos said, gesturing to a chair in the corner. “You have a card?”

Daryl smiled, then dipped her hand into her purse and extracted one of the cards she’d printed earlier. She handed it to him. Campos read it, then set the card down, looking back at her expectantly.

“I’m following up on the bot that’s been in the news.”

Campos laughed. “It’s amazing how those things can get blown out of proportion. I know the former employee who is the source. He’s just disgruntled. Almost everything being reported isn’t true. And the market is rebounding today. It always does.”

“Have there been any others since you came to work here?”

Campos shook his head. “I don’t recall any but then, unless it was in the trading software, it’s not likely I’d have heard about it. And I can’t imagine anything like that getting through the jump server.”

“How long have you been here?”

“Five years,” Campos answered before looking at her card again.

“Campos,” she said. “Is that Spanish?”

“Portuguese,” he said warily.

“Eu falo Português. Onde é que sua família vem?”

“Porto,” Campos said.

“Porto é muito bonito.”

“Yes, it is.”

“Você deve falar Português?”

“Of course.” Campos began to sweat. Daryl arched her eyebrows in expectation. Then he said, “Sim, é claro que eu falo Português.”

And there it was. It was all Daryl could do not to yell “gotcha.” He’d tried, even in his short admission that he spoke Portuguese to disguise his accent but there was no hiding it. The region about Porto spoke some of the most traditional Portuguese in existence, while those from Brazil spoke a variation tempered by the climate, the distance from the source of the native language, peppered with African words and idioms unique to their region. Porto Portuguese was like Castilian to Mexican Spanish, Prussian to Bavarian German.

Campos was Brazilian.

Daryl continued speaking to him a bit, almost enjoying his efforts to conceal his accent. Finally, uncomfortable with the exchange, Campos said in English, “If there’s nothing else, I need to get back to work.”

I’ll bet you do, Daryl thought. The Toptical IPO is less than two days away. “Of course. Nice meeting you. It was good to practice my Portuguese. It’s been too long.” She extended her hand.

When she was gone, Campos lifted up her card. Kelly Vogle. He punched the listed SSG number into his phone. It rang three times before an electronic voice said, “You have reached the voice mail of Kelly Vogle. Please leave a message.”

Shit!

What did SSG want with him? They’d found the trail he’d planted leading to Aiken and reported it to the SEC just as he’d wanted. Why would they come snooping around here? Why ask about the bot? The publicity it was causing?

And why talk to him? Why send someone who spoke Portuguese? What were the odds it was a coincidence?

Campos stood up and went into the hallway, his legs unsteady. She was gone. He sat back down and stared ahead, realizing that his hands were trembling.

Merda!
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ENFORCEMENT DIVISION
SECURITIES AND EXCHANGE COMMISSION
NEW YORK REGIONAL OFFICE
200 VESSEY STREET
NEW YORK CITY
5:11 P.M.
Robert Alshon pulled the drawer out and removed two more pink tablets, chewed, then washed them down with coffee. He looked at his watch. Time was racing away.

He fingered the report he’d received earlier. Uniformed NYPD officers had located a fleabag hotel uptown the previous day where two men matching the descriptions of his target had holed up. The clerk said he had no doubt they were the pair on the flyer but by the time a SWAT team arrived and stormed their room the birds had flown.

Alshon had been furious on receiving word. Whatever happened to cops just doing their job? Why wait on a special tactics team? Just go in and make the arrest. It seemed to him every routine law enforcement procedure was morphing into a big deal. It was, in his view, just one more way to avoid responsibility.

So Aiken and Renkin were gone. Where?

Nowhere close, that much he was sure of. Alshon couldn’t shake off the thought they were long gone. He’d missed his best chance to snag them. By now they could be anywhere. Most likely they’d gone to Canada as it was so close. As Company men they’d know how to go to ground. If they didn’t already have new identities, they could get them there. A Canadian passport was as good as an American one, and they were a lot easier to obtain. You didn’t even have to get a false one. And that assumed they didn’t have one already lined up.

They could have gone south, Mexico. Simple enough by bus or by buying a used car and making the drive. Once below the border, they’d simply vanish and even if they were traveling without new identities those were easily obtained in Mexico City, where false documents were a booming business.

There was a knock at his open door. “Come in, Gene,” Alshon said. “Give me some good news. I could use it.”

Gene Livingston entered holding his customary legal tablet and took a seat. He pushed his glasses back onto his nose, then said, “I won’t get the telephone and e-mail information on Stenton, Aiken, and Renkin until tomorrow, so I have nothing new to report there. I did retrace my steps a bit and widened the search, but I still can’t find a connection to Stenton before he hired Red Zoya.” He looked up. “Sorry I couldn’t get this done as soon as I’d expected.”

“It’s good news, though. I prefer to have Stenton on my side in this. So what’s new?”

“I’ve been working on Stenton’s staff since this was an inside job. It occurred to me that these two might have another ally there.”

“Good thinking.”

“What I came up with is Marco Enfante Campos. He works on the trading platform team on one of the modules at the heart of the trade matching engines. That’s as sensitive as it gets. He’s been there for five years. According to his application, he’s from Porto, Portugal. He attended college in the U.S. and worked for New York Life before joining the Exchange. He’s a trusted, reliable employee. He’s moved up steadily in responsibility. He’s single and lives a quiet life from what I can see.”

“What else?”

“He’s working here on a green card. Okay, I got into the New York Life records – don’t ask, you don’t want to know – and while there is a cursory record of his employment, it isn’t fleshed out like that for the other employees.”

“I don’t understand.”

“It looks to me like it was inserted.”

“Inserted?”

“Let’s say you want to establish a work history. You hack a company computer and insert your personal data. When the prospective employer checks, some clerk goes into the records and says ‘Sure, he worked here from such-and-such a date until such-and-such.’ No one gives out any real information anymore because of lawsuits. And that’s all the prospective employer is looking for – confirmation the applicant actually worked there.”

“You’re saying his record looks funny.”

“Right. I checked out the data for employees with similar responsibilities and it is far more extensive. His is really stark.”

“That’s pretty thin.”

“There’s more. I checked with Tufts University, and there’s no record of him ever attending.”

“Maybe the records have it wrong. Maybe he used a different name or took them as special classes.”

“That’s possible. But it was enough for me to really focus on him.”

“And?”

“He’s a creation. I can’t tell you who this Marco Campos is but I’m prepared to guarantee that his real name isn’t Campos, and my bet is he’s not even Portuguese.”

“He looks like their inside man, then?”

“That could be. But when I looked, I couldn’t find any link between Campos, Aiken, and Renkin. Actually, Mr. Alshon, if I were looking at the data fresh, I’d say Campos is your man, not Aiken and Renkin. He’s been there five years, he’s the one who has been in position to set this operation up.”

“We’ve got Aiken red-handed!”

“Maybe,” Livingston said evenly. “But think about it. You’ve been running a long con for five years, you’ve been making money for the last year, then these hotshots from outside come in and stumble on what you’re up to. What would you do? Run?”

Alshon eased back in his chair. Livingston was solid as they come. He needed to listen. “Run makes sense. Why set them up? That in itself is a great risk.”

“Yes, it is. But you’d do it if you wanted to buy time because maybe you’ve got something big coming up.”

* * *
After Livingston left, Alshon summoned Flores and assigned her to personally check out Campos without telling her what he’d already been told. When she left, he gnawed at his lower lip until his cell phone rang.

“Alshon.”

“Mr. Alshon, my names Clive Lifton. I run CyberSys, Inc., out here in San Francisco. We met two years ago in Atlanta. Perhaps you recall. I’m sorry to bother you, but a matter has just come to my attention I need to discuss with you urgently.”

Alshon’s mind raced. Lifton? He had no recollection of meeting the man but that was no surprise. He met a lot of new people in a typical year. CyberSys, Inc. was familiar to him. When he’d been with the Bureau, they adopted one of its security systems.

“What can I do for you, Mr. Lifton.”

“I’ve known Jeff Aiken for a number of years. I’ve tried to recruit him for most of them. I understand you think he’s committed a crime of some kind.”

“Where did you hear that?”

“A colleague notified me. It’s not important who. I was able to confirm that a warrant has been issued for his arrest so we aren’t dealing in confidences here.”

“I’d still like to know who told you.”

“Let me tell you about Jeff, including information you won’t find in official records, or at least not those you can access. I think when you learn just who he is, you’ll rethink the direction of your inquiry.”

“I’m listening.”

* * *
After Alshon disconnected, he was furious. He’d had targets pull weight before. It was inevitable in any significant investigation and all of his were significant. He’d anticipated a call such as this at some point, though, this was a bit early from his experience; but he’d never had one claim his target was innocent on national security grounds before, and he didn’t like it one bit.

Just who did these people think they were? When he’d been with the Bureau, he encountered this from time to time. Someone who’d provided information to another government agency would pull a string and the boss would get a call. Snitches were devious people in his opinion, and those who sold information to the Company, or the Defense Intelligence Agency or any of the alphabet soup agencies involved in national security were weasels. They were only on the side of the angels by accident. They’d learned what they learned by working with the bad guys, by doing bad things. They had no commitment to anything beyond their own survival. Calls like this had never succeeded at the Bureau, at least not in his experience.

This Lifton had told Alshon quite a story. You’d think Aiken was James Bond to hear him tell it. He saved the world at least twice. Well, it wasn’t going to work. Alshon knew bad apples when he found them, and these two were rotten.

But as the workday drew to its exhausting close, as he prepared to go home for a few hours’ sleep, Alshon’s thoughts turned back to what Livingston had told him about Campos. It made sense that Aiken had an inside man. It made no sense to him that this was a Campos operation. No, it was the Company men; of that, he was certain.
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COMPANHIA CERO
MOOCA DISTRICT
SÃO PAULO, BRAZIL
5:53 P.M.
The warehouses were laid out in the shape of a square-cornered U. The open end through which deliveries and shipments were made faced the rear away from the street. The entry opening was a secured expanse of steel grating topped with spear points and electric wiring. In the middle were large sliding automatic doors controlled from a guard post there. This was the only way in or out. The exterior of the warehouses was a solid wall fifteen feet high, lacking a single window or doorway. This outside wall was also topped with spear points and electrical wiring.

All of this was standard in Brazil. What was new, and unseen, were the motion detectors and sophisticated surveillance cameras Jorge César had installed in anticipation of his two visitors. The warehouse had not been used for some months, and the contained loading area showed the evidence of disuse, dirt blown into corners, bits of paper gathered here and there, the entire expanse looking abandoned. Only the offices of Companhia Cero had remained operational, and César had sent that small staff home as soon as he’d received his orders.

The warehouse had been owned or controlled by Nosso Lugar for more than two decades. It was located in a commercial district, and though there were city efforts to revitalize the Mooca District with some success, they’d not yet extended to this area. When they did, Bandeira would sell the facility for a nice profit. For now, its advantage to the organization lay in its relative isolation as it was surrounded by similar structures and because it lent itself to a wide range of activities. In just the last decade it had been a transfer point for human trafficking, a processing facility for soft drugs, a storage and transfer point for hard drugs, and a weapons cache. Now, with César’s practiced eye at work it had been turned into a killing zone.

The security chief had placed his three best men, Didi, Zico, and Cafu, on the roof to establish triangulated fire. He occupied the office in which he kept on lights after dark. With him was Paulinho, a former special operator with the army. These two gringos, Aiken and Renkin, had no chance.

The plan was simple enough: Ramos in New York had made it possible for the men to know that what they wanted was in São Paulo. He’d sent them a threat in the form of a digital photograph, careful to leave in place the GPS coordinates to this location. He’d told César that these men would discover it, and with the heat on them in the United States it was highly likely they’d take the bait, if for no other reason than to get away.

The chefe was confident, and even Ramos said he thought it would work. Still, César thought the likelihood the pair would show up to be quite low. In César’s experience only trained agents of some kind would travel so far with the intention of taking proactive measures. It was far more likely the two would just go to ground. That was the human reaction for most smart men. Those not so smart went home and waited for the police.

It was possible they’d come and if not, he knew whom he’d contact in New York to take care of them. In the meantime, he had his orders. The only hard part of the operation was all the waiting, which was why he’d selected his best men. He had a score who knew how to shoot, only a handful who knew how to wait.

Bored with scanning the security screens on the computer, César stood back from one of the office windows overlooking the loading area so he could not be seen and examined the loading area again. He’d looked at it from outside, both by day and night, to see the impression it formed. At either time it was apparent that the Companhia Cero offices was the only occupied point in the facility. They’d be drawn to it, under the guns of his snipers.

And they would come at night, which was why the lights were on. They’d want to find the offices unoccupied so they could access or steal the computers. That was what they were after. And if it was going to happen, it would be tonight, or the following at the latest, though it was possible they could come anytime in the next week. If they hadn’t arrived by Friday, he planned to inform the chefe there was no reason to maintain the operation beyond keeping a single gunman in the office.

Scrutinizing the scene, he was satisfied. He’d had the men damage the security gate to make it consistent with the current condition of the warehouse. There was no guard at the post and it was possible to simply push either of the gates back by hand far enough to slip in. He’d done it himself.

César lit a cigarette and returned to his seat. Paulinho sat in the corner, his IMBEL MD97 resting on his lap. César offered him a smoke, and he shook his head.

Let’s hope it’s tonight, César thought.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
6:21 P.M.
After seeing Campos, Daryl rode the elevator up a floor and headed directly to the ladies’ room. It was the one secure place for her in the building. In the farthest stall she gathered her thoughts. She had her man, she felt sure. What to do next?

Daryl wondered if she’d aroused his suspicion. She’d pressed the issue with him, and he’d clearly been uncomfortable. But what was he going to do about it if she had? What could he do? Call security and have them check her out? Hardly. No, he’d be confused about how to react. Most of all, the man had his own secrets, and the last thing he’d want would be to draw attention to himself, which was what would happen.

She decided to return to the unoccupied cubicle and see if she could uncover incriminating information about this Campos. Perhaps from his e-mail she could find an accomplice within the building, or even better, confirm the link to Brazil and the Companhia Cero office in São Paulo. With that she’d have enough to go to the SEC and this nightmare would be finished.

Back at the computer she tried to backtrack accesses to the jump servers. After copying them off to her laptop, she scanned them visually. The logs were voluminous and recorded tens of thousands of standard connections and attempted connections over the past several days that constituted the usual background noise of a computer network. The logs included regular backup account connections, policy management software, and security scanning software accounts. From the logs, she hoped to identify unusual behavior, then by tracing it to its senders connect Campos and any allies he had to the malware. This would constitute hard evidence the SEC would not be able to ignore and even if it failed to lead immediately to vindication for Jeff and Frank it would begin the process of revealing the truth.

Not spotting anything visually, she ran one of Jeff’s log analysis tools. Given the size of the logs it would take an hour to get results, so she turned to researching Campos by entering his name into DRS to see what she could learn about him. It took twenty minutes for her to eliminate names before identifying the right Campos out of the one hundred or so that matched.

His full name was Marco Enfante Campos. He’d attended university in the United States and worked for New York Life for a time before joining the New York Stock Exchange. He wasn’t on Facebook, LinkedIn, Toptical, Twitter, or any other social network she checked. She was able to locate an address and telephone number for him. She ran a credit check, and he came back above average but not with a top score as he didn’t have enough debt. She could follow up, but it would take more time than she had. And what was the point? She was checking out a cover identity because Marc Campos from Porto, Portugal, was clearly not who he really was.

She turned back to Jeff’s program, which had just finished. He had logged the accesses he and Frank had used so she wouldn’t confuse their activities with those of the rogue code authors. She soon listed the other connections that stood out because of their infrequency or irregularity. It noted several that corresponded to the record of the history Jeff and Frank had given her of the connection times. It also called out several others over the past week that were unusual because they were sporadic and came from a single system, employing the account of the user who managed the server.

It was highly unlikely these were legitimate. Someone had hijacked the account and was using it to upload software in order to conceal his true identity. Daryl worked to trace the trail back to the actual originator by analyzing the logs from the source system, but had no luck. He’d hidden his path well. The only conclusion she reached was that he had to be working within the system, which meant he was on one of these three floors. She considered trying this from Marc Campos’s end, but knew how secure his system would be. He’d probably have installed alerts to notify him when unexpected connections were made to his computer. Instead, she kept at it from the other end, trying different parameters on Jeff’s program that might highlight something it hadn’t caught the first time.

After another hour, she decided it wasn’t going to work, not today at least. Every time someone passed in the hallway she tensed. She knew it was hurting her concentration. But she didn’t want to just walk away with what little she had. She needed more. And she needed a different approach.

Back in the hallway she saw the number of workers was reduced by about half. She wondered when the rest would finally leave. She felt conflicted because she needed bodies for cover, though the more employees there were, the greater the likelihood she’d be discovered.

Daryl took the elevator back to the fifteenth floor. She’d decided on two or three follow-up questions in the event Campos was still working. In addition to his usual work he was managing a major fraud and the clock was running.

She braced herself as she reached his workstation. Empty. She looked about her, then stepped in. His jacket was on a coat hanger. She patted his pockets, found something hard, reached in, and drew out a cell phone. She stepped outside and went directly to her auxiliary office, the last stall of the ladies’ restroom.

If necessary, she was prepared to steal the phone even though that would alert Campos beyond whatever suspicion he already had. She’d rather just copy its data, but it was locked with a PIN. It was running Android, and that was good. Two years earlier, when she’d been working with Jeff, the two had been hired by the U.S. government to discover vulnerabilities in the Android operating system. They’d found several. Eventually, the government had notified Google, and they were fixed, but cell phone companies were in the business of selling phones and services, not updating software, and it was too common for even known vulnerabilities to never be patched. The logic was that the owner would buy another phone before anything bad happened. With luck he’d have a vulnerable one.

She ran her exploit code app on her phone. It listed the Bluetooth devices nearby, the only one of which was Campos’s phone. The very first vulnerability she had found was a bug in the Bluetooth driver. She selected it, and the app successfully exploited the vulnerability, dropping code into the phone, which unlocked it. This gave her access to the phone’s apps, including e-mail, photos, call history, and voice mail. She copied all of these into her laptop. Though the download proceeded quickly, it seemed to take forever. She found herself sweating and drew several deep breaths to calm down.

Finished, she put her laptop away, left the stall, and pressing her lips together, hurried back to the cubicle. No sign of Campos. She returned the cell phone to the same pocket and went directly to the elevator, as excited as she’d ever been. Surely, surely, there was something useful in what she’d taken. There had to be.
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POUSADA VERDE NOVA
RUA MANUEL DE PAIVA
SÃO PAULO, BRAZIL
9:49 P.M.
Frank pulled the São Paulo city map from his inside pocket. He’d been studying it earlier. “Companhia Cero is about eight blocks from here. The Internet tells me it’s in an industrial area, so this time of night, it should be quiet. I’d like to observe it for a while before doing anything.” He looked over at Jeff. “I can do this alone if you aren’t up to it.”

“No, I’ll come.”

“Good. That’s better, since I’ll need you later.”

Both of them had made efforts that afternoon to access the Exchange’s software but the backdoor was down. “We’re locked out,” Jeff said. “Looks like coming down here was our only option after all. I hope Daryl can find something in the samples we pulled out before the connection went down.”

They’d agreed to a late lunch. Afterwards, Frank said he had more things to buy and suggested Jeff get some rest. He lay on his bed and tried to sleep, but his mind was racing at the pace of events. He wondered how all this could happen, how it could so quickly have reached this state. He tried to devise alternative options, measures that wouldn’t involve possibly going into an ambush but didn’t see any that led to a resolution.

He thought Frank’s intentions here a long shot, always had, but he’d agreed at the time that leaving the United States was a good idea. He didn’t like the thought of staying in Brazil long term if it came to that, but compared with a three-year legal battle that might very well end with a prison term, it was the better choice. He didn’t know how they were going to prove they were innocent, but he was determined they find a way. So long shot or not, he’d decided to trust Frank.

He wondered what Daryl was doing. The loss of the backdoor had to be frustrating her efforts, as it had theirs. Frank had sent her his new cell phone number in the event of an emergency but told her not to contact them otherwise. Even this was a risk as they had no way of knowing how far the investigation had progressed or what level of cybersecurity measures were in place. But they had to keep a channel open.

Her last message to them expressing her concern about the Toptical IPO on Wednesday was disconcerting. The rogue code updates were focusing increasingly on it. With the recent turmoil he really had to question how much more the stock market could withstand. It seemed to have rebounded, once again, from a perceived cyberthreat but with the increased attention on high-frequency traders and their role in the market Jeff questioned if the next flash crash wouldn’t be catastrophic.

For all his concerns Jeff was still recovering from his injuries and was exhausted. At some point he nodded off, his dreams consisted of unsettling flashing images, someone in the distance calling for help, remote accusing voices.

Frank shook his shoulder to awaken him. “Rise and shine, Sleeping Beauty.”

Jeff stirred slowly, sat on the edge of the bed, then went into the bathroom to wash up. When he returned, Frank said, “Seriously now, Jeff, how do you feel? You haven’t been out of the hospital long.”

“All right. I’ve still got some pain where you’d expect especially in my forearm but I’m feeling a lot better. I’ve recovered some of my energy.”

“You don’t have to do this.”

“I’m fine.”

“Okay. Wear dark clothing,” Frank told him. “No reason to make us too easy to spot. And put your new phone on vibrate. We don’t want it going off at the wrong time.”

When Jeff came out, Frank was seated on his bed, carefully inserting items into a black canvas shoulder backpack he’d bought at a store down the street: nylon line with attached large hooks like something you’d use to catch a whale, a pry bar, binoculars, a large hunting knife, various items Jeff couldn’t identify, a revolver, and a heavy semiautomatic handgun. Jeff didn’t ask questions as he put on the darkest clothing he had, a pair of newish jeans, a long-sleeve plaid shirt, and running shoes.

“Ready?” Frank asked. Jeff nodded, feeling anything but.

Outside, the temperature was pleasant, nearly eighty degrees. They left the cobblestone hotel parking area and turned right at the street. The sidewalks were constructed of small flat stones. The pressure of bodies over time gave them a curious undulating effect and made for cautious walking, but they were otherwise in good repair. There were mature trees and shrubbery masking houses, usually well trimmed, but not always. It was not a poor section of the city, but it wasn’t especially affluent either.

They passed along narrow streets, then wide boulevards, moving up and down gentle hills. There were tracks laid on some streets they crossed, overhead wires for trolleys not operating at this time of night. Aging single-story buildings and houses were interspersed with five-story office buildings, graffiti marking walls everywhere. Though it was a worknight and in Jeff’s mind getting late, there were couples, young and elderly, strolling, chatting, holding hands. Not for the first time did Jeff realize how much his own country had changed in his lifetime.

Traffic remained busy and aggressive, though a bit lighter than earlier. Auto pollution controls were lax, and when trucks roared by, Jeff and Frank were engulfed in the blue-tinged acrid smoke of diesel.

Frank had memorized the route. The landscape slowly turned more commercial; then after they crossed one street, it became entirely industrial, so much so they were now conspicuous on foot. Frank continued walking at a steady pace for several minutes, until he finally slowed before ducking into the shadows created by the nearly constant walls that abutted the sidewalk. There was just a single distant streetlight. “That’s it there,” he said.

Jeff looked. All he could make out was one more solid wall. “You’re sure?”

“That’s it. Though this part of the warehouse faces the street, this is actually the rear. See the driveways on both sides? Those go to the back, which we’ll find open, covered by a security wall. That will be the entrance.”

“Google Earth, right?”

“That and images. I’m always amazed what’s available on the Internet. If only I’d had these resources back in the day. My main concern right now is finding an observation place.”

“You’ve not forgotten this is very likely a setup,” Jeff reminded him.

“I remember. We’re going to be very careful. This way.” He led them across the street, then up an access drive to an irregular paved expanse. Jeff concluded that it was an area for large trucks to maneuver in and to facilitate their movement between the various businesses away from the public street. It was lit only by ambient light.

Frank walked with measured steps, keeping to the shadows. He slowed and then came to a stop when they could see into the facility. He reached into the bag, searched for something, then extracted the binoculars. Vague illumination glowed behind two windows at the far end of the buildings. Otherwise, the facility looked abandoned.

There was movement in a shadow against the warehouse wall. Jeff searched for it, moved his line of sight slightly to the side, and saw what appeared to be a small animal, a cat most likely, perhaps a small dog.

There was a restless wind, occasionally enough to move the gathered street trash a few inches. The area about them smelled of used oil, diesel, and gasoline. But every few minutes, the wind carried the pungent smells away briefly bringing a floral fragrance, sweet like jasmine.

“What do you think?” Jeff asked a bit uneasily.

Frank lowered the binoculars. “It’s not a fortress, but like everything here it was built with security in mind. We’re going to hang out for a while. Relax if you can. It could be a long night.”

“Do you think it’s a setup?”

“It’s sure got the look. We’re out here away from any interference. The beckoning light in the window appeals to a primeval instinct in us. Even those automatic gates look slightly ajar, inviting as hell.”

“Maybe someone’s working late or it’s a night-light.”

“There are no vehicles, so we’re supposed to assume no one’s working. I’d say it’s supposed to be a night-light.”

“So you think it’s a trap.”

“I don’t know. That’s the beauty of these things. You promise someone what they want, keep it plausible, make it alluring, and even against their better judgment people fall for it. And for all our suspicion this could be exactly what it appears to be. The bad guys could very well be working out of here; it’s sure as hell a good spot for it. The threat to us was just that, a threat, and whoever sent it didn’t know about the embedded GPS code. That’s all entirely likely. So either way, we’ll settle in and watch.”

“I think this is broken glass I’m standing on.”

“I never said we’d be comfortable.”
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HOLIDAY INN
LAFAYETTE STREET
NEW YORK CITY
10:02 P.M.
Back in her hotel room, Daryl took a shower and then ordered room service. After toweling herself dry, she wrapped herself into the soft hotel robe. She ate half of a club sandwich, then sat at her laptop and examined what she’d downloaded from the cell phone.

Daryl vividly recalled identifying this vulnerability. She and Jeff had made it a game, each seeing if he or she could find more of them, faster. Hers had been the first coup, and she’d made a point to be a poor winner, reminding him repeatedly over the following days of the job that she was not only first, but also remained ahead of him in count.

It had been fun, more a game than work. When they were together, she recalled almost everything had been fun. The problem was that they weren’t together often enough, or long enough.

So now she had Campos’s digital world. She first checked his photos and found almost nothing, just three street scene shots: a juggler, a tree-lined lane that didn’t look like anywhere in Manhattan she knew about, a plate of food at a restaurant.

Next his call history. It came as no surprise that he’d placed no calls to Portugal. There were calls to the same local number but far more to one in Brazil, often more than one a day. She noted that the frequency had dramatically increased recently.

She called the number herself, using his phone. After several rings, a recorded man’s voice came on the line in Portuguese. “You have reached the offices of Grupo Técnico. We are not available. Please leave a message, and we’ll get back to you as soon as possible.”

Grupo Técnico. That was not the name Frank had used in São Paulo. She opened her browser and typed in the name along with the word “Brazil.” There were a number of hits as the name was so generic, but nothing that looked right. There was no Web site for the company.

Next she checked voice mail and found one pending, also in Portuguese. “Abílio,” a young man said, “I need you to get back to me. I know you are busy but so are we. Call as soon as you get this, regardless of the time.”

Abílio. Could that be Marc Campos’s real name? Probably.

So … just where was Grupo Técnico? Was it part of the company Jeff and Frank were going to in São Paulo, Companhia Cero? Or was it somewhere else altogether? The thought brought her up cold, because if it was somewhere else, then São Paulo was a trap.
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COMPANHIA CERO
MOOCA DISTRICT
SÃO PAULO, BRAZIL
11:14 P.M.
Jorge César shifted in his seat and fought off boredom. He scanned the security screens again. Nothing.

From time to time, he said something to Paulinho to confirm he was alert, but they both knew from long experience that real conversation was a distraction. The rooftop snipers – Didi, Zico, and Cafu – checked in every ten minutes, their familiar voices coming into César’s earpiece. He was out of cigarettes and Paulinho didn’t smoke. “I’m making coffee,” César said. Paulinho nodded, the fingers of his right hand caressing the IMBEL MD97, the Brazilian Army semiautomatic assault rifle.

A few minutes later, with two cups of black coffee, César returned from the small kitchen and handed one to Paulinho. He sat and scanned the screens again. Still nothing. Too late he’d realized he should have placed two cameras with infrared capability to cover the public street. He had considered the idea but dismissed it as risky, since they could be spotted. Now, though, he’d rather have taken the chance. He was blind out there.

Anxious, the hot cup grasped in his hand, he stood where he knew he couldn’t be seen from outside. The loading and parking area was empty. He sighed and returned to his seat, bored as ever.

* * *
Frank lowered the binoculars. “Someone’s inside.”

“You’re sure?”

“Reasonably. He didn’t go to the window, but there was a slight change in the light.”

“Maybe they’ve got a watchdog.”

Frank turned to face him. “Now, there’s a thought.” He resumed scanning the structure. “But I don’t think so. The change was from higher up in the room. The roof appears clear, or if someone’s up there they are very, very good.”

“How long do you want to wait?”

“I’m not sure. I’m going to keep an eye on that window for a while. I’m pretty sure you’re wrong about a security dog, but better a dog than a guard, especially one making such an effort not to be seen.”
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Next were the e-mails, since it was possible Daryl would find a physical address in one of them.

Nearly all she saw were from or were sent to P.Bandeira@grupotecnico.com.br. She quickly read through the messages with a growing sense of excitement. This was it. There was no doubt at all. This P. Bandeira was sending code to Campos in New York. Most of the messages were tied to a previous message and lacked a signature. She searched for an original message from P. Bandeira. Finally, taking longer than she’d thought, she finally found one with the company signature located just below the telephone number and e-mail address:

Pedro Bandeira

Presidente

Grupo Técnico

Rua Adolfo Mota, 108

Tijuca – Rio de Janeiro – RJ



Next she entered “Grupo Técnico” and “Companhia Cero” into her search engine, looking for a connection. She found none.

Biting her lower lip she sent a message to Frank’s phone.
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COMPANHIA CERO
MOOCA DISTRICT

SÃO PAULO, BRAZIL
11:54 P.M.
“Okay,” Frank said lightly. “The roof still looks clear, and there’s been no more change in the light. Maybe a window is open and the wind moved a curtain. Or, as you suggest, they’ve got a dog in there. We’re going to take this very carefully, though, Jeff. I just want you to cover me.” He reached into the bag and pulled out the revolver Jeff had seen earlier. “Take this.” He removed the automatic and slipped it into his waist.

Jeff took the weapon. It was heavier than he expected, used but well oiled and maintained. He was not a novice with a handgun, having taken target practice with his grandfather growing up. In fact, one summer as a teenager, he’d become quite accurate. But he’d never hunted, he’d never killed anything in his life. He thought for an instant about asking if this was really necessary, but realized how foolish that would sound. Of course it was.

“You know how to use it?” Jeff nodded. “Okay, then. We’re ignoring those inviting doors. If I’m wrong about this, that open area is a kill zone. Just stick with me but I want you to hold back ten to twenty feet, depending on how much distance you need. Now, here’s the hard part: Force yourself not to watch what I’m doing. It’s going to be much harder than it sounds. Your job is to be the lookout, to watch all the things I can’t because I’m busy. Keep an eye out around us but primarily scan the roofline. I haven’t spotted anyone up there but that could just mean they are good. If there’s a roof lookout, at some point I’ll make enough noise to attract him. He should quietly check me out, and when he does you should see him. If he’s really good, he won’t move. He’ll wait for when I’m on the rope or just coming over the wall on top. Either way, if he exists, he’s not alone. You understand?”

Jeff’s mouth was suddenly dry. “You really think we need to do this?”

“If this isn’t a setup, then what we need is inside that office. In ten minutes, we can be there, with unlimited access. Even if this just proves to be a transfer point, we could very well take away enough data to clear us, or at least to get the Feds to focus somewhere else. And if Daryl’s right, we’ll have the data to prevent a potential Wall Street meltdown. It’s worth the risk. You ready for this?”

“Yes.”

“Okay, then. Let’s go.”

Frank moved out back the way they’d come until they were midpoint along the extended wall of the warehouse. He hesitated, listening and watching, then quietly moved across the access drive until he was at the base of the wall. There he set his black bag on the ground and reached in for the nylon rope with attached hooks.

* * *
César’s ear came alive. It was Zico.

“Movimento abaixo,” he said quietly. “Olhê embaixo.” Movement below. Look down there.

César scanned the cameras. Nothing. Whoever Zico heard was in a blind spot. “Alguém,” he told Paulinho quietly. Someone. The man nodded but didn’t move. His job was to cover the office. Zico could take care of his roof section by himself.

César waited, no longer bored, that familiar excitement suddenly coursing through him. He notified the other two snipers, Didi and Cafu, to be vigilant.

* * *
Jeff scanned the area about them. A motorcycle sped by on the outside road. He glanced back where they’d been standing and saw nothing out of the ordinary. He looked to the skyline just visible against the ambient light of the city and sky. Nothing.

Frank had the rope out and was skillfully looping it so when he tossed the grappling end onto the roof it would feed out cleanly.

* * *
Above them, Zico was intent on the slight motion he was sensing below. Not sure this was the moment he’d been on watch for, he moved his assault weapon to the ready. There was no need to work the slide. A bullet was already chambered. He slipped the safety off and placed his finger on the trigger, long experience telling him not to put pressure on it – yet. The weapon was on full automatic. At this range it would slice his target in half in under a second.

* * *
Below, Frank was poised for the toss. He looked back at Jeff, who was standing perhaps ten feet behind him, scanning the roofline. Jeff shook his head, certain he could make out the motion. Frank stepped back from the wall and started to twirl the rope. It moved slowly at first, almost touching the ground; then Frank increased the speed, creating a slight whirring sound. Just as it seemed to Jeff he was going to let fly, he slowed the motion, then without letting the metal hooks touch the ground and make a noise he stopped. He reached into his pocket and removed his cell phone. He placed it away, carefully put the rope and grappling hooks back into the bag, and approached Jeff.

“We’re leaving. Now.”

* * *
On the roof, Zico waited. Then he detected a slight sound, almost like a wire vibrating in the wind, but very faint. Try as he might he couldn’t tell where it came from and it was so soft he wondered if he was imagining it. It faded. He listened intently. He thought he heard steps, but he had heard similar noises from time to time in the two nights he’d stood vigil. Cats, dogs probably, even the wind moving something.

“Alarme falso,” he whispered into the mouthpiece as he moved his finger and reset the safety.

In the office César looked to Paulinho and shook his head slightly. He relaxed back in his chair and scanned the security screens, utterly bored again.

Frank and Jeff moved cautiously along the black shadows painting the wall, Frank leading the way. After covering a careful twenty feet, Frank flushed a cat that screeched at being disturbed, then shot across the access alley.

On top Zico heard and spotted the cat as it raced out of darkness. Something else was moving below. He repositioned himself against the low roof wall and peered below. His eyes long accustomed to the dark, he spotted two men, crouched, moving cautiously away from the warehouse toward the street.

“Eles estão aqui.” They are here, he whispered into his mouthpiece. He rose and fired in a single motion.

The shot was not ideal, as Zico was right-handed, and though he leaned well out, it was difficult from this angle to get a direct line on his targets. He knew at once he’d missed and leaned even farther as he instinctively adjusted his aim.

Below, the blast of the fully automatic assault rifle was like a cannon going off or lightning striking a few feet away. A line of bullets laced inches away just beside Jeff and Frank.

“Run!” Frank shouted as he shot forward, pulling out his automatic as he did. Instinct took over, and he understood the shooter would quickly adjust his aim. Frank turned as they ran, slowing just an instant as he looked to the rooftop. He saw the flash and fired into it three times as trained, the shots coming so rapidly they sounded like one.

Zico felt the IMBEL MD97 reel in his hands. At the same instant, a heavy blow struck his left arm and another his shoulder. The weapon fell away as he jerked back, pain suddenly spreading across his body. “Fui atingido!” he grunted. I’m hit. He slid to the rooftop, groaning.

“Todo mundo atrás deles!” Everyone! After them! César shouted into his mic.

Paulinho shot from his chair and raced out the door. On the roof Didi and Cafu ran to the street side of the structure. Didi was first and spotted two figures just crossing the street below, fleeing into the shadows. He fired.

Frank dived behind a broken block wall. “Get down!” he snapped. Jeff sank beside him. When Didi opened fire the second time, Frank again fired three times. On the roof Didi took one shot through his right eye, the back of his head popping open as the bullet passed through. He collapsed across the low wall of the roof, half of his body hanging over the side.

Just then, Cafu arrived. He looked at Didi an instant, then, cautiously, into the street. He could see nothing.

At almost the same instant Paulinho reached the street from below and, careless of his safety, ran out so he could clearly see. In the distance he made out running figures beneath the dim yellow streetlights. He raised the weapon to his shoulder and fired, knowing he’d need luck.

Frank, hearing the fire, spun, letting Jeff race past him, crouched, then fired in two bursts of three at the flash points he saw.

Paulinho saw the discharge, heard two shots whip by him so closely, he thought his hair was trimmed. He pitched off the road, then from greater safety peeked back down the street. The men were gone.
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NYSE IPO SOFTWARE CRITICIZED

Toptical IPO May Be at Risk, Critics Charge

By Dietrich Helm

September 18

The New York Stock Exchange is aggressively seeking to manage tomorrow’s Toptical initial public offering. It has promised a seamless trading day in what some experts believe will be the most expensive IPO in history. Toptical management was vigorously courted by other exchanges but in the end went with the granddaddy of them all, in large part because they want to avoid the troubles that have plagued recent offerings.

Now some critics claim the NYSE is risking its reputation by employing a new program expressly designed for tomorrow’s big day. Insiders report they have as yet to run a single test without significant problems. “They’re not ready,” one knowledgeable insider reported. “They’ve had nearly a year to get this right, and it still doesn’t work as intended.”

The new program is expressly designed to handle new issues related to high-frequency trading. HFTs are expected to dominate the first hours of the IPO, accounting for as much as 80 percent of the action. Highly sophisticated and very aggressive algos will be unleashed on the Exchange in a focused effort that experts say it has never previously experienced. Amid allegations that HFTs are able to manipulate the price of stock to their advantage the program is intended to prevent such efforts and safeguard the trading for the public at large.

“There is tremendous interest in Toptical stock and we want everyone to have an equal opportunity to take part,” Paul Feldman, NYSE trading spokesman, said in a statement released Friday. He describes the new program as “the most sophisticated ever employed in a public offering.”

Last week’s revelations that malware was discovered within the trading software of the Exchange has shaken confidence. Though the market has largely rebounded from its 1,156 drop on Friday, questions linger. “The NYSE cannot afford to bungle this,” Jason Lim, a respected stock market analyst, said yesterday. “I’m extremely concerned if they do. If the Toptical IPO turns into a disaster, major players are this time prepared to abandon the field and that includes the stock market altogether. They’ll migrate into alternative trading vehicles for future trading. We could potentially see a collapse of confidence that will have worldwide and lasting consequences. No one can anticipate how destructive it could be but I’ve moved out of the market altogether until I see how this plays out. I’m not alone.”

Feldman makes light of such criticism, commenting that doomsayers can always be found.

The competition to handle IPOs has never been keener and by delivering a seamless day Wednesday, the NYSE expects to solidify its position as the most reliable exchange for major players.

The market opens at 9:30 tomorrow as usual with the Toptical IPO scheduled for half an hour later. By midmorning tomorrow, we’ll know if their gamble on a new software program was a wise move, or the disaster some critics fear.

TAGS: TOPTICAL, NYSE EURONEXT, IPO, TRADING PLATFORM

Cyber Security News
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
9:11 A.M.
Daryl had wanted to get back into the building earlier, but most workers arrived at this hour, and she needed a crush for her makeshift card to work. She had no idea what would happen to her if she was caught, but she knew that without her help, Jeff and Frank were in very serious trouble. When a cluster of young women went to the open doors, she joined them, swiping her sterile card as she passed the distracted guard. Then she was in the elevator and on her way to the seventeenth floor.

She was a familiar face to some now and received a reassuring nod from several workers as she returned to the out-of-the-way workstation she’d selected. She hoped no one was assigned to it today. She’d brought a few things with her and placed them about: a pad of pastel-colored sticky notes, two pencils, a black pen, and a picture frame she’d picked up in a drugstore, the photograph of two smiling boys looking back at her. The space was hers now, until someone showed up and demanded to know what the hell she was doing.

Once settled, she returned to analyzing the logs, since they remained the key to what she needed to discover. With tweaks to the anomaly filters, what she uncovered over the next two hours were clear patterns, which she was confident were the work of those uploading malware but none of it constituted the kind of proof she needed and none led directly back to Campos. She also saw how busy the Exchange had been executing multiple uploads through the jump servers, which she believed were related to the next day’s IPO. This activity, she concluded, was the new software being deployed and updated.

But there were also clusters of uploads she was just as certain were modifications or expansions of the rogue code. They came from some of the suspect sources she’d identified from examining the logs. Campos, she was convinced, was behind them. If she’d had any doubts something big was coming related to Toptical, she set them aside. There was a storm brewing and it would strike when the stock market opened the next morning.

She decided to risk coffee while she gathered her thoughts. Taking a break was natural and the recognition she received gave her confidence. As she stepped into the break room she saw the light-haired man Richard holding a cup of coffee as he fingered creamer into it. He looked up at her, and his pale eyes were suddenly alive. “Well, hi, Miss SSG. How are you this fine morning?”

“Very good. How’s the coffee?”

“Average, I’d say, but around here that’s pretty good.”

She extended her hand. “I’m Kelly Vogle. You’re Richard, right?”

He eyed her evenly for a second, then said, “Good memory. I am indeed Richard. Nice to meet you, Kelly. How long are you going to be with us?”

“I’m not sure. A few hours now and then, I think. It’s really more a media cover-your-ass thing, you know?”

“Oh yeah. Not the first time. If you’re still around later, let’s have lunch.”

Daryl paused, then said, “Let’s do that.” She poured coffee as Iyers left the room. Now, why did I do that? she thought. He’d told her that he was an infrastructure specialist. She could learn a lot from him over lunch. Working on this only from logs could take more time than she had.

Anyway, she thought, he’s cute.
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POUSADA VERDE NOVA
RUA MANUEL DE PAIVA
SÃO PAULO, BRAZIL
10:34 A.M.
Jeff had been surprised he could sleep at all. When they’d arrived back at the hotel, it was nearly two in the morning. Frank had taken them the long way, ducking into alleys, hiding in darkened yards behind walls, watching, doubling back, making absolutely certain they’d not been followed. At first, there’d been sirens as police responded to the gunshots, but they’d never seen a police car, nor any suspicious vehicle on the prowl for them.

When they’d entered the room, Jeff said, “Why’d you call it off just before all the shooting happened?” There’d been no chance to ask sooner, and he knew it could wait.

“I got a message telling us we were in the wrong place.”

“Daryl?”

“Who else? Let’s talk about it tomorrow. I’m bushed and still have work to do.”

Frank had made two phone calls, taken a shower, then gone to bed. Jeff followed him with a shower, finding Frank already fast asleep as he stepped out of the bathroom. In bed he had trouble sleeping, the night scenes of the firefight running through his mind again and again. He’d never fired his weapon, never even thought about it, nor had he been frightened. There’d been no time.

But now, in bed, alone in the dark quiet, he realized how close a call it had been. Those had been automatic weapons fired at them. The shooters had been near enough for him to hear the bullets ricochet off the cobblestone and block walls, to see the sparks when a bullet struck something metallic. A gnawing anxiety replaced the adrenaline of the firefight and their flight, and it was this that Jeff struggled to suppress. As he thought about it, grateful neither of them had been struck, he slid into a restless slumber of flashing gunfire and distorted images.

* * *
Frank let him sleep, but when Jeff awoke, he said, “Join me on the patio for a late breakfast, okay?”

It was a lovely late morning outside. The hotel was just far enough removed from busy streets to be relatively quiet. Birds sang in the overgrown courtyard trees. Two couples sat at other tables, tourists most likely, Jeff decided.

The breakfast was a buffet, and he loaded up his plate, emphasizing the ripe fruit and fresh bread. The coffee was strong and bracing, just what he needed. He sat and ate while Frank chatted as if nothing had happened the night before.

“What about that message?” Jeff finally asked, when it was clear he needed to bring the subject up.

“Daryl said it was a trap. Get out. So that’s what we did. If it hadn’t been for that damn cat, they’d never have known we were there.”

“How’d she know?”

“She sent a message later. She’s identified the inside man as a guy named Marc Campos. She got access to his cell phone and traced his calls and e-mails to a company in Rio named Grupo Técnico. That’s our target.”

“Rio? How far away is that?”

“About a five-hour drive. Don’t worry about it. I’ve got it covered. Just eat up.”

As Jeff was finishing they were joined by two nondescript men. Frank stood up with a broad grin. It was like old times for the three of them, lots of hugging and back pounding. The trimmer man of the pair turned to Jeff and introduced himself. “Hi, I’m Jeff,” the man said.

Frank laughed. “No, he’s Jeff.”

“Oh. Hi,” the trim man repeated, “I’m Carl. This is Oscar.”

Oscar shook his hand; then the two men joined them, passing on breakfast. “We had a bite earlier.”

From what Jeff had seen on the streets he would have taken the pair to be natives. Neither was over six feet tall. Carl was a spare man, looking very much like an accountant to Jeff, or a librarian. He wore glasses and had a retreating hairline. Oscar was only slightly bigger and, though he seemed in decent shape, had the same look – that of a man who spent a lot of time indoors. He had a thick head of dark hair just turning gray at the temples. Neither man was young any longer but neither looked especially old. There was a vagueness about them that made it difficult to pin them down in his mind.

“So how do you three know each other?” Jeff said. “Or can’t I ask?”

“Oh, you can ask,” Oscar said. “You’ll even get an answer, but why go there?”

“We know each other from the old days, Jeff,” Frank said. “I’m lucky they’re here.”

“It seems…”

“What?” Frank asked.

“I don’t know, too much of a coincidence.”

“See?” Frank said to the others. “I told you.”

The men laughed, then lapsed into small talk that only they understood. They rarely finished a sentence, yet the other two knew what was being said. It was clearly a reunion.

“Listen,” Frank said a bit later. “I need to talk with Jeff here. Why don’t you bring the car around and we’ll load up in, say, fifteen minutes. We’ve got a long drive ahead of us.”

“No problem,” Carl said as the pair stood up and left.

* * *
Back in the room, Jeff said, “Frank, I need to know who your two friends are.”

“Actually, Jeff, you don’t. The less you know, the better for all concerned. I know them, I trust them. Each of them has gone to considerable trouble to help us.”

“I’m serious. You’re going to have to tell me.”

“You can stay here.”

“I wish I could, but if we get access to Grupo Técnico’s computers, it’ll take both of us. I can’t stay out of it so this concerns me as much as you. Anyway, I’ve already been shot at. And I take it Carl and Oscar aren’t computer geeks?”

“No-o. Their specialties lie in other areas.”

Jeff sat on a chair, leaned forward with his elbows on his knees, and said, “Tell me.”

Frank was seated on the bed. “Jeff…”

“I’m serious. I won’t go into this blind. You wouldn’t in my place. Now, who are they?”

Frank sighed. “You’ve got a point there. I just wish you’d let this stay ‘need to know.’ That way if things go wrong, you aren’t in a position to hurt anyone.” Jeff said nothing. Frank continued, “You don’t need their real names. I’ve worked with each of them singly more than once. Very dicey situations each time, none of that Mission: Impossible crap they put in movies but dicey enough for the real world. They’re steady professionals, absolutely reliable. We worked as a three-man team on my last assignment before I gave up fieldwork. It lasted for six weeks, and when it was over, each of us spent some time in a hospital.”

“They’re Company?”

“Were, are. We didn’t discuss it. In their field, it’s not important as you never really leave. Anyway, Oscar’s working out of Rio now. Officially, he’s doing security with an oil company. I’m sure he’s doing Company work as well. It’s none of my business. He was in Curitiba when I called.”

“Why’s he here?”

Frank looked at Jeff in surprise. “He’s here because I told him I needed him here. I contacted him last night. He just got in. Jeff, I’ve been out of this line for a long time. I’m soft and I’m slow. You saw how things are. We need help.”

“You had me fooled last night.”

“That? That was nothing. Instinct. And we were very lucky.”

Jeff considered that, then said, “And Carl?”

“Carl’s from São Paulo. He’s definitely still with the Company; he runs some kind of front business here. I don’t know what he’s doing exactly but knowing him, it’s interesting.”

“They seem pretty nondescript.”

“They’re supposed to. They’ve spent decades getting that look down. Jeff, you need to trust me in this. I’ve already told you too much. But understand this: forget their looks. These guys are the best at what they do.”

“You think we need them?”

“Oh yes. I absolutely think we do.”
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HARVEY’S DELI
CEDAR STREET
NEW YORK CITY
12:32 P.M.
Richard Iyers sat down and smiled across the table at Daryl. She was, without question, the loveliest woman he’d ever seen in person. He couldn’t believe his luck.

The restaurant was crowded but the manager knew Iyers as a regular and had shown him to a corner spot, as quiet as was possible this time of day in Manhattan. They ordered, then Iyers made small talk, mentioning a bit of his origins in Upstate New York, bouncing the conversation back to Daryl from time to time. She found him an attractive man with his ready smile and dancing eyes, hinting a bit at a mischievous nature that held a certain appeal. Since Jeff he was the first man she’d so much as given a second look, but she intended to do nothing about it. This was work, and she was operating under a false name. She turned the conversation away from their personal stories.

“Are you involved in this new IPO program?” she asked to get it started.

Iyers drew back a bit, giving a cockeyed smile that said he knew she’d just changed the subject. “Not directly. I monitored it when it was initially uploaded and have followed up on each update but my only concern is to confirm it doesn’t affect the trading platform in general. Not worried are you?”

Daryl shrugged. “All I know is what I read. There seems to be some skeptics.”

Iyers nodded. “I understand. The Exchange is an enormous operation. You know that. But we have so many checks, it’s amazing we’re able to respond to changing needs at all. I’m giving it the benefit of the doubt.”

“The New York Times thinks otherwise.”

“Those guys. What do they know? I knew the snitch who told them that stupid bot story. He’s an ass. He’s just trying to get even.”

“Still, it was malware that found its way in.”

“It was a harmless bot and never went past the public-facing servers. I wouldn’t be surprised if the snake didn’t insert it himself when he suspected he was getting laid off. That’s really the only way anything can get past our security. In my experience, it’s always the human factor. Our digital security is all but impenetrable.”

Their food arrived, and for a few minutes they said little. Daryl enjoyed good New York deli and wished she could focus more on her pastrami on rye. She looked around the noisy room. Why was it that nowhere else she’d ever been captured this mood? It was uniquely New York. It made San Francisco seem almost quaint. She looked back at Richard. How to go about this?

But before she could speak, Iyers said, “Kelly, I’ve really enjoyed this and I’m quite serious when I say I’d like to see more of you. But you should know that about six months ago I was one of two from the infrastructure team to attend a joint meeting with SSG. You’ll never guess who I sat next to. Yes, Kelly Vogle.” He smiled. “So who are you? FBI? SEC? Private?” His smile spread into a grin that said he didn’t care which.

Stunned, the only thought Daryl could summon was gratitude this wasn’t happening back in the IT offices with all the security. “Private,” she said at last with no attempt at evasion. What was the point? He had her. “I’m a colleague of Jeff Aiken and Frank Renkin. You know them?”

“Sure. I was always trying to get them to use my gym. So what’s your real name?” She shook her head lightly. “Okay. What’s this about? You think they were set up?”

“They were framed without question.”

“I liked them. And I researched Jeff. He’s all right. I thought this whole thing was funny, you know? And the SEC have been assholes about it, accusing everyone. Some very hardworking, dedicated people are now under suspicion.” He smiled. “I’m probably one of them.”

“They were too close. I think they were set up by someone working at the Exchange, someone who wanted to get them out of the way.”

“Too close to what?”

Daryl drew a breath. Here goes. She told Iyers what Jeff and Frank had discovered, malware concealed by a rootkit within the trading platform code. “There’s an ongoing operation,” she continued. “It’s taking money out of the system. That’s what they uncovered.”

“You’re telling me they penetrated to the trading engines?”

“Yes, absolutely. They had the run of the place.”

“I find that very hard to accept. We’ve seen no sign at all. Not of any attempt, definitely not of anyone mucking around in there.”

“They are very good.”

“And they say they found a rootkit there? It can’t be done,” Iyers said. “There are too many safeguards.”

“Well, take my word for it, it’s there. I’ve seen it.”

“You’ve seen it? You’ve been in the trading software?” She just gave him a look in reply. “Okay, I’ll take your word for it. But you can’t take money out of the Exchange without getting caught. It just isn’t possible. Everything is tracked, and the automated systems call any anomaly to our attention.”

“That may be but the looting takes place with a high-frequency algo that watches for bids and offers on a set of stocks at specific prices and puts itself at the front of the queue, taking a percentage of those trades. The accounts the trades go into route the money offshore. Except for working out of the Exchange trading platform it doesn’t touch what is going on there. The theft takes place at the moment of the trade and is detectable only by the trading partners who are watching bids and orders at nanosecond granularity. If the amounts are small enough, I doubt they can even notice. If they do, it just looks like the buy came in lower than it first looked when the deal was approved.”

“Clever but I don’t see how software like that can get into our system without our knowing.”

“Someone on the inside is doing it. That someone realized Jeff and Frank were getting close and set them up. Framing them was done very crudely. They opened a brokerage account in Jeff’s name, put trading malware into the engine that was sure to attract interest, then sent the money straight to his account. You know the rest.”

“Interesting. You have any idea who?”

Daryl hesitated. He might be cute, but she had no idea who he really was. “No. That’s what I’m doing on-site. I’m looking for the mole. Are you going to let me work on this? Or turn me in?”

Iyers said nothing for several long moments. “What you say makes a lot more sense than what the SEC was insinuating. From how you describe it this frame job was pretty sloppy. We should be able to trace it back to your mole.”

“‘We’?”

“Sure. After you finish your coffee, let’s go back to the office. You can show me what you’ve got. No one knows the system better than I do. I can help.”

“Why would you do that?”

“Well, besides the fact that your explanation makes a lot more sense to me than the one the SEC is putting out there, I’d like to see this alleged rootkit for myself. I really can’t believe it exists. And anyway, I’d like to get the bastard just as badly as you do. It’ll be a feather in my cap.” He smiled again. “Ready to go?”

* * *
On their way back to Wall Street, Daryl quickly ran through her mind the wisdom of this. The smart thing might be to just keep going, to say good-bye now and return to her hotel. Richard didn’t know her real name.

Part of her was telling her to be cautious, not to trust this stranger, while another reminded her of just how effective she could be with a key infrastructure specialist working with her. She couldn’t be the only one who thought how Jeff and Frank had been framed was too obvious. Richard would see it for himself soon enough. And if that didn’t convince him, surely the rootkit would.

But what if this was a trap? What if he was just luring her back so she could be arrested?

That made no sense at all. He’d known from the first moment he’d heard her name that she was lying and had done nothing. Maybe he was working with the SEC, but that made even less sense. For the time being everyone at the Trading Platforms IT was to one degree or another under suspicion.

No, she’d take her chance.

* * *
A plum didn’t fall into Iyers’s hands very often, and he was still dazed by events. As he was going home the previous night, his thoughts returned repeatedly to the dazzling beauty he’d spoken to briefly. This morning, he’d made an effort to hunt her down. When she’d told him her name, it was all he could do to quell his excitement. She didn’t know it yet, but he owned her, lock, stock, and barrel.

In his view, he’d had no alternative but to pretend he believed her, to offer to help. He needed to know what she knew, whom she suspected, and just as important, whom she’d told. They were down to the final twenty-four hours – less, actually. Tomorrow was going to be the biggest day of Iyers’s life, and he planned to stick to whoever this woman was as if they were joined at the hip.
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EDIFÍCIO REPÚBLICA
RUA SÃO BENTO
SÃO PAULO, BRAZIL
12:49 A.M.
Victor Bandeira replaced the telephone in its cradle and stared out the window without pleasure. Carlos Almeida was in a near state of collapse. His anxiety over his coming windfall was becoming too much for Almeida to bear. He’d been complaining for months about what Bandeira considered to be the modest income stream of Casas de Férias. Now with Carnaval coming online the task of handling the increased volume was proving too much for him. Bandeira was tired of holding the man’s hand. When this was finished, it was time to kick him upstairs and move someone with real ability into power. He shuddered to think that there’d been a time when he’d actually confided in the man.

Bandeira had been amused at the suggestion he court Sonia. Amused, then intrigued. The Almeidas were one of the most respected families in Brazil. It would introduce Bandeira into a social class that currently only tolerated him. To be married to such a willful child would in itself be no problem. He would do as he wished, just as he had always done. And as her husband there would be no question of his right to discipline her. He was intrigued but not convinced. The child could prove more trouble than she was worth to him.

But Bandeira had no time for such thoughts now. Time enough after Carnaval. He told his assistant to send in César who was waiting outside. Once the slender security chief was standing before his desk, he said, “Tell me about last night.”

“Shortly before midnight, Zico reported he heard a sound in the alley beside the warehouse. When it didn’t repeat, he reported it was a false alarm. Then a cat attracted his attention. He spotted figures and opened fire. In return fire he was wounded in the arm and shoulder. He’s in the hospital. Didi was shot dead on the roof. Paulinho exchanged gunshots but neither he nor Cafu were wounded.”

“How many did they get?”

César cleared his throat. “I could find no evidence we hit anyone, though that doesn’t mean we didn’t.”

“How many were involved?”

“Based on what I heard and what my men reported, I’d say between three and seven.”

“And where were you during this gunfight?”

“In the office, of course. The engagement might have been staged, designed to lure us away.”

“There was nothing there to steal.”

“No, but they didn’t know that, and if it was staged, I was ready to take out whoever tried the office. I had good men taking care of the street action. They didn’t need me.”

Bandeira gathered his thoughts before proceeding. “I’m confused by this. We lure two computer nerds here and end up with one man dead and no sign we even touched whoever came to the warehouse. It doesn’t make any sense.”

“We don’t know it was them. I’m inclined to think it was not.”

“Then what was it?”

César shrugged. “A burglary gone wrong, perhaps a quadrilha. It may be they thought we were storing something valuable there. I think that more likely than it was the two we are waiting for.”

Bandeira opened his mouth to dismiss the idea that a quadrilha was responsible, then stopped. Was that possible? Had he underestimated this from the first? “I don’t see how,” he said slowly, “but we should ask around. If these were local men, we’ll hear about it.” If one of the local gangs had been responsible for last night, he needed more time, more information, to consider the implications. And there was too much to do now that required his attention.

“Perhaps we should increase security at Grupo Técnico,” César suggested. “Just to be on the safe side.”

“It’s not necessary. Keep good men at the warehouse. But I need you and Paulinho with me.”

“As you say.”
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
3:21 P.M.
Returning from lunch and her presumed alliance with Richard, Daryl decided to take a different, more direct, approach with her investigation. He went to his workstation while she settled in at her purloined cubicle. Time was running out, and she still didn’t have the evidence she needed to clear Jeff and Frank. First, though, she needed to know who this Richard was. She accessed the administrator account Jeff and Frank set up previously when they compromised the Payment Dynamo server, since that account had access to most of the infrastructure. The account allowed her into the employee account database and human resource systems.

All she had was his given name, Richard, but she needed to know who he was. She was grateful for his offer of help but suspicious as well. It struck her as too easy, too opportune. Still, she’d overheard enough to know that the SEC was not popular here. Their execution of the search warrant and treatment of staff was still a popular topic. Richard could very well be telling her the truth.

She navigated in search of the infrastructure team but found them spread out in several subcategories. On a slip of scratch paper she wrote out, “Richard, Rick, Rich, Dick,” then, looking down from time to time to remind her, she slowly worked through the employee lists. After ten minutes, she had five names, two of them using Richard, only one of which was an infrastructure specialist. Richard Iyers. That must be her man.

Something tickled in the back of her mind. Richard Iyers. Hadn’t she seen that name before? She thought, but nothing came to her. It would in time, she was certain. For now, just to be on the safe side, she connected to Iyers’s computer, which was identified in the network directory, and installed Jeff’s monitoring software. This would allow her to read Richard Iyers’s e-mail and log his keystrokes. She configured it to alert her whenever he sent or received e-mails. Next she copied off his access logs and scanned them visually and with Jeff’s tool, but they showed no accesses to the jump server.

The logs were the key, though. As she continued to work on them she was identifying patterns of suspicious behavior, mapping it all out, dating it. This information established correlations with logs from other systems, fanning out into a complex map of interconnections, the majority of which would be red herrings. These patterns came from a number of different staff, but she was convinced they originated with Campos and whoever else was involved. Eventually she’d have enough of the map to find her way behind those cutouts, following the trail back to the originator. Knowing Campos was a target helped narrow the data, but it was still tedious work.

Then there was the IPO. She had access to the jump server and one advantage for her was that every update had to go through it. What she needed was a way to block any more updates, but most important, to ride into the system and turn off the rogue code.

From time to time her thoughts drifted to Brazil, to the danger Jeff and Frank were in. For security reasons contact was at an absolute minimum. She’d only received a text message after her two messages, thanking her and saying all was well.

But she’d given them the right address, the one in Rio, and she knew they’d be going there. One hard drive from the right computer, one person involved in the operation willing to talk, would bring this all to an end. She’d rather have worked out the answer entirely from computers but understood the logic of what they were up to. She just couldn’t get over the sinking feeling she experienced every time she thought of them.

* * *
Marc Campos was both furious and scared. His fear came from the fact that the code he’d been receiving from Rio was not ready to be implemented. He was exhausted from rewriting and editing, from demanding that Pedro get his team on the ball. The clock was running down.

He was angry because Iyers wasn’t doing his job. Even when Campos had code ready to upload, Iyers often wasn’t available or was slow to respond. Campos had even gone to see him, something he almost never did in the office, only to find him away from his workstation. He searched and been stunned to see him standing in the hallway, leaning into a cubicle, talking to Kelly from SSG of all people.

Campos still didn’t know what to make of her and her questions. At the time, the entire experience had been odd in the extreme, and he’d been sure he was uncovered. Seeing her at a workstation was reassuring to some extent as it suggested she was who she said she was. It was peculiar for someone from SSG to be working on-site, but not without precedent. He’d been afraid to check her out in detail as it would only call attention to himself.

Seeing Iyers talking to her led to only one conclusion, that once again he was distracted by a pretty blonde. It had happened before, though never at such a critical moment. As Campos had turned away he was suddenly seized by an overwhelming anxiety. What if the two were up to something? Here she was asking odd questions, and there was Iyers, the crucial cog in his operation, looking very friendly indeed.

* * *
Back in his office Campos called Iyers on his cell phone. When he answered, Campos said, “Meet me at the coffee shop, right now! Don’t say a word, just do it!”

Ten minutes later, Iyers entered the narrow shop, glancing about as he always did, searching for women. He spotted Campos in the rear booth and joined him. Iyers told the waitress he’d take coffee, then turned to face Campos. “You look like shit,” he said.

“What the hell are you doing with that woman?”

“Who? You mean Kelly?”

“Yes, Kelly. She questioned me yesterday.”

“Questioned? How does she even know about you?”

“She’s from SSG. She said she’s here following up on that bot because of all the heat it’s generated.”

“Yes, but why talk to you?”

“I don’t know. She didn’t tell me. What are you doing talking to her?”

Iyers’s coffee arrived. He sat back as he stirred sugar into it, then poured cream. He took a sip. “She’s not SSG and she’s not Kelly Vogle.”

Campos found he couldn’t breathe. His eyes widened in alarm. His tongue licked across his lips. “What are you saying?”

“I’ve met Kelly Vogle and this isn’t her. I had lunch with this woman earlier and confronted her to try to find out what she’s up to. I thought she might be official, working undercover or something.”

“My God,” Campos said, lowering his face into his hands. “It’s over.”

“Relax, amigo,” Iyers said with a cocky grin planted on his face. “Everything’s fine. We’ll pull through.”

“What … what are you talking about?”

“She’s with Aiken and Renkin. She’s here to try to clear them.”

Bewildered, Campos said, “What do you mean?”

“What I said.”

Campos processed what he’d heard, struggling to compose himself. Finally, he said, “Why did she talk to me? Did she tell you?”

“No. I don’t know why. Aiken and Renkin aren’t just running, they’re trying to figure out who put the finger on them. This woman’s working with them on that. They’ve come up with something that pointed to you.”

“Jesus! That can’t be. I’ve been so careful.”

Iyers hunched down, moving closer to Campos, and lowered his voice. “She’s not certain, Marc. Sure, she can try and blame you, and you and I know how bad that would be, but she needs to be positive before she takes that step. We don’t need a lot of time here, and she doesn’t know that. Toptical goes off tomorrow, in less than twenty-four hours. We’ll have made our haul by this time tomorrow. She’s working from Ann’s old station. I’m sticking close to her, to see what she’s up to, figure out how much she knows.”

“Why would she let you do that?”

“Because I told her I think Aiken and Renkin are innocent and I want to help. She believes me.”

“Why should she trust you?”

“Having someone on the inside will make what she’s doing a lot easier.” Iyers grinned. “And I’ve got a way with women. You know that.”

Campos looked at Iyers and wondered how he could ever have recruited this man. This was supposed to be a cyberjob, computers only. Now because of Iyers, he had a murder and attempted murder on his hands. Only God knew what else.

“I need you to do our job. Carnaval is backed up.”

“This is important too, to keep us out of jail, Marc. I’ll take care of the rest. Don’t worry about it. But don’t you see? This makes it all easier.”

“And how is that?”

“We’re about to be blown. That means tomorrow night we take off. We don’t risk sticking around. I just have to keep her on the string until then, and that won’t be hard. I know what she’s looking for.”

Campos closed his eyes and thought. He swallowed several times, trying to work some moisture back into his mouth. Finally, he said, “Maybe—” He stopped. “Maybe, she needs your special attention.” He couldn’t believe he’d said it, but it was the only way.

“What’s that?”

“We can’t run tomorrow. We need to stay here and cover tracks as the money is funneled. It’s part of the job.”

“I don’t get you.”

“She’s the only one who suspects, right?”

“There’s Aiken and Renkin.”

“They’re being taken care of.”

“Is that right? You never said anything to me about that.”

“We just need to see to this woman.”

“Oh, I get it. You’re giving me the green light.”

“Just don’t be sloppy like you were in the park.”

“No problem, amigo. It’s about time you came around.” Iyers picked up his coffee.

Campos glared at him. “Don’t call me amigo.”
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SAFE HOUSE
RIO DE JANEIRO, BRAZIL
5:34 P.M.
Carl and Oscar rapped lightly on the door, then let themselves in. Frank had been asleep on the couch. He roused himself, went into the bathroom, then came out just as the other two retrieved bottles of water and made themselves comfortable in overstuffed, worn chairs. They looked as if they’d been out for a stroll, and perhaps in their world they had. Carl was in tan chinos with a light blue polo shirt while Oscar wore light green cotton pants with an untucked embroidered white shirt, Latin style. He had a cigar tucked in one of the pockets.

Jeff had watched them from over his laptop. He’d been in the safe house for some three hours now. When they’d arrived, Jeff asked if the CIA knew they were using it and been answered with laughter all around, then told not to worry about it. He closed the laptop and moved to the couch.

“What’d you find?” Frank asked.

“It’s a two-story mansion converted into office space,” Carl said. “The street is a mixed neighborhood with businesses and residences. It’s surrounded by a ten-foot wall with the usual stuff on top. There’s a car entrance with an electronic gate, a door for foot traffic, and a guard post. There were four vehicles parked inside. The grounds are neat, grass with no trees or significant shrubbery. In the rear is a helicopter landing pad with what looks like a storage building to the far side. We think the bottom floor is dedicated to security, and the offices we’re after are on the second floor. All in all, not a bad setup if privacy and security are what you want while still looking legitimate.”

“How many?” Frank asked.

Carl shrugged as he pushed his glasses up onto the bridge of his nose. “I made three. How about you?”

“Same,” Oscar said. “Just one at the guard station, another on the grounds, a third inside watching the monitors. They all looked bored. It’s possible there’s a fourth on the second floor. We stayed as long as we could but weren’t able to tell how many others are inside. They’ve got security cameras covering the grounds and two along the wall facing the street, which also takes in the entrance. We’ll scope the setup tonight and do another count.”

“When’s the equipment coming?” Frank asked.

Oscar glanced at his wristwatch. “In about half an hour.”

“Good. What about the second floor?”

“It looked busy,” Oscar said. “Lights were on. We saw movement. Two guys, office types who came out for a smoke break looking pretty haggard. They stood away from the guards. There was no interaction with them. I’d say no more than six work upstairs, maybe less.”

“It looked pretty busy,” Carl agreed.

“I’m thinking around midnight,” Frank said.

“Should be less security at night. We’ll need time to observe before we move.”

“They’re on deadline,” Jeff said. “It could be very busy tonight.”

“So security may stick around, you think?” Oscar asked.

“It’s a thought,” Jeff answered.

“Maybe, maybe not,” Frank said. “Guards are creatures of habit. Unless they’ve got some reason to think tonight is special, they’ll leave the standard night shift.”

“Probably one, then,” Carl said. “Definitely no more than two.”

“Your fracas in SP might have alerted them,” Oscar suggested.

“Maybe they’ve made no connection,” Jeff said. “They have no way of knowing we’ve learned about the Rio operation. Their lure sent us to the other site.”

“Good point, but still, they might increase security,” Frank said. Oscar and Carl looked at each other. “What?”

“I ran a check on the warehouse where you had the trouble and on this location,” Carl said. “You aren’t going to like it. Both places are buried in paperwork, but in some databases, they are identified as belonging to Nosso Lugar. It means ‘Our Place.’ It’s commonly identified as simply NL.”

“And what is NL?” Jeff asked.

“It’s one of the major gangs out of SP,” Carl said. “Slicker than most, well established. The chefe is Victor Bandeira. A thug but more enlightened. Big in banking and cybercrime.”

“NL is big locally in banking and a major world operator in Internet gambling,” Oscar said. “It fits what you’ve uncovered in New York to a tee. Apparently Bandeira has branched out.”

“Bandeira, you say?” Frank repeated. “Daryl followed up last night’s text warning with a copy of this address. The e-mail she used to locate it has a Pedro Bandeira listed as president. He seems to be running the operation in New York.”

“A relative,” Carl said. “A key position like that would only be trusted to someone close.”

“What difference does this make?” Jeff asked. “We’ve suspected all along there was a criminal organization behind this.”

“It only makes a difference in that these are very tough people,” Frank said. “If security is increased we’ll have our hands full. Ideally, we need to get in and get out without attracting attention. I’m thinking we go for the computers and skip taking a body.”

“It won’t matter,” Oscar said. “Either way, once we make our move they’ll be after us with a vengeance.” Jeff moved uneasily. Oscar looked at him, the only outsider to their black ops world. “We’ve got this covered, Jeff. Don’t be concerned. We just want Frank here to know what we’re up against.”

“From what you say they’ve made no connection between what happened last night and us. Otherwise, this place would be flooded with security.” Frank stretched. “I’m going on an equipment run for me and Jeff in a few minutes. You two should get some sleep. We’ll bring food in about eight, then do a gear check. Let’s move out at ten thirty, be in place by eleven. Sound right?”

Carl and Oscar nodded. “Sounds good.”
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GRUPO TÉCNICO
RUA ADOLFO MOTA
GRANDE TIJUCA
RIO DE JANEIRO, BRAZIL
6:25 P.M.
From inside his office, Pedro heard the helicopter drawing close, but gave it no thought. Helicopters were common in Rio, though this one was lower than usual. But when the volume increased, he looked out the window, wondering what was going on. Seeing nothing, but with the noise even louder he went through the offices to the downstairs.

The guard from the monitor was standing at French doors watching the back corner of the lot. “What’s going on?” Pedro asked.

“El Chefe is landing,” he said.

Papai? Pedro thought. Now what the hell is he doing here?

The Colibri midrange helicopter was in clear view now. The craft was slowing, the engine noise causing the shades to vibrate, the wind storm created by its rotors kicking up leaves from the grass lawn, the craft lowering itself slowly until at last it settled within the walls, some thirty feet from where Pedro stood.

As the rotors slowed César climbed out of the craft, holding his suit jacket close to his body, looking out of place with his dark sunglasses. Paulinho came out next. He was followed by Victor Bandeira who stepped from the craft clutching a briefcase. He lowered his head and came directly to the door. The guard all but snapped to attention. Seeing his son, Bandeira embraced him with a wide grin. “Caught you by surprise, I can see.” He laughed. “Show me what you are doing.” He stepped off for the stairs leaving Pedro to catch up.

In his office Bandeira took Pedro’s seat. The young man closed the door and sat in front. “What’s going on?” his father asked. “We don’t have a lot of time.”

For other men of Bandeira’s age and in other companies his presence would have been ludicrous, an aging manager pretending he understood the complexity of the sophisticated code Pedro’s team produced. But Bandeira had worked with computers from the start and understood the basics of software, the demands of good code, and the creation of stable architecture. He’d required at least weekly briefings from Pedro during the development of Casas de Férias.

“Abílio stopped automatically forwarding our drops into the trading engines late yesterday. With our increased output, it was the only way to get the job done. Now we’ve been denied direct access.”

“He told me. He said your code wasn’t ready to upload and he needed to clear everything first.”

Pedro wanted to take offense but what his father said was correct. “We’ve been under enormous strain, as I’ve told you. Increasing the take to so much in such a short time period has been more than we could handle with the same safeguards we’ve had. Not to mention the frequent trading engine code updates as the Exchange readies for the IPO.” His father shot him a look but didn’t interrupt. “I’ve got the team reworking code. Then it comes to me for review. When I think it’s ready, I send it along to Abílio. The quality is better, but we’re going too slowly. I’m concerned.”

“What’s the main problem?”

“The IPO module looks good. Even Abílio seems happy with it. Our test runs were largely glitch free, with just a few bugs. He’s working on cleaning those up and plans a final upload later tonight.”

“It’s not already in place?”

“No, we held off as we didn’t want to risk attracting attention in New York. If we’d uploaded earlier, we’d have to have done several updates and with the controversy over the bot their security level is heightened. We also have only so many opportunities to piggyback on the normal software updates. Abílio says there’s a final Exchange IPO software update scheduled at three tomorrow morning. The Exchange, even with its vast resources, has been having many of the same problems we’ve got. We’re riding in on it.”

“Abílio says it will be ready?”

“As ready as we can make it. Our primary problem is in setting up the targets for the Casas de Férias aspect of Carnaval, the account module. Half the money will come from it. We’ve managed to identify a sufficient number of targets, companies and funds we know will take part in the Toptical IPO. Our difficulty has been in writing the configuration for each one and in securing enough routes to get the money out of the United States quickly. I’ve had to make some compromises.”

“What compromises?”

“This past year, as you know, we’ve limited our take to around five percent. In some cases, when the trade was small-time enough that the players didn’t have enough clout to have their complaints acted on, we’ve increased the take significantly. I am using those increased parameters now with essentially the same account module.”

“Good. It’s proven software. This is the final operation. How much is the increase?”

“Depending on the action and our ability to hide within it we are programmed to take as much as half of any trade.”

Bandeira’s eyebrows shot up. “You think we’ve got cover?”

“We think this will be the most confused IPO in history. Abílio says the new IPO code is simply not ready. He expects all kinds of problems including interruptions, signficantly increased latency, and volatile volume as the high-frequency algos kick in. God knows what they’ve got up their sleeves. We think our action, big as it is, will be well concealed. In time, of course, months from now, after the inevitable SEC investigation into the IPO, our take will stand out, but by that time the money will be long gone and the electronic trail erased or so obfuscated, they’ll never be able to follow it to a meaningful end.”

“You’ve done well. You look tired. Well, in a few hours, you can rest.”

“Why are you here, Papai?”

“I told you. This is important. I’ll be here through the IPO. I’ve got an important meeting tonight but will be back later.” He smiled. “We can watch the operation unfold together. This is a great moment for NL and for us.” He rose, came around the desk, and placed his arm across the young man’s shoulders.

“I will enjoy that,” Pedro said, realizing as he did that he really meant it.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
7:09 P.M.
Richard Iyers grimaced as he sat at his workstation. When he’d met with Campos and assured him that he’d stay on the woman he’d completely forgotten the meeting he had to attend. The new IPO software was scheduled for the daily upload in a few hours, and the presence of all the senior infrastructure specialists was mandatory. There would be a final triage of the outstanding bugs, and there were more than a few. Not that there was anything much they could do at this point. The decision was made, the timing was set. They would have to hope the bugs wouldn’t impact the IPO or surrounding trade activity. The market would open at nine thirty the next morning, as usual – with the Toptical IPO scheduled for ten o’clock.

Iyers checked and saw three sets of code modifications Campos wanted him to review, bundle, and insert with the next Exchange update. Iyers sighed. It would take hours, and he’d probably get more yet. It was going to be a long night.

But his real concern was the woman. He had no idea what she’d been up to all afternoon. In his experience women were no better than average when it came to this kind of work, so he wasn’t unduly concerned. Aiken and Renkin had impressed him with their calm assurance but this hot chick was something else. Such women liked to talk a good game but lacked the intuition that understanding complex code and network systems like the Exchange required. The only disturbing aspect of their conversation was that she knew he’d used a rootkit. He assumed either Aiken or Renkin had found it.

Still, for now, the Rio code would have to wait.

* * *
Since returning from lunch, Daryl had continued to analyze the logs with the aim of finding the digital trail to Campos. No employees interrupted her at her appropriated workstation. Alerts from Iyers’s e-mail had distracted her throughout the afternoon, but they were all routine Exchange business. But what she did note was the high number of them between Iyers and Campos.

Daryl paused. Something was nagging at her. Something she knew she’d missed. Then it came to her. She hurriedly pulled out her laptop and quickly went to her notes from the previous day. There it was. The Appreciation Trust accounts with Pacific Eastern Bank had been opened in the name of Dick Iver.

Richard Iyers. This was no coincidence. For a chilling moment she recalled the assault on Jeff. These were desperate men. She needed to stop thinking about this as a purely computer problem.

“Kelly,” Iyers said, “hard at it, I see.”

Daryl glanced up from her screen. Her throat caught for an instant. She switched to another screen. “Hello, Richard. Still here, I see.”

“Busy night. We’ve got the big IPO tomorrow, and there’s a much larger update than usual scheduled at three A.M. Lots to go over. Sorry I haven’t been able to come by sooner to help out. I’ve been in a meeting. What have you been doing?”

“I’ve not accomplished much so far. This is all very sophisticated, much more demanding than the code I usually work with.” She gave him her “I’m only a girl” smile.

“Don’t feel bad about it. We hire the best, and it takes months before anyone can navigate the system with confidence, let alone rework code. Have you tried the logs?” The only real worry Iyers had was if she turned to the logs, found the right ones, and proved good at reading them. He and Campos had discussed them many times over the years because they were the Achilles’ heel of their operation. They’d hidden their trails within the work of others and believed they were covered but if they could create them, someone with enough determination, time, and expertise could trace them back.

“Not really. They’re pretty complicated. I was thinking maybe you could spend some time with them, since you know the system better than I do. It’s hard for me to know what’s legitimate activity.”

“Sure. It’ll have to be tomorrow, though. I’m packed with work before then, probably not surprisingly.”

Daryl looked disappointed. “If you have to. I can’t hang around here much longer though. Someone’s going to ask questions at some point.” She brightened. “What did you think of the rootkit?”

Iyers was startled. He’d not bothered to look at it. After all, he’d planted it and knew it was there. “Really something. I didn’t think it was possible. It’s going to be quite a coup for me when I officially report it.”

“Don’t act too fast,” Daryl cautioned. “Wait until I’m out of here.”

“I will. Don’t worry.” Iyers stared at her a moment. Was it possible he’d overestimated her even with his reservations? Right now, she didn’t sound bright enough to be a threat. “Well, I’ve got to get back. You know where I’ll be.” He stopped, then added, “At some point tonight, we both need to stop. Let me buy you a late dinner or early breakfast, depending, okay?”

“That would be nice,” Daryl said, as no other answer was acceptable.

Once she was satisfied he’d left she returned to the logs.
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GRUPO TÉCNICO
RUA ADOLFO MOTA
GRANDE TIJUCA
RIO DE JANEIRO, BRAZIL
11:23 P.M.
The streets were largely calm as the four men drove to the Grupo Técnico offices in Carl’s Camry. Still, people were out, though not that many and the traffic was light, mostly small commercial trucks.

No one spoke. There was a slight mood of tension in the air but nothing extreme or uncomfortable, much like a college classroom just before the big exam. Carl drove by the stadium, then turned down a narrow residential street two blocks from the office, pulled into an open parking space, then killed the lights and engine.

The men climbed out of the car and shut the doors quietly. In the near distance a dog yapped. Oscar opened the trunk and handed a dark sports bag to Frank. He gave a smaller one to Carl, who swung it from his shoulder while Oscar did the same with a matching one. Then Oscar lifted a small black plastic suitcase from inside the trunk and closed the lid.

The case held heat sensor equipment that had been mysteriously delivered to the hotel. Jeff hadn’t seen the man, if it had been a man, but been shown the suitcase contents. Frank had explained that with this they’d be able to know exactly how many people were within the mansion and their locations.

Frank, Oscar, and Carl took three cell phones from their pockets Frank had acquired earlier. They turned them on, secured them on their belts, put their earpieces in, and clipped mics to their collars. Without a word, they set out toward the office building, Jeff following closely. A few minutes later, Frank stopped in the shadows on the opposite side of the street. Oscar and Carl separated from them and, it seemed to Jeff, vanished.

A small motorcycle buzzed by. Jeff caught a glimpse as it passed. Pizza delivery.

They were still well down the street from the entrance, out of range of the security cameras. Inside his pocket, Jeff grasped the revolver Frank had given him. It felt heavy, and lethal. Several minutes passed. Frank murmured quietly into his mic, then said, “The boys are in place.”

“How are they going to use that equipment with the wall blocking them?”

“They’ve got an elevated location.”

A short time later, Frank mumbled again into the mic. Then he looked to Jeff. “There’s a helicopter in back of the main building.”

“Reinforcements?”

“We’re getting the count now.”

After ten minutes, he spoke. “There are five guards, four inside the building. We make three on the second floor. One on the ground floor, seated at a table or desk. The fifth is on foot, staying generally near the guard post at the gate.”

“What do you think?”

“Let’s move. It’s as thinly manned as we can hope.”

* * *
There were more lights here than along some streets Jeff had seen but it was still very dimly lit. It was a narrow street and traffic was sparse. Frank and Jeff went closer to the entrance.

“What now?” Jeff asked quietly.

“Just watch,” Frank whispered.

Oscar approached the front entrance by himself. With his slight build, glasses, and accountant demeanor he looked utterly innocent and a bit confused. He said something through the metal gate. A stout man in a tan uniform and peaked cap stepped toward him. He was wearing a thick black bulletproof vest, had an automatic pistol on his hip, and carried a military-style rifle across his chest, a common look for Brazilian security guards from what Jeff had seen. He moved closer to the entrance, stopping a few feet back. He said something in Portuguese.

“Oscar’s asking directions,” Frank whispered. “When you follow me in, close the gate behind you.”

There was an exchange of words; then the guard noticeably relaxed, came right up to the gate, and gestured down the street as if giving instructions. Oscar shot a hand through the gate and almost instantaneously the guard crumbled.

“Now!” Frank said as he ran to the entrance, Carl sprinting to meet them from the other direction. By the time they arrived Oscar had the gate slid open. The three men squeezed through and shot across the driveway toward the front door to the mansion. Jeff hesitated over the fallen guard but saw no blood. By the time he entered the building the single guard there had his hands in the air. He’d been seated at a desk in front of a computer monitor.

“Upstairs,” Frank ordered. Oscar joined them and the three went up leaving the guard with Carl.

* * *
Pedro was scowling at the screen. Everyone was so exhausted no one was functioning efficiently, even him. Well, it wouldn’t be much longer. Abílio would need the final Carnaval code in the next three hours so that he could plant it with the Exchange update. Abílio said it was a big one as there were still changes being made to the new IPO software. After that, Pedro planned to sleep a bit to be ready for when the Toptical IPO started seven hours later. He’d be watching that with his father.

He heard loud steps pounding on the stairs and wondered what that was about. Had his father come back? Then he heard orders barked in the outer office and felt a chill. Before he could react, a strange man entered his office, holding a gun in his hand.

“Push away from the computer,” Frank ordered in English, sure the boss would speak it.

“American? What are you doing here?” Pedro said. “Get out!”

“Move from the computer,” Frank repeated.

Pedro looked into his eyes, then at the weapon, then stood and backed up, pushing his chair from the desk. Frank came around, turned him to face the wall, then secured his wrists with the type of plastic strip that served police as temporary handcuffs. “Sit,” he ordered, directing Pedro back into the chair.

Jeff, still near the door to Pedro’s office, looked into the outer office and saw the three coworkers uncomfortably seated on the coach, their hands behind their backs. Renata’s eyes were wide with terror. Oscar was hovering over them, looking ominous.

Frank shut the door and turned to Pedro. The color had drained from the young man’s face. His eyes bulged and he blinked spasmodically. Still, he managed to speak. “Who are you?

“Who we are isn’t important.”

“What have you done with Gustafo and Luís?”

“They’re fine, for now.”

If Jeff hadn’t known how much of this was a bluff, he’d have bought Frank’s threatening manner.

Pedro stared at the two gringos. They were grim-faced, serious men. He gathered his courage. “What do you want?” he said.

“Let me tell you what we know already so we can save a bit of time here. You and the others outside have written malware and infiltrated the New York Stock Exchange with it. You’ve been stealing money for about a year now. How am I doing?”

Pedro’s wide eyes grew wider. “I don’t know what you’re talking about.”

“If you expect to get out of this, you’re going to have to get a lot smarter than you’re acting right now.” Frank crossed his arms. “Put your thinking cap on. Just who do you think we are?”

That, Pedro thought, was an excellent question. Possibilities came to him in a wave. “I don’t know.”

“Let me give you a hint. The Exchange hired someone to run a test of their trading platform. The people doing that encountered your malware, crudely hidden I might add in a rather quaint rootkit. Any ideas forming about who we are?”

Pedro looked at Frank with fresh interest, then at the tall man standing to his side and slightly behind him. “No.”

“This is where it gets interesting.” Frank squatted down. “One of the two guys doing the penetration test went for a run in Central Park. He was attacked and nearly killed. Now he’s really pissed off, so is his friend. How are the brain cells working now?”

“Attacked?” Could it be? He stared at the men, at one, then the other, back and forth, as if he could decipher their thoughts.

“Whoever did it didn’t care if he lived or died. At the same time one of your helpers in New York planted code making it look as if they were stealing the money, instead of you.”

My God! Pedro thought. This can’t be! “You?”

“Yes,” Jeff said. “Us. We’re the men you framed and tried to murder.”

“No, no, not me, I…” Pedro stopped.

“Now, listen, we have a deal for you. It’s important. If it works out, you get to live.” Frank waited for that to sink in.

Pedro licked his lips. “What deal?”

“You stop what you’re doing. Turn it off, take it down, whatever you have to do, but you stop it. Then you tell us all about your operation, most importantly, the name of your helper in New York.”

“I don’t know what you’re talking about.”

“Too late, Pedro. We know you do.”

“You’re wrong.”

“Now, listen, kid,” said Frank. “We can have a talk like adults, you can get back on your computer and stop this operation, or I can hurt you, hurt you in ways you’ve never considered, and when I’ve finished, we’ll still have that talk and you’ll still bring this operation to an end. The only difference is how much and for how long you suffer, and how hard you make me work because when this is over, I have to decide if it’s worth letting you live.”

It was a bluff, Jeff knew. The objective was to make the young man believe it. Then he wondered. Frank might very well be serious. Not for the first time, Jeff considered just how far things had gone.

Frank let the threat linger in the silence. Pedro looked at him, then to Jeff, then back again. He licked his dry lips, suddenly thirsty. “I can’t stop it,” he said finally. “It doesn’t matter what you do to me. I can’t.”

“It’s the only way you’re getting out of this in one piece,” Frank said.

“You don’t understand. I’m blocked out. If I tried to shut the operation down, the man in New York would see it, even if I found a way to do it. He’d just report the effort, and undo what I did.”

“Who would stop you from shutting down this operation?” Jeff asked.

“I … I can’t say.”

Frank reached down and gently touched Pedro’s knee. The young man recoiled as if he’d received an electric shock.

“Abílio. His name is Abílio Ramos,” he said, forgetting in his fear Abílio’s assumed name.

“Where does he work?” Frank asked.

“At the Exchange. I told you.” Pedro was sweating. The acrid smell coming from him was pungent.

“Where? It’s a big operation.”

“I don’t know. I never asked. I wasn’t supposed to ask. Please.”

Frank lifted his hand.

“Who would he report the effort to?” Jeff asked.

Pedro’s tongue darted across his lips. He said nothing.

“You’re going to tell us, Pedro. Trust me in this,” Frank said.

“My … my father.”

“And who is your father?” Frank asked.

“Victorio Bandeira.” Pedro hesitated, then with a rush of pride said, “He is chefe of the Nosso Lugar!”
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COPACABANA PALACE
AVENIDA ATLANTICA
COPACABANA
RIO DE JANEIRO, BRAZIL
11:37 P.M.
Victor Bandeira looked at Carlos Almeida and made sure to disguise his disgust. The banker sweated profusely, had even used his dinner napkin to wipe the gleam from his bald pate. The third man at their table was Ernesto Dayan, president of the Banco Central do Brasil. Dinner was over, and they were smoking Cubanos and drinking brandy.

Dayan was one of the new breed of technocrats who dominated Brazil’s economic policy. New to the job, he came from a long line of bankers. Bandeira understood there was a family connection with the Almeidas. Dayan’s hairline was in significant retreat, and he compensated with a trimmed beard. He wore rimless glasses on his bland, pasty face and was not amused by the evening. They’d dined well on the finest North Italian cuisine, a hotel specialty, and Bandeira had ordered only the most expensive wines, but he was certain he’d made no dent in the man’s concerns.

The entire purpose of this meeting had been to reassure Dayan. To that end, Almeida had been his backup, and he’d played his part badly. If anything, his nervousness had only disturbed Dayan even more. But the harm was done, business was finished. When Bandeira had assured him that the operation was on track, Dayan had only looked at him with dead eyes. He’d then dismissed Bandeira’s mention of a woman with a noticeable curl of his upper lip, as if he’d just been insulted.

Other meetings had not gone smoothly, either. In the end, it came down to the money. When Dayan’s Swiss account bulged with the Carnaval take, all his concerns would be set aside. It was always that way.

They made their goodbyes, and after Dayan was gone, Almeida remained. “I think it went well.”

“Yes,” Bandeira said, “quite well. Give my regards to your lovely wife and daughter.”

“Perhaps … perhaps you’d care for another drink at the bar?”

“I wish I could, but I have yet another business meeting,” Bandeira said.

“So late?”

“With my son. Tomorrow is a big day for us, Carlos. Remember?”

“Oh, yes, of course.”

They parted in the lobby. César had already summoned the car. Sergio, who’d also flown the helicopter, was driving. Paulinho, one of Bandeira’s oldest and most trusted men, sat beside him. The four drove through the streets back to Grupo Técnico.
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TRADING PLATFORMS IT SECURITY
WALL STREET
NEW YORK CITY
11:43 P.M.
Richard Iyers finished editing a portion of the Carnaval code Campos had sent earlier and moved it into the deployment for later. There was still more to come. He glanced at his watch. Three hours.

He went to the break room and poured a cup of black coffee. Standing at the sink drinking it, he noticed that his hand trembled slightly. Back at his computer he opened the logs for the jump and deployment servers and for those of his own system. Once or twice he’d seen something that caught his attention in his earlier scans, but nothing that in the long run proved a worry. Tonight, though, he saw that the deployment server was being accessed by another infrastructure specialist who he know for a fact had left work earlier that night for a break, planning to return after midnight. This was one of the systems he and Campos used to access the server, which meant someone out there was being clever.

Someone, like a gorgeous blonde who wasn’t nearly as dumb as she acted. Iyers had hoped to enjoy his time with the woman but there was too much at stake for such an indulgence. And events were moving quickly. He had the green light from Campos and strong evidence she was too close. The only danger was in waiting.

With a growing sense of anticipation Iyers made his way to Daryl’s workstation. Though it was positioned to be largely hidden, he knew this floor intimately. He positioned himself so he could watch her unobserved while he thought about how to do this. He eyed the back of her head and admired her blond hair. There was no doubt it was real. If he ever learned her real name, he was certain he’d discover she was of Scandinavian origin, perhaps German. She moved once to the side and he caught sight of a breast. He felt a stir. He stepped toward her.

* * *
Daryl was making progress. As the number of staff diminished, she’d been able to work with greater concentration. Just then, she sensed someone behind her. She closed the log analysis, which snapped up another window with irrelevant logs, then turned.

“Hello, Richard,” she said. “You still here?”

“No rest for the wicked.” He lowered his voice. “We need to talk.”

“Okay.” She waited.

“Not here. Somewhere private.” When he saw her hesitate, he added, “I’ve found something you need to know about. There’s an all-night coffee shop right next door. We won’t be gone twenty minutes. Trust me. It’s worth your while.”

“If it’s that important, let’s go.” Daryl stood, slipping her purse strap onto her shoulder.
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GRUPO TÉCNICO
RUA ADOLFO MOTA
GRANDE TIJUCA
RIO DE JANEIRO, BRAZIL
11:56 P.M.
On the ground floor, Carl had tied up and gagged both guards. He’d next gone outside to the gates and confirmed they were in their usual closed position. Oscar had taken the three staffers downstairs, binding their wrists and seating them on a couch, while Frank moved Pedro into the outer office to give Jeff free rein at the computer.

For several minutes, the pair questioned the trio with no luck. It was obvious they were far too frightened of something worse than them to talk. Renata simply lowered her head, shut her eyes, and gently moved her head back and forth. The other two repeatedly exchanged looks at each other but neither spoke a word.

“What do we do with them?” Oscar finally asked. “We haven’t got all night.”

Carl considered their next move. “We can come back to them if necessary. Let’s move them outside for now. There’s a storage building of some kind. Looks like it might have been a horse stable back in the day.”

The men took the five prisoners outside, across the darkened yard to the structure. The door was unlocked. They moved everyone inside and ordered them to sit against the wall. They bound their ankles with plastic straps.

Back in the office building Oscar checked the security system and found it deficient. There were too many blind spots. He went to Carl and took him aside. “I’m setting up visual security. We should assume we don’t have much time.”

Upstairs, Frank told Jeff, “Don’t forget to collect paper and find something to stash it in. Assuming it’s in Portuguese, I should be able to read it with a little help from a translator.” He eyed Pedro who was pretending not to listen.

“Right,” Jeff said. “We’ll also take hard drives. No reason to hang around here longer than we need to.” He went to the office, located a trash basket, emptied it, and then started examining the papers he found neatly piled on the credenza. After a minute spent examining them, he just piled everything into the basket. Then he went on his knees and began unscrewing the hard disks of Pedro’s system. He’d have them out in two minutes; then he’d take the disks from the three computers he’d seen outside.

In the outer office Frank called to Oscar below. “Any luck with the geeks?”

“None. They won’t talk. They’re much too scared of what will happen to them. We put them outside with the guards. Given a bit of time they could be persuaded but we’ve got the big guy’s son, right? Let’s take him. It’s simpler and he’s running the show. Why waste time on the little guys?”

“My thought exactly.” Frank looked to Pedro and grinned.

* * *
On the street outside, Sergio slowed before the gates and waited. After a moment, Paulinho said, “Where’s Luís?”

“What’s that?” Bandeira asked, looking up from his iPhone.

“Luís, Chefe,” César said. “He’s supposed to be at the gates or very nearby at night. Should I honk?”

Bandeira looked toward the mansion. Nothing seemed out of place but … “What do you think, Jorge?”

Jorge’s keen eye swept the yard and building. He’d seen it many times at this time of night, and it didn’t look the same. “Maybe last night wasn’t what we thought. We should be cautious.”

“Yes, I agree,” Bandeira said. “Pull up here on the street. We’ll go in on foot.”

Once they’d parked, the men exited the vehicle, closing the doors quietly. “The trunk,” Bandeira said. Sergio opened it and removed two IMBEL MD97s, Bandeira taking one, Paulinho the other. The others pulled heavy automatic pistols from their waists as they all went through the pedestrian doorway, then made their way silently across the driveway toward the mansion entrance.
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TOPTICAL IPO LOOMS

By Lawrence F. Gooden

September 19

“Unease” is the best word to describe today’s Toptical initial public offering. Touted as the biggest public offering of all time in some quarters with figures in excess of $100 billion being bandied about, insiders have sought to downplay expectations for weeks, asserting the IPO will not exceed $30 billion. The reality is that there is no way to know where the valuation will land as expectations often dictate outcome.

For nearly two years, Toptical has been the hottest social networking platform on the Internet, attracting users because of its seamless interface and perception of control. Businesses like the clever way marketing has been designed into the system. This has addressed the most serious problem social networking sites face upon going public – they have to make money or at the least demonstrate the path to it. Now payday has arrived for the company’s founders and early investors. And that’s just one of the problems.

The Toptical IPO is heavily skewed in favor of insiders, that is, those who have been invested with the company from early days. As many as half of the shares being offered come from them. This is far more than is common and suggests to some observers that those in the best position to know have no long-term faith in the company. Others argue that there are just a lot of players looking to profit and that the big percentage of total stock coming from them is not all that out of line when applied in each case.

The sheer volume of stock being made available raises serious questions as to whether or not the stock is oversubscribed. If it is, and it may very well be, too much stock will dilute share value. This will put the price into a nosedive initially and no one will be able to accurately predict at what price it will settle. This uncertainty is causing many principal clients of Morgan Stanley to reconsider their position.

The tip-off came a few days ago, when Morgan Stanley issued a last-minute revised prospectus. Readable between the lines of what was ostensibly an upbeat report was the suggestion that institutional investors exercise caution today. It is unlikely such caution will be demonstrated by the average investor for whom Toptical is often considered a close digital companion.

Looming over today’s IPO are two issues not commonly appreciated by the investing public. The first of these is the fact that the NYSE is employing new software to handle this IPO. Reports indicate it is still buggy. Given the track record of special software for IPOs there is legitimate concern. You need look no further than the disastrous BATS offering, and it was in the business of IPOs. A major meltdown by the software isn’t even required. A single glitch at the wrong moment can send a tremor through the marketplace that could become a self-fulfilling prophecy. We’re told there are no problems but that’s what they always say.

The second major issue is the role the high-frequency traders will play today. It is estimated that as many as 80 percent of the trades will be their creation. HFTs have come in for a lot of criticism of late, and deservedly so. The problem for the public and for Toptical is that most of the abuses HFTs engage in have not been eliminated. We can be certain that at least some stock price manipulation and false volume will be solely their creation. This alone will cause uneasiness and hesitation on the part of big players.

The primary problem associated with HFTs is that they make money if the stock goes up, or if it goes down. The consequence is that they have no vested interest in maintaining value. The algos HFTs use tend to act in unison with slight variations as each seeks an advantage. If the HFT algos decide Toptical is going up, they’ll join in the ride and from their participation we may witness the largest public offering in world history. But if the algos decide the stock is tanking the HFTs will pile on and drive the stock into oblivion. Either, or neither, could happen today.

What experts recall is that a trade of just over $4 billion when the average volume was $200 billion on a single day created the infamous Flash Crash. They claim that the measures taken since then will not prevent a repeat of it. We can expect more than one trade today to exceed $4 billion dollars. The consequence is that what is at stake isn’t whether or not people make money. It is if Wall Street can sustain the shock of another Flash Crash incident. And if it cannot, then the world financial system could very well totter on the brink of collapse. All it will take is a single push to shove it into the abyss.
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WALL STREET
NEW YORK CITY
12:07 A.M.
Daryl noted how clean the air was outside on the street after the stuffy, closed space of the Exchange with all its electrical devices. There was a light, cool breeze, heavy with the smell of the Atlantic sweeping the Wall Street canyon, and she drew her suit jacket close in front of her.

“The coffee shop is just there,” Iyers said with his usual smile. “It’s not bad. The best part is that it’s open 24/7.”

Daryl had noticed it before. Iyers took the outside position as they walked toward it.

This was a situation she was uncomfortable with, but she didn’t know how else to deal with it. Iyers was part of the operation, though she had no reason to think he knew that she knew. Still, she couldn’t help but be on edge. She’d made good progress with the logs and copied the suspect ones to a thumb drive. With the two in-house names and the incriminating information she’d collected leading to Brazil she was satisfied she had enough to get the SEC to back off Jeff and Frank and take another look at what was really going on.

What she needed to do now was block the rogue code so it wouldn’t be operational when the IPO launched. The more she’d seen of the operation, the more it frightened her, and the speed with which changes had been made to the code in recent days suggested to her a lack of proper care. High-frequency traders, even the Exchange itself, took months to carefully craft every bit of code they inserted into the trading engines, yet glitches still happened. How much damage would a group of freebooters, their common sense dulled by greed, cause with sloppy code?

Iyers was chatting, and she feigned attention, glancing up at him from time to time, as if this were a first date. He was an attractive man, no doubt about it, but she’d seen enough of him to realize there was a forced congeniality in his interactions. There had been moments when it struck her that he was acting.

How different Jeff was. If anything, when they’d been together she found his lack of spontaneity almost too much. Looking back on it, she realized how refreshingly honest he was. Even when he was ending their intimate relationship, he’d been unable to be anything but candid. She’d taken offense at that, had nursed her anger for a wasted year. Now she understood how rare it was. If she ever got a second chance, she told herself, she’d embrace his candor, not see it as something to deal with.

As they passed an alleyway just short of the coffee shop, Iyers looked up the street, then down. Without warning, he bodychecked her off the sidewalk into the gaping blackness. Stunned, Daryl staggered, recovered her balance, then opened her mouth to scream. Iyers struck her on the side of her face with his fist, like a prizefighter delivering a knockout blow. Daryl fell, her head swimming as she struggled to remain conscious.

Iyers looked quickly back toward the sidewalk for any sign of alarm. Seeing none he seized Daryl’s feet and dragged her deeper into the dark, pulling her beyond two overloaded Dumpsters. Satisfied they could no longer be seen, he stopped and stood astride the prostate woman like a conqueror, breathing heavily.

From the ambient light and dim glimmers from windows facing the alley he could see her prostrate form. Her skirt had been pulled up above her waist revealing her panties and legs, looking pale and vulnerable. He was suddenly aroused to a fever pitch.

He reached down and jerked her out of her jacket, her body twisting side to side as he pulled it off with force. Next he tore at her white blouse, angry when it refused to give at once, tearing at it harder, finally ripping it apart to reveal her bra.

Iyers had never raped anyone before, though it was one of his recurring fantasies. Until now, he’d always taken his victims drunk or drugged, sometimes dazed from his rough handling. They were always unwilling, or at the least in no position to be willing. Still, he’d had to be careful they’d not report him and that caution had always limited what he could do.

But not tonight, not now. He could do what he wanted before killing her. It was that realization that excited him. He’d be gone in a few days after all. There was no reason he’d be suspected, no reason to hold back.

Daryl moaned and Iyers slapped her. Then he knelt beside her and began clawing at her panties.
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As they approached the parking area in front of the wide stairs leading to the French doors, César gestured for the men to stop. He stood examining what he saw. After a moment, he turned and whispered to Bandeira. “Chefe, wait here while we approach. It doesn’t look right. There’s no guard on the grounds and I can see no one at the desk.”

“My son is in there,” Bandeira said in a nearly normal voice so all could hear. “Nothing must happen to him.”

César gestured for the other two to follow, then moved cautiously toward the building. Bandeira held back, then, unwilling to wait, moved with them, his weapon at the ready.

* * *
Carl was watching the outside approach. “Trouble,” he said. “We’ve got visitors, and they’re moving like a combat patrol, weapons ready.”

“Shit,” Oscar said as he took out his automatic pistol and moved to position.

“Four armed men approaching cautiously, Frank,” Carl said into his mic. “They aren’t sure about us yet, but they soon will be.”

“I’ll be right down.” Frank gave Pedro a “stay right there” look, then moved to the door as he pulled out his weapon. “We’ve got company. I’m going down. You need to get in here and keep an eye on this one. He’s our ace in the hole. And keep your head down.”

Jeff had just pocketed Pedro’s hard drive and was about to move into the outer office to start on the computers there. He came into the office as Frank was running down the stairs. He looked at Pedro. “Don’t move.”

Pedro nodded. His father was back and with him was César and two bodyguards, hard men he’d often seen over the years. These Americans were in serious trouble. This whole raid had struck him as lunacy. What did they expect to gain from it? No one here was going to talk. He certainly wasn’t. And the way things were going, they’d be dead in a few minutes.

In the short time he’d been seated, Pedro had steadily worked at the plastic strip binding his wrists. It still held him fast, and he doubted he could free his hands, but he had to try.

* * *
César halted the men once again. He still could not see either of the guards who should have been in plain sight.

“Spread out. I think we have trouble. Be careful of your targets,” he ordered.

“Anyone who harms my son dies, along with his family,” Bandeira hissed.

* * *
Frank, Oscar, and Carl spread themselves about the ground floor, taking up firing positions they’d instinctively selected when entering the building. Each had cover and together they provided a lethal triangulated firing zone anyone foolish enough to use the front entrance would find unforgiving.

Frank spoke into his mic. “Think we can bargain using the son?”

“Maybe but I wouldn’t bet on it right now,” Oscar answered. “They don’t look in the talking mood.”

“One of you know where the light switches are?” Frank asked.

“Behind Oscar,” Carl said.

“All right. Once we know they mean to fight kill the lights. Until then, let’s see if they want to talk.”

They didn’t have long to wait and no chance to communicate.

Sergio came through the entrance first, kicking the doors open, moving fast and low, followed immediately by Paulinho with his heavier weapon, one darting left, the other right. Oscar reached for the switches. Paulinho fired from his position against the front wall, striking Oscar in the stomach just as he slapped the lights off. He fell to the floor, clutched at himself, an excruciating pain rendering him all but immobile.

Carl returned fire, aiming at the flash point of the assault rifle. But Paulinho had already moved to the side. Sergio fired back at Carl and was struck in the chest by three bullets from Frank’s handgun.

“Sergio!” Paulinho called out. “Sergio! Are you all right?”

César was now inside, moving to his right toward Paulinho. Behind him he realized Bandeira had come in as well. “Over here, Chefe!” he shouted. If something happened to him, César knew his days were numbered.

Paulinho opened up with a full auto blast, bullets striking the wall behind Frank, pictures shattering and falling, plaster flying from the walls.

“Pare! Você está louco? Meu filho!” Stop! Are you crazy? My son! Bandeira shouted.

“Paulinho, single fire. And careful!” César ordered. Sergio and Paulinho had been close friends for years.

César saw flickering light behind him. A fire had started on a curtain, lit by a sparking wire exposed by the bullet holes in the wall behind it. César turned to see if he could risk putting it out but decided against it. The flames would make him a target.

“Oscar,” Frank said into the mic. “Are you all right?”

“It’s bad,” Oscar groaned.

“Carl?”

“I’m clear,” came the answer.

A lull had come to the firefight. The only sound was the snapping flames of the growing fire.

Upstairs Jeff clutched the revolver. He’d been startled when the lights went out below, but the reason had come at once when the gunshots began. He went to the doorway at the top of the stairs and turned out the lights upstairs as well. Should he go and help?

Behind him, Pedro had given up on his hands, but he had to do something. He was certain that his father was down there, risking his life to save him. In the darkness he could just make out the tall American standing in the doorway, not far from the top of the stairs. Impulsively, he shot to his feet and charged him.

Jeff felt the blow from behind and was shoved through the doorway toward the top of the stairs. He twisted around fumbling to grab the young man who was grunting as he struggled and pushed him. Jeff clung to the revolver in desperation, trying to use both hands against the young man but Pedro was strong, stronger than he’d looked. Before Jeff had control, the two of them were on the landing, then tumbling down the stairs.

The fire had spread across the front wall. It licked at the office furniture, inching along the carpet and casting the room in a fiery glow. Paulinho had moved to his left, checked Sergio, and found him dead. Filled with rage he lay prone and searched for someone to kill.

“Pick your targets, Carl,” Frank said into his mic. “Oscar’s hurt. We need to make short work of this.”

Carl used an old dodge. He felt around on the floor, found an object that felt like a heavy ashtray that had fallen, then tossed it away from him. Paulinho fired at the sound, Carl instantly returning fire. Paulinho grunted from the impact of the bullets, slumped flat onto the floor, and was dead within a minute.

César replied to Carl’s shots with controlled semiautomatic fire but Carl had already moved. Frank fired on César, who twisted away as a bullet burned its way through his left bicep. “Merda,” he cursed under his breath as he rolled onto his back.

Looking behind him as he tried to determine how bad the wound was, César saw that the room behind him was now engulfed in flames, smoke beginning to spread everywhere. There was no turning back, but then, that had never been an option.
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Consciousness came to Daryl like a bad dream. Something weighty had struck her. She had a vague memory of being pulled across rough ground, worried as her dress rode up to her waist. Then something was hitting her, grabbing at her. The sensations were remote, though, almost as if they were happening to someone else. She felt no pain, no discomfort of any kind. It was as if she’d lost all sense of feeling, as if her body had turned numb.

Then suddenly she was awake, the cocoon of silence that had engulfed her filled with sound. The rough asphalt of the alley, the debris under her, was harsh against her exposed skin. And her face hurt as if she had a terrible toothache. Above was more sound, moaning, and she felt her body being pushed back and forth.

Daryl opened her eyes and saw at first just darkness interspersed with faint light, foggy and undistinguished. A form hovered above her, near, weaving back and forth, muttering to itself, the words slurred, impossible to make out.

Richard. The name shot into her memory. I’m being murdered.

The realization came as a shock. Then, feeling her panties pulled from off her feet came the other realization. I’m being raped!

Without thinking her self-defense training took over. She’d been taught to simply act if this ever happened to her. An attacker, she’d been told, is stronger than you, may have a weapon, but he is vulnerable.

Iyers had surrendered utterly to the drives within him. Desires long suppressed were now raging out of control. He was no longer, strictly speaking, human. He wanted to possess, to destroy, to kill.

On his knees, sound coming from his mouth that made no sense, he unbuckled his belt and lowered his trousers. Daryl, no longer feeling his hands on her, forced her eyes to focus. He was standing right there, his legs slightly parted. With all her strength, following her training, she raised her right leg, and before Iyers could react, shot her foot into his groin like a bolt.

The pain coursed through Iyers’s lower body, sickening in its intensity, the nausea almost overwhelming as he doubled up. Daryl pulled her leg up again, then kicked him a second time, now in the face, with everything she had.

Iyers cried out, then rolled away, writhing on the ground, one hand on his broken nose, the other clutching himself. Blood was streaming, clogging his throat, and he thought for an instant that he was choking to death.

Daryl also rolled, then with a sense of urgency, she pushed herself up and onto her feet. Run! Run! That’s what she’d been taught. She looked and could just make out the street beyond the Dumpsters. She could be there in seconds, long before Iyers had any chance of recovery.

She took a step, then another, finding it very hard to move her feet. She was walking like a zombie. She felt naked and held her arms across her body. She took another step, then another. It wasn’t far. She could see cars driving by.

She reached the first Dumpster. Exhausted, she braced her hand on it to draw a deep breath, to gather her strength. Just then, Iyers leaped on her from behind. They fell to the dirty pavement, Daryl trying to push him off, Iyers’s hands clutching at her throat.

He was too heavy, too strong, she knew. This wouldn’t work. She tried rolling right, then left, but the man used his legs to pin her down. In desperation Daryl spread her arms and searched the ground about her, looking for something, anything, to help.

Nothing.

She could no longer breathe, and for just an instant, the thought formed that this was the end, that her life would extinguish in this filthy alley, at the hands of a rapist. She felt a sense of loss, of regret.

Then her right hand had it. She didn’t know what “it” was but it was heavy, with sharp corners. She slammed it against Iyers’s head, glancing off it. His hands relaxed on her throat, and she drew a lungful of welcome air. She struck again, and this time he fell from her.

Daryl struggled to her knees but stayed where she was. He’d come after her again if she ran. He’d come. She knew it. She lifted the object and struck his head again, then again, then again, until finally she knew he wouldn’t chase her, that he’d never chase anyone again.
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Sergio and Paulinho were dead. César could see their bodies in the light of the raging flames. The fire was to the ceiling now and had begun to spread along the walls. Wooden furniture here and there was spontaneously combusting under the intense heat, making sounds like popcorn in a kettle. How many men was he facing? Four, five? He couldn’t tell but surely his team had hit someone. Sergio and Paulinho were too good to have missed entirely.

Bandeira crawled from where he’d been hidden to César, his weapon at the ready. “We have to get out of here before we are burned alive. Have you seen Pedro?”

“No. He’s probably upstairs.”

“I hope you’re right. Rush them,” he ordered. “I’ll cover you.”

Rush? César thought. Yes, stand up, run forward, draw fire, and chefe will kill them. And I’ll be dead. He didn’t move.

“I said ‘rush them’!”

Just then, a voice called from across the room. “We’ve got Pedro! Leave us while there’s still time. We’ll be in touch. We’ll release him unharmed afterwards.”

It was Bandeira who answered. “Filhos de putas! Release my son now, and you’ll live! Otherwise, you and your families are all dead!”

Bandeira aimed at the direction of Carl’s voice and opened fire. The bullets churned up the woodwork around Carl, rising in an irregular line along the wall, then bore down toward him. Carl rolled away from the lethal spray.

Frank fired three times at the muzzle flash, then an instant later felt a blow to his side followed a moment later by pain. He too rolled away, grabbing at his side.

“Agora!” Now! Bandeira ordered and this time César leaped forward, firing as he did.

Across the room Carl saw the figure rise, then rush forward in a crouch. He fired and the man stumbled, then fell. Bandeira opened up on his gun’s flash but Carl had already moved, one bullet stinging as it struck his boot.

On the stairs, Jeff and Pedro were struggling, but one-sidedly as the young man’s hands were behind his back. Still, the young man kept at it, pushing at the American, instinctively trying to shove him the rest of the way down the stairs, into the open, where someone would surely see and kill him.

Though still limited primarily to the walls and ceiling, the fire crawled into the living area. The flames now reached the lower steps of the stairs, blocking them intermittently. The air was filled with heat and smoke, and it was becoming increasingly difficult to breathe.

Carl moved to Oscar and found him still alive but unconscious. He looked near death. “Come on,” he said, hoping Oscar could hear him. “Time to go.” He took Oscar by his arms and dragged him along, crawling away from the inferno toward the rear door and escape.

Jeff and Pedro continued to struggle. More than once Jeff had Pedro against the railing but each time the young man had found a way off. Finally, Jeff pinned him and shoved with all his strength. The railing gave and Pedro screamed as he was pitched off the stairs, Jeff teetering but managing to keep from falling after him. Pedro plunged backwards fifteen feet, falling headfirst to the floor, where he lay unmoving. His body wasn’t far from Frank who saw at once that the man was dead. So much for the ace in the hole.

“Jeff!” he shouted into his mic, no longer sure the cell phones even worked. “Jeff! Get out of here. I’ll cover.”

Jeff could see Frank below and heard him over the roaring flames.

“Get the others and go!” Frank shouted. “I’ll go out the second floor and meet you outside.”

* * *
Lying on the floor, Bandeira watched César die and was stunned. What had he done? His three best men, all dead within minutes. Then he looked up and there were two men struggling on the stairs. Suddenly, one of them, his son, had plummeted to the floor.

He saw another figure bolt across his line of fire but was too shocked to shoot. His son. His only son. He began moving toward him, hardly registering the man in front of him, to his left, pulling someone from the flames. The heat was intense. The acrid smoke bit his nostrils. When he finally reached Pedro, he could no longer see the man.

The salon was becoming an inferno of yellow and red flame. Smoke made it almost impossible to breathe. Bandeira knew if he remained here much longer, he’d be dead. He reached out and touched Pedro’s still face, felt his hair. An image of him as a toddler learning to walk flashed in his mind.

Bandeira forced his mind back to the now. He looked up to the second floor and saw his son’s killer crawling up the stairs, away from the flames and smoke toward the upper office. In a rage, Bandeira aimed and fired, bullets piercing the stairs. He fired his IMBEL MD97 empty, and he dropped it, pulled out the automatic pistol he often carried, and ran to the foot of the stairs, which were nearly engulfed in the fire. He paused, judged the dancing flames, then plunged across, scrambling up the steps, only one thought on his mind. To kill the man who’d murdered his son.

* * *
Jeff had seen the bullets lacing through the staircases and thrown himself against the wall. When the firing stopped, he rushed to the second-floor landing as Frank ordered, still clinging to the pistol. The smoke was now so thick, he could scarcely breathe and his throat ached. He turned, instinctively searching for his friends below but could see nothing beyond the bright flames and heavy smoke. He went into the offices, then to the back room and straight to one of the windows.

It was barred against burglary, and he could see no way in the dark of opening it. He stepped back and kicked, then kicked again. Behind him he could hear the fire. All around him the smoke filled the room. He coughed, then gagged. He knew that he’d pass out soon.

At the top of the landing Bandeira suddenly emerged, his clothes smoldering from the flames, his hair singed, his eyebrows nearly burned off. He spotted the figure at the window and fired.

The glass shattered in front of Jeff. He turned and there was Bandeira. Jeff dived to the side, Bandeira snapping off a round as he did. Bandeira reached the doorway, low against the floor, and risked a quick look. Spotting Jeff, he fired again, missing him, then ducked back from the doorway.

Jeff fired in return, then moved his aim and fired twice into the wall next to the door, as if it weren’t there, recalling from his childhood how often bullets easily penetrated seemingly solid objects. But he could see from the holes left in the paint that the interior walls of the mansion were made of brick and plaster and were all but impervious to bullets.

Bandeira rushed through the doorway, firing a snap shot toward Jeff as he did to keep him down, and came to a stop concealed on the other side of the desk.

For a long minute, the only sound was the raging fire. The heat through the floor was intense, and Jeff expected flames to burst into existence any second. Smoke had filled the room like a dense fog.

Out of time, Jeff lowered his face to the floor, could just see his adversary under the desk, his foot, knee, and lower leg. He fired.

Bandeira screamed, rolled in pain, then lay on his back, his head and arm just beyond the desk, he raised his pistol to shoot again. Before he could, Jeff had him in view and fired twice into his chest.

Bandeira let out a low groan. The weapon fell from his hand. He looked out of the office toward the stairs and his dead son. He felt nothing. No pain, no desire. Nothing. And he thought nothing as his life ended.
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Daryl lay with her head against the Dumpster, utterly exhausted, sucking air, grateful just to be alive. The sweet sensation of existence swept through her, nearly matched by enormous relief. She wasn’t going to die. She would live.

She stayed like that for some minutes, unable to move, unable to think clearly, simply being.

Finally, she stirred and as she did the pain returned. It took her a good minute to get to her feet. When she was standing, she saw the dark form not far away. Iyers hadn’t moved. She had no intention of checking on him. He was dead. She knew it.

She spotted her jacket. She’d need it. Not far away was her purse, which had been dragged with her by the shoulder strap. She took them both, clutching them to her breast.

She swooned momentarily. When her balance returned, she reached into Iyers’s pocket and took his badge. That would get her back in the Exchange, and hopefully the night guard wouldn’t notice that she wasn’t a Richard. Then she began walking along the alley toward Wall Street, taking baby steps, stopping whenever the effort was more than she could manage. As she neared the exit there was more light, and for the first time, she considered her appearance.

She couldn’t leave the alley looking like this. Someone would call the police. By the time she explained what happened, the urgency of her work in the Exchange, 3:00 A.M. would have come and gone. By then, it would be too late to stop the operation.

But could she just leave a dead body in the alley in the heart of Manhattan? She laughed, then kept laughing. It happened all the time, why not now?

She got control of herself and began the process of fixing her appearance. She straightened her skirt, brushing off the worst of what clung to it. Her blouse had been ripped apart. She brushed the sleeves of her jacket, then slowly buttoned it in front of her, fixing the white blouse collar so it showed above the jacket. She reached for her hair, realizing at once there was nothing much she could do with it here. She rubbed her hands all over her face.

She removed her mirror from her purse but could scarcely make herself out in the darkness. She put the mirror away and removed her makeup compact. She ran the pad across her cheeks, sure it would be an improvement.

The street was quiet. The life and death struggle in the alley had gone completely unnoticed. She turned right and walked as deliberately as she could to the coffee shop, the bright lights like a welcoming beacon. She pushed open the door and walked into a wave of warm air, humid from the kitchen and bodies, the ripe smell of fast food and coffee almost overwhelming her.

She kept walking toward the rear, where she knew the bathrooms would be. A young waitress carrying paper-wrapped silverware said, “Miss, are you all right?”

“I’m fine.”

One of the men eating in a booth stared at her as she passed but said nothing; then she was at the restrooms and inside. She went into the stall and sat, holding her head in her hands for a long time, her mind numb. Get yourself together, she said silently. You’ve got work to do yet. You can collapse tomorrow.

She looked in the mirror with alarm. The left side of her face was already bruising and her eye was turning dark. There were livid scratches on both sides of her face. One of her earrings was gone. She removed the other. Her hair was a mess. She let it out entirely, then removed a comb and brush from her purse. When she had it as good as it could look, she removed her makeup compact. She gingerly applied a coat to the bruising, covered the scratches, which stung like hell, then used her pinkie to lessen the darkening around her eye. She finished with lipstick.

After she’d put everything away, she raised her eyes and took a hard look in the mirror. She looked like a hooker who’d just been beaten by her pimp, but it would do. She’d had a hard night, maybe a fight with a boyfriend, but there was nothing she could see that she couldn’t explain away if need be.

She removed her soiled jacket. She dampened several paper towels and worked over it. The worst was the back, where she could do only so much. When she finished, it was dark from moisture but would look better when it dried. She removed her skirt and repeated the process. It wasn’t as bad because it got turned inside out when she’d been dragged, leaving most of the damage on the inside.

With fresh damp towels she cleaned her legs. She took out her compact again and applied makeup to the worst spots. She slipped on her skirt, struggled into her jacket, buttoned it in front, fluffed the blouse collar, then looked again.

You’ll do, she said to yourself. You’ll do.

Outside, she took a seat in an empty booth far from the other customers. The same waitress came up with a menu. “You’re looking a lot better,” she said. “Rough night?”

“You have no idea.”
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Jeff kicked at the window bars again but they refused to give. He kicked, then kicked again. It wouldn’t go.

His lungs were burning and every breath was an effort. He turned away from the window, stepped over the dead man, then went to the landing. The room below was a raging inferno, the heat unbearable.

He was trapped.

But unable to get out from the second floor, Jeff had no choice but to race down the stairs. He dived through the fire at the bottom, hoping he was not diving into a blaze. He rolled, then came to a hard stop, balanced uneasily on his feet and hands. Just ahead, in the dancing flames, he spotted three prone forms. He crawled toward them, gagging and coughing as he did.

Carl and Oscar were overcome by the smoke. Carl had collapsed atop Oscar, shielding him from the fire. A few feet away lay Frank, bleeding and moving ever so slow.

“Frank! Frank!” Jeff shouted. “Get out of here! I’ll get the others.”

Frank looked blankly at Jeff as if seeing an apparition. Then comprehension came to his eyes. He nodded and began to crawl toward the rear door.

Jeff moved over to Carl and Oscar. “Oscar!” he shouted over the roar and snapping of wood. There was no answer. Jeff looked around. Frank was nearly to the door, which was not far away. They’d almost made it.

Jeff took the unconscious, bleeding Oscar by the arms and began dragging him. He knew he had little time but could move only so fast. He’d drag him, stop, then drag. All the while the fire raged, the smoke stinging his eyes and filling his lungs. He coughed until he thought his guts would come out; then he’d coughed some more.

Finally, he was at the door. Frank lay there unmoving. Jeff raised an arm, felt the white-hot handle, disregarded the shooting pain, and turned it. He tried to push it open with no success. He moved, leaned against the door with his back, and pushed.

A draft of cold night air was sucked into the inferno, creating a strong breeze that momentarily drove the flames and smoke back. Jeff drew a lungful of fresh air, staggered to his feet, and with all his effort pulled Oscar out of the building into the night. He kept dragging him until he was satisfied he was clear.

He could hear sirens now. The sound of emergency vehicles. Help was coming.

Then he turned and ran back in for Frank, pulling him to Oscar.

He looked up and could see flashing lights. He looked back at the mansion. The infusion of air had whipped the fire into a frenzy. The doorway was a wall of flames. Jeff turned, and for the last time, plunged into the inferno.
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Back at her workstation, Daryl was beginning to feel something close to normal. It was as if what had happened in the alley was a bad dream, not an actual event. She’d had three cups of black coffee and forced herself to eat half a breakfast at the coffee shop. When she finally left to return to the office, she’d passed the entrance to the alley, not looking into it, sensing and seeing nothing that told her Iyers’s body had been discovered.

She’d scanned Iyers’s badge, the sleepy security guard paid her no attention, then ridden the elevator up. She found perhaps a third of the day shift was still at it. Everyone looked exhausted. She’d thought to check on Campos, but there was no reason. The man was busy. With his helpmate out of the way, he would be busier than ever.

Now she turned to the rogue code. She’d had time to think about it and believed she could stop its functionality, but she still had a lot to learn about the deployment system first. Also, she’d have to sabotage it at the last minute, as it landed on the jump server; otherwise, Campos might discover what she’d done and override it.

Her plan was simple enough. Once she understood the key functions of the code she planned to obfuscate them by corrupting the files. She’d didn’t want to delete them, since there might be automated checks for missing files.

But first, she had to find these key files, and she had to do it in just over one hour.

* * *
Marc Campos couldn’t understand what was going on in Rio. There’d been no updates for hours. He’d sent work to Pedro earlier and heard nothing back. He’d tried calling with no luck. The call simply went to voice mail. He’d tried Skype and again there’d been no answer.

It was possible the system in Rio was down but that was highly unlikely. He had expressly selected the location for Grupo Técnico with that in mind. The company had the services of two Internet companies. It also had a backup electric generator system. It was important it never be offline or unable to function.

Something was wrong.

He tried calling Jorge César. He’d rather not but it had to be done. No answer.

Did he dare call el chefe? It was the middle of the night in Brazil as well. And what could Bandeira do in the short amount of time left? No, he’d make do.

His other problem was that Iyers had vanished. He’d done nothing on Carnaval for nearly two hours. The time for the upload was rapidly approaching and Campos needed him for that. Campos could do it himself in a pinch but it was a job Iyers had always done in the past because it fit his job function. Campos would be running a risk of getting noticed.

He had tried calling Iyers with no luck. He’d sent him secure e-mail and text messages. Again, nothing. He’d finally risked going to Iyers’s workstation. Empty.

Where could he be?

Campos returned to his work. If Iyers didn’t show soon, he’d have to go with what he had. The code was 90 percent there. Carnaval would function as it was. He’d have to do without the other 10 percent. He checked his watch. He’d spend the next hour fixing what he could; then he’d follow up with Iyers. If he still couldn’t find the man, he’d handle the insert himself.

Then a thought came to him: What about the woman? Had Iyers seen to her? That would explain his absence. Maybe he was being too hard on him. He couldn’t be in two places at once. Maybe he’d decided he couldn’t risk having her in the building. That would explain everything except his failure to answer his cell phone.

Campos resisted the impulse to check on the woman. Unless she was already dead – the thought startled him with the ease with which it came to him – she’d be at that workstation. He could drop by later. Right now, he had more important work. Iyers would show. Too much was on the line for him not to.

* * *
Daryl was now satisfied she’d identified the files that were key to the function of the rogue code. It was only twenty minutes until the scheduled 3:00 A.M. deployment, so she assumed the final version was already on the jump server waiting to be copied into the trading engine. She doubted the last update would change the structure in any significant way, so she corrupted two of the files. When she merged her changes with the final deployment, she would in effect render the malware inoperable.

She looked at her watch. Less than ten minutes to go. How long could she wait before pressing the Enter button? If Campos was working on or watching the code, he’d see the change. It would take him only a few seconds to replace it with an untainted version.

On the other hand, she didn’t dare wait too long. If the update took place early, she’d miss her chance. Still, she was certain the malware was going to ride in with the IPO and standard nightly updates. She had to have a target opportunity, and that was it.

Her work was nearly done. She ached from head to foot. She wondered if she should go to a hospital. At the least she needed to see a doctor.

And what about Jeff? And Frank? What were they doing in Brazil? Had they acted on the new address she’d given them? She knew Frank had once been a man of action, a super-secret special agent as she’d once called him after too much wine. Everyone at the table had laughed, though Daryl knew it was largely true.

But Jeff was no secret agent. He wrote code. He understood computers. Sure, he was in good shape, and she knew from previous experience that when everything was on the line, he rose to the occasion, but still … how much could reasonably be expected of him? He was barely out of the hospital.

She wished she had a message from Jeff and Frank telling her everything was fine. In a few minutes, she planned to send one telling them that she had the evidence to clear them and that the rogue code had been stopped in its tracks.

She leaned back in her chair and closed her eyes.

* * *
Campos had still heard nothing from Iyers or from Pedro, so proceeded on his own. He would check on the woman when he was done.

He completed his work fifteen minutes before 3:00 A.M. He went through the steps to make the insert, steps designed in part to conceal the fact that he was doing it. Then he copied the rogue code onto the jump server. The master stroke was in position, all that was needed for Carnaval to be in place when the market opened was the last Exchange update.

* * *
The hallways were largely empty as Campos made his way to Daryl’s workstation. She’d picked it carefully as he recalled.

There she was. Her arms were crossed and she looked asleep. He was amazed at her audacity, simply insinuating herself into the offices of Trading Platforms IT. In theory this should have been impossible, but he’d long noted how lax security had become. He and Iyers had obviously taken advantage of it many times over the years.

He looked at her monitor and was shocked at what he saw. It was a core part of Carnaval, files essential to its operation. She’d done something to them, he knew. That’s why she was here. He stepped toward her.

* * *
Daryl jolted awake, experiencing an instant of vertigo as she did. It took a moment for her to realize where she was. She immediately checked her watch. 2:57 A.M. Time to go to work.

Just then, she sensed movement behind her. She turned and there was Campos, looking wild-eyed and angry. “What are you doing?” he demanded as he barged into the small work space.

“I don’t know what you mean. Just a second and I’ll be right with you.” She reached for the Enter button.

“Stop! Stop!” Campos shouted as he lunged at her.

The two toppled off the chair onto the floor, Daryl experiencing a sense of déjà vu. But Campos wasn’t the psychopath Iyers had been, nor was he as strong. The two wrestled on the floor, grunting in effort. Daryl struggled to get to her feet, Campos pulled and tugged at her to keep her away from the keyboard.

Finally, Daryl rolled on top, briefly pinning Campos. She struck him in the face with her fist. An image of Iyers flashed in her mind, and she struck the man again and again, no blow enough to knock him unconscious but the flurry momentarily dazing him.

Still, Campos was both bigger and stronger than Daryl, and her superior position didn’t last long. He heaved her up and off him, then moved to place himself between her and the computer. “I’m calling security,” he said breathlessly. “You should leave.”

Daryl reached onto the desk beside her and grabbed her purse. Fumbling inside she removed the pepper spray and before Campos could react, she sprayed him, right to left across the eyes just as she’d practiced. He screamed, grabbed his eyes, and all but fell to the floor.

She leaned around him, reached for the keyboard, and pressed Enter.

She stood back as Campos danced in a circle screaming for help and looked at her watch. 2:59 A.M.
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Jonathan Russo stood with most his employees, watching the giant monitors arrayed across the wall of the office. Everyone was tired, but they’d made it. The new algo was in place. Over the next two or three hours, all the recent losses would be recovered and Mitri Growth would earn upward of $100 million. It was the most exciting day in Russo’s life.

He looked around. Everyone was sitting at their desks or standing and watching the screens. In fact, they’d not know the outcome for at least an hour, but they would be able to confirm the algo was functioning properly. It had worked in the tests, but the sting of their failure the previous week was still with them. Nothing was certain.

“Here we go,” someone said as the IPO trading began. No one said a word for some minutes.

Colored graphs arrayed across the displays grew in height as trading volume surged. The Toptical stock best bid and offer prices, known as National Best Bid and Offer, or NBBO, which were displayed in a large font on the primary wall screen began to change. The initial Toptical price had been set at thirty dollars. Speculation was that too much stock was being made available and that the price might very well fall at first. And that’s what happened. But not for long. The Mitri algo was designed to take a large position at the start of trading. It responded at once to the drop by executing thousands of small sales, a process called quote stuffing.

This move was part of Russo’s secret sauce. Mitri’s sophisticated statistical algo was based on past market behavior to determine optimal sale sizes and price drops, the small trades incrementally squeezing money out of the system and slowing the reaction of other algos with their sheer magnitude. Only collocated algos like theirs would be immune to the delays in getting an accurate view of the NBBO.

The pent-up demand of regular investors now kicked in as the price looked like a bargain below thirty dollars, joining Mitri and no telling how many other high-frequency traders following the same course of action. The impact of the HFTs was greater than they’d calculated but they’d allowed even for that possibility. The price began to rise. A small cheer went up.

Mitri Growth’s special Toptical IPO algo assumed that it possessed an advantage in latency over everyone else, that is, it acted based on the programmed belief that it knew the true price just slightly ahead of everyone else. The increase in HFT trading was pushing the limits of that advantage but Russo and Baker were convinced they still possessed it.

Next the combination of regular investors, both institutional and personal, taken with the high-frequency activity, caused the quotes even to the collocated algos to start to lag behind actual prices, just as in 1929 with the ticker tape. Unknown to anyone until days later, the lag was initially just a second, but it was soon five seconds, then fifteen, then a minute, then three to four minutes.

Nearly all of the HFTs algos immediately moved into a rhythm with the other high-frequency trading algos that were seeing different prices and as was the case in the infamous Flash Crash the price was quickly driven down. In usual trading the New York Stock Exchange applies artificial “brakes” in such a situation, to allow latency to catch up, to permit traders a few moments for reflection or to override their computers, but such safeguards don’t apply to IPOs. This was a free for all and the stock, for now, would be allowed to go where the trading took it.

Toptical rose to $32.43, then at 10:21 A.M. began to fall steadily: $31.19, $30.44, $29.56, $28.23, $28.02, $27.06, $25.37, $24.01.

“My God,” someone said, “look at that.”

$23.46, $22.43, $20.09, $18.33, $12.56, $9.07.

The free fall continued until 10:33 A.M., when the New York Stock Exchange suspended trading. Toptical’s price was frozen at $2.22. Those watching were stunned by what they’d witnessed.

A pall of gloom spread across all trading on Wall Street. The market recorded a loss of 11.2 percent, one of the largest in history. But there was no collapse, no worldwide panic, no end to the international financial market as it was known.

Later that morning, Baker brought Russo the figures. “We made a hundred thirty-seven million dollars,” he said with a grin. “A lot more if you include Toptical, but we have to wait to see what the Exchange does with it.”

“What a collapse,” Russo said. “I never imagined.”

“No, but the code we wrote did. Congratulations.”
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TOPTICAL
JACKSON STREET
SAN FRANCISCO, CA
10:51 A.M.
Samantha Mason was in her office. She’d seen the writing on the wall much earlier, and left what was supposed to be a celebratory party. She was sitting at her desk, playing around with a game she’d been designing in her free time when Brian came into her office, shut the door, and took a seat.

“How bad?” she asked as she looked up.

“Two twenty-two,” he mumbled.

She could barely hear him. “I’m sorry, Brian. I know how much this meant to you.”

“What happened?” he asked. “I just don’t understand it.”

“I’m not exactly sure. Morgan Stanley did us no favors. They were serving at least two masters, and I think we were the less important one. We may find out it was the Exchange’s new IPO algo. It was buggy. But my guess right now is that it was the high-frequency trading algos. Their greed, and recklessness, finally caught up with them. We just paid the price.”

“Two dollars. How do I go out in public?” Brian said.

“How’s Heather taking it?” Heather was Brian’s former model live-in girlfriend, Sam’s replacement in his life. It was nasty to ask she knew. She didn’t care.

“Heather?” Brian looked at her as if hearing the name for the first time. “I don’t know. We haven’t talked. I think…” He paused. “I just don’t know.”

“We’ve both still made a lot of money, Brian. We’re rich, just not mega rich.”

“I don’t think so. Gordon talked to his people at Morgan Stanley. They think the whole trade’s going to be voided, like it never happened.”

“Wow. That’s something. I didn’t think of that.”

Brian said nothing for some time and Sam left him alone, waiting. “I’ve been thinking,” he said finally. “I hope you’ll reconsider your decision to leave. I need you. We all need you. This IPO thing was a mistake. You were right. I should have listened. We’re back to square one now. We’ve got to make Toptical a sustainable business model. I think together we can do it.”

“I’m leaving, Brian. I’ve had enough.”

“Sam…”

“Listen to me. I don’t want to spend any more of my life on this. I don’t even understand what’s been going on this last year. It simply isn’t what I want to do. I’ve got other plans. I’m sorry not to get the money but I’ve got other dreams, and I’m going to go after them. This—” She gestured grandly.

“—is in my past, even if I’ll still be here for a few weeks or a month or so to help in the aftermath. I still owe some of our people.”

“Sam—”

Just then, Gordon stuck his head in without knocking. “Brian, you’re needed on a conference call right now.”

“What’s going on?”

“Morgan Stanley needs our consent to announce the IPO is canceled. We need to work on the language of the press release.”

“Okay. I’m coming.” Brian looked back at Sam. “I need you.”

“Yes, you do,” she answered. “But I’m still leaving.”

Brian stood motionless for a moment, then quietly left.

Sam sat at her desk without moving until there was a knock at the open door. It was Molly. “Isn’t it wonderful?” she said as she came in and flopped in a chair. “The whole thing just collapsed! Now we get rid of all those finance assholes and get back to building Toptical. I know I shouldn’t show anyone how happy I am – everyone’s so depressed – but I know you understand. This really is the best thing that could happen to us.”

“I guess.”

“You don’t think so?” Molly looked crestfallen.

“I don’t know what I think,” Sam said. “Come on, Molly. I’ll buy you a drink. You’ve been putting in too much time here.”

“Really? At this hour?” Then Molly looked over her shoulder to see if anyone was watching, like a schoolgirl about to play hooky. “Okay!”
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SAFE HOUSE
RIO DE JANEIRO, BRAZIL
7:07 P.M.
Jeff awoke lying on a bed. He ached across his entire body. The CIA doctor, if that’s what he was, had told him he’d be fine. He’d bandaged three or four places on Jeff’s forearms and neck where flames had touched him, then applied a greasy cream to other spots that gave off an angry glow. The hand Jeff had grabbed the doorknob with was wrapped in thick gauze. The doctor told Jeff to keep the cream applied and watch carefully for infection.

Frank was seated in front of the television in a worn armchair. He wasn’t wearing a shirt and his upper torso was also bandaged, especially around the right side. The television was off, and he was just ending a phone call with his wife.

“How’s Carol?” Jeff asked when Frank disconnected.

“Okay. She knew something was up but not what. She and the kids were glad to finally hear from me.”

“Did you tell her you got shot?”

Frank smiled wickedly. “I’m saving the best for last.”

“I thought the doc wanted you in a hospital,” Jeff said.

“He said something like that, but I told him I didn’t want to risk it even under an assumed name, so it was better to be here. He says I’ll be all right. He just doesn’t want any bleeding to start. I’m supposed to take it easy for a few days.”

“Any word on Oscar?”

“It was a near thing. He was in surgery for four hours, but they think he’s going to pull through.”

“I’m glad to hear that. I guess he’s in trouble, along with Carl.”

Frank stared at Jeff, then said, “You still amaze me at times, Jeff – you really do.”

“What do you mean?”

“We’re using a Company safe house, they got sophisticated surveillance equipment from the Company, a Company doctor is tending us – doesn’t any of that tell you something?”

“What are you saying?”

“Once Oscar and Carl knew the NL was involved, they called it in and got approval.”

“You’re telling me this was a CIA operation?”

“In the end, after a fashion. And the station chief is a very happy man right now. NL had been on the radar for a long time. Victor Bandeira, a really bad guy, is dead. So are his top enforcers, from what they hear. This was a good day for the good guys.”

Jeff absorbed the news. “I’m just glad everyone’s going to be okay.”

“That’s the bottom line. You should know that there’s also been some heat brought to bear on this SEC thing.” Frank had told him about his earlier conversation with Daryl and the evidence she’d uncovered. “We’re no longer suspects. The warrants have been quashed.” Just then, Frank’s phone rang. It was a Skype video call. Jeff heard Daryl’s voice when Frank answered. Frank held the phone out to him. “Someone wants to talk to you.”

Jeff took the phone and saw Daryl’s face on the screen. “Hi,” he said. She was wearing more makeup than usual, and he was sure he could detect scratches. He decided not to ask, not now.

“Hi to you. I see you’re still with us,” she said.

“Absolutely.”

“You’ll have to tell me all about it when you get back.”

“Sure thing. How are you?”

Daryl had not told Frank about Iyers or Campos. She’d save the explanation for when they were together. “Just fine. Tired. Did Frank tell you we stopped the rogue code?”

“He did earlier. But don’t you mean that you stopped it?”

“It was a team effort.”

“Thanks for helping. And it sounds like we can come home soon.”

“Good.” Daryl hesitated, then said, “Jeff, I’ve had some time to think about what happened with us. I want … I want to come back. Let’s do this right this time, okay?”

For a moment Jeff couldn’t speak. “Yes, let’s do it right.” He was almost choking when he said, “I’ll see you soon.”

Daryl smiled. “Can’t wait.”
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DATE: October 15

FROM: Seth Kaufman, Special U.S. Attorney, United States Attorney’s Office, Southern District of New York, Securities and Commodities Fraud Division

TO: Eleanor Kaschnitz, National Security Advisor

RE: Summary of Related Events to NYSE Malware Episode

Last week, you asked me to follow up, informally, on some matters resulting from the events surrounding the discovery of the ongoing malware operation in the Exchange’s trading engines and the Toptical IPO. Here’s what I’ve come up with. If you need more detail, just let me know.

I’ll begin with Toptical. As I’m sure you know, it’s been acquired by Tencent, a major Chinese media company.

As I’m sure you’ve also heard, the SEC and NYSE are, once again, considering serious regulation of high-frequency traders. They haven’t got it right in the past, and I doubt they will this time.

The major credit for stopping this unprecedented criminal penetration of the Exchange software goes to Robert Alshon, Senior SEC Investigator in NYC. He’d been on this case for a week. When he saw the IPO going askew, he strongly urged trading be suspended. He’s scheduled to take over the SEC New York Regional Office. We need more like him.

Yes, you were correct. The operation was being run by an organized crime family in Brazil. Our sister agency that handles such matters has been vague on details, but I’m assured we can confidently expect the operation to be shut down for good.

As for Jeff Aiken and Frank Renkin, they had no involvement in the rogue code. They were set up by those responsible. It is regrettable they were ever suspects, but these things happen. I’m assured they just want it all laid to rest.

The actual perpetrator was Abílio Ramos, aka Marc Campos, a longtime and trusted employee of the Exchange IT security department. After learning of the death of the leader of the criminal cartel for which he worked, he elected to cooperate in exchange for a reduced sentence. He managed the fraud with the assistance of just one other in-house employee, Richard Iyers. Iyers was found murdered in the alley not far from the Exchange. Police don’t know if this is a coincidence or related. There are no suspects.

All in all, what we have is a satisfactory ending to what could have been a very messy outcome. I’ll be in D.C. next week. Let’s get together if you have time.
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